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Disease Surveillance
• London, 1854 - John Snow proved over 

500 deaths associated with the London 
Broad Street water pump

• Defined and collected cases, linked 
association/source, visualized 
relationship, guided follow-up action

• Surveillance data is still the basis for most 
public health activities

• Lab results -> Electronic Lab Reporting
• ADT -> Syndromic Surveillance
• EHRs -> Electronic Case Reporting (eCR) 



“Dual Use” - from Anthrax, SARS, and Ebola to 
Chronic Diseases and Population Management



Why is public health surveillance so hard?
1. Many jurisdictions X many conditions X many clinical care sites = 

major interoperability problem
2. Differing state laws define what data are needed where and when
3. Specific public health data authorities are strictly enforced
4. Top down funding leads to siloed surveillance activities
5. Dependency on complex, poorly structured, and until recently, not 

in electronic clinical data
6. Reporting triggers and case definitions change during events
7. Little or no feedback  clinical care participants
8. Perceived provider burden



What is Electronic Case Reporting (eCR)?

The automated 
identification of reportable 
health events in electronic 
health records (EHRs) and 
their transmission to state 
and local public health 
authorities for review and 
action.



Data Authorities and Policy Scalability
• HIPAA plus authorizing laws needed for 

public health, unconsented disclosures

• EHRs cannot now implement complex, 
distributed logic

• Need a platform to support complex 
rules / decision support operating as a 
Buisness Associate

• And need a chain of trust – provider to 
HIE / HIN to platform

• DURSA public health permitted purpose 
for exchange and APHL a contractor / 
Buisness Associate  of eHealth Exchange
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HL7 Electronic Initial Case Report (eICR)
History of Present Illness 
Reason for Visit 
Date of Onset 
Diagnoses Date of Diagnosis 
Symptoms 
Laboratory Results 
Laboratory Order Code Placer 
Order Number 
Medications Administered 
Immunization Status 
Death Date 

Patient’s Travel History 
Travel History Start Date 
Travel History End Date 
Text Description of Travel 
Travel Location Code 
Travel Location Address

Hospital Unit
Visit Date/Time
Admission Date/Time
Discharge Date
Patient Class
Patient ID Number
Patient Name
Parent/Guardian Name
Patient or Parent/Guardian 
Phone
Patient or Parent/Guardian 
Email
Street Address
Birth Date
Patient Sex
Race
Ethnicity
Preferred Language
Occupation
Occupational health
Pregnancy

Date of the Report
Report Submission Date/Time
Sending Application
Trigger Condition Codes
HL7 Document ID
SetID and Version Number
Provider ID
Provider Name
Provider Phone
Provider Fax
Provider Email
Provider Facility/Office Name
Provider Facility/Office Name
Provider Address
Facility ID Number
Facility Name
Facility Type
Facility Phone
Facility Address
Facility Fax

CDA and 
now FHIR



HL7 Reportability Response

• Confirmation and 
compliance

• Bidirectional 
communications / 
feedback in EHR less 
than two clicks away

• eCR - a positive provider 
EHR outcome?!



Advancing Reporting in FHIR EHRs
• Shared, automated implementation
• “What” – implementation guides
• “When, where, and how” – eRSD guidance
• Triggering – FHIR Subscription
• App to specification to API
• Unsolicited “push” FHIR Messaging – though 

HIEs and HDNs

EHRs

Triggering

Unsolicited Push

Feedback to Clinical Care

Local Rules Remote Rules

Surveillance System
/ Registry / Population 

Health System

Reporting and
Surveillance Guidance eRSD

Distribution 
Service

General FHIR Design Pattern – Automated Reporting

Clinical Care



Electronic Case Reporting (eCR)

• Revolutionary for public health surveillance and 
outbreak management

• Automates provider reporting
• Can put providers into legal compliance
• Hides jurisdictional variability – single EHR interface
• Provides public health information about conditions in 

community back to providers
• No cost network service that you can “sell”


