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How Do | Participate?

=2 § O Telephone

® Mic & Speakers Settings Your Participation

i‘ Q l &MUTED 000000000 Openand closeyour control panel

Joinaudia
AcChoosat a &0 LIS | (toudeR P
AChoosed ¢ St S Lak®RdjalSusing the information
provided

Submitquestionsand commentsviathe Questionspanel

Note: ¢ 2 R I pBese@tationis beingrecordedand will be
providedwithin 48 hrs

[Enter a question for staff]

Webinar Housekeeping
Webinar ID: 275-918-366

GoTo\Webinar

Problems or Questions? Contact Dawn Van Dyke
dvandyke @ehealthexchange.oqy 703.864.4062
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1. NewParticipants

2. MIPS Attestation

3. CarequalityUpdate

4. Hub Update

6. Content Validation
7.eCRUpdate
9. Certificate Authority Update

10. Q&A

KatiOdomBell

PatRussell

Mike McCune

Mike Yackanich

Didi Davis

Kati Odom Bell

Kati Odom Bell

Everyone

©2020 eHealth Exchange. All Rights Reserved.

€Health Exchange



eHedalth Exchange

©2020 eHealth Exchange. All Rights Reserved.



Congratulations to our newes$tarticipants!

mmm Total Participants (contracts, .« o
not hospitals) Partici pa ni

€Health Exchange

- Participants' Additional
Connected IT Platforms (aka
"Nodes") A Orlando Health Ep|C FL
186
134
112
81

2013 2014 2015 2016 2017 2018 2019 2020

Committed to Improving Patient Care via Data Excha
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CY 2021 85 FR 844-+/EZngagement in Hdirectional Exchange through HIE

A

A
A

Alternative measure as an optional alternative to two (2) existing measures:
I The Support Electronic Referral Loops by Sending Health Information measure, and
I The Support Electronic Referral Loops by Receiving and Incorporating Health Information measure.
Worth 40 points
Reported by Attestation, requiring a Yes/No response. It was proposed that clinicians would attest to the following:

I | participate in an HIE in order to enable securegilectional exchange to occur fevery patient encounter, transition or
referral, and record stored or maintained in the EHR during the performance period in accordance with applicable law

and policy.

I The HIE that | participate in is capable of exchanging information across a broad network of unaffiliated exchange partne
AYyOf dzZRAY3 (K2aS dzaAy3d RAALINIGS 91 wQax YR R2Sa y244 S
partners.

Il use the functions of CEHRT to suppoidibectional exchange with an HIE:

A 45 CFR 170.315(b)(1), (b)(2), (g)(8),, or (g)(10)

eHealth Exchange can provide a letter when a Participant requests to support this statement in the atte$tagiétiE that |
participate in is capable of exchanging information across a broad network of unaffiliated exchange partners including those
dzaAy3d RA&ALI NFXGS 91 wQaz YR R2Sa y20 Sy3alrasS Ay SEOfdzaAz2Y

I eHealth Exchange cannot provide data for the first or last statement of the attestation.
I Contactadministrator@ehealthexchange.oay prussell@ehealthexchange.org

€Health Exchange
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Scoring Methodology for Promoting Interoperability in CY 2021

TABLE 48: Scoring Methodology for the Performance Period in CY 2021

Measure \Iel\l‘llllllll
Points
. i e-Prescribing 10 points
Electronic Prescribing |75~ - Query of PDMP 10 points (honus)
Health Information Support Electronic Referral Loops by Sending Health Information 20 points
Exchange Support Electronic Referral Loops by Receiving and Reconciling 20 points
OR Health Information
Health Information HIE Bi-Directional Exchange 40 points
Exchange (alternative) po
Provider to Patient Provide Patients Electronic Access to Their Health Information -
40 points
Exchange
Report to two different public health agencies or clinical data
registries for any of the following:
. Syndromic Surveillance Reporting
Evblic Healthaind Immunization Registry Reporting 10 Points

Clinical Data Exchange

Electronic Case Reporting
Public Health Registry Reporting
Clinical Data Registry Reporting

Notes: The Security Risk Analysis measure is required, but will not be scored.

Ll ot

c
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Carequality Bridge Engagemen€onnecting to Carequality via the Hub

Forparticipantsthat wish to connect to Carequality, there are four
major steps:

If your organization expressed an

Interest with connecting to _ o : :
: : : 1) Obtain subscription to Carequality Service

Carequality and you did not receive S : i

inf : | b h 2) Get your organizatiohstedin the Carequality directory
an |n.ormat|0_na emal_r_ you have a 3) Validate your connection to Carequality via the Hub in
new Interest In connecting to production
Carequality, please email 4) Begin to initiate requests across the Carequality Bridge
administrator@ehealthexchange.org

See the link to the right for detailed For detailed onboarding steps, reference th-
information y which is available on thielub

portal.

eHealth Exchange
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https://ehealthexchange.org/wp-content/uploads/2020/07/Carequality-Connectivity-Steps-for-Partcipants.pdf
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Carequality Bridge Engagemen€arequality connection prioritization

The eHealth Exchange Hub staff can help identify the best Carequality
connections for your organization based on one or more of the
following strategies:

1) Where your most dense patient populations are located and where
Carequality has providers within those dense patient areas.

2) ldentify Carequality providers by their city and state or zip code.

3) Identify Carequality providers by name.

bh¢9yY ! ALINBlIRAKSSO GKFEG fAraona ff GAFo6ES
code is available. The associated implementer is identified as tweihil
administrator@ehealthexchange.otg obtain a list that is updated weekly.

11 ©2020 eHealth Exchange. All Rights Reserved. €Health EXChOnge
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Hub resigning and transforms enables connectivity based on the following
test harness results

Allscripts Central PA Connect HIE | Epic Inovalon Medent OneRecord PointClickCare [Safety Net Connect
AthenaHealth CommonWell ** GE iPatientCare | Netsmart ParticleHealth Redox Surescripts
Healthcare
AzubaCorp. eClinicalWorks Health Kno2 NextGen Physicians Computer Company | SAFE Health
Gorilla (PCC)
Community Care HIE Glenwood Systems
Episource *** Rosetta Health ***

CRISP Santa Cruz Information Organization Behavioral Health

12 ©2020 eHealth Exchange. All Rights Reserved. EHealth EXChOnge



Hub Transforms for Carequality Connectivitypdate

A Hub message resigning and Hub transforms has provided improved connectivity to Carequality
connections for some participants but not all. The Hub development team is working on four
additional transforms to improve connectivity @ommonWelbnd other implementers. The

new transforms are described below:
Remove the Authorization Decision Statement section within the SAML section for Access
Consent Policy.* Specifically, an assertion embedded within this section is not compatible

with Carequality.
I Reorder the elements within the SOAP header Security section to appear as follows **:

A Timestamp
A Assertion

A Signature
If multiple AttributeStatementblocks are present for each SAML attribute, remove repeating

AttributeStatementblocks and surround all attributes by a singléributeStatementblock
I Rewrite the Issuer element value to reflect the eHealth Exchange Hub Carequality certificate

A Timeline: We are expecting the transform development work to be completed by early to mid
March 2021, not including validation before deployment to production. eHeelif Exhierice
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Hub Upgrade

FHIR R4 Support

Improved Configuration Managemen

Internal Performance Improvements

1ERO Downtimg

No Service Outage

1009 Availabity

%%3 Code Freeze}%}

February

15 ©2021eHealth Exchange. All Rights Reserved.

€Health Exchange



eHedalth Exchange

©2020 eHealth Exchange. All Rights Reserved.



Participant Statug Content Testing Update

Out of 281 Participants who meet criteria required to pass Content Testing by May 1, 2021
A 83Participants have at least one document passing
I 21 Epic Customers have passed one document type (Encounter Summary)
A 75Participants are @ Content Validated Status as of February 4, 2021
i Up from 57 in January 202
A Content validated logos being added in real tme to Participant listing on eHealth Exchange website:
I https://ehealthexchange.org/participants/
A 6technologies leveraged
I Audacious Inquiry, Diameter Health, Cerner CEP, CONNECIhté&igistems Mirth

€Health Exchange
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https://ehealthexchange.org/participants/

Interoperability Testing Platformg Validator Update

A Next validator updated planned for week of February 22, 2021
I 6 outstanding issues with currentCDA R2.1 validators

I The6 outstanding issues can be found on the tooling home page found here:
U https://gazellecontent.sequoiaproject.org/EVSClient/home.seam

A Communications (Content Testing Deadline Reminder May 1, 2020)
I Email message sent December 16, 2020
I Phone outreach to Vendors completed (October 2020)

I Phone outreach to Participants (N&ipic- Tested on or before 10/1/2019)
completed by February 5, 2021

I Epic Customers should work with their TS to resolve remaining errors

I Office hours held biveekly through April 26, 202hext offering Monday March
1 and 15, 2021

, €Health Exchange
18 ©2021 eHealth Exchange. All Rights Reserved.


https://gazellecontent.sequoiaproject.org/EVSClient/home.seam

eHealth Exchange Content Testing Program Office Hours

eHealthExchangestaff started additionalsupportrelatedto contenttestingfor Participantso askquestionsduringd h ¥ F 2 O8lA £
biweeklycallfrom October19, 20201:00 - 1:30pm ETthrough April 26, 2021

Next Offering. February22 andMarch8, 2021

Eventdaysandtimes canbe located
https://ehealthexchangeorg/event/ehealthexchangecontent-testing-programoffice-hours/all/

Pleasgoin the meetingfrom your computer, tablet or smartphone
https://global.gotomeeting.com/join/988830037

You can also dial in using your phone
United States (Toll Fre€):877 309 2073
United States+1 (646) 748129
Access Cod€88-830-037

New to GoToMeeting? Get the app now and be ready when your first meeting starts:
https://global.gotomeeting.com/install/988830037

19 ©2021 eHealth Exchange. All Rights Reserved. EHealth EXChOnge
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Pushing Electronic Case Reports Je€lnve

This app can be used when
LINE GARSNAQ 9 IfwWa \lINE y2i
to push case reports.
DURSA Permits
Disclosures to
APHL.

BAAs with each
Participant permit
data selection &
routing.

eHedlth Exchange’

Hub

Public
Health

< Authorities

confirmation

. DURSA & BAA
Participants

eHealth Exchange SuBontractor:
1. Confirms should be reported to
prevent unauthorized PHI disclosures
2. Determines where to route
3. Routes to appropriate jurisdiction

based upon location, result type,
EHR reportable condition diagnosis, etc
trigger codes initiate
notifications based upon lab
result, diagnosis, etc

21
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eCRMessaging flow

1) YIFGOKAY3I Of AYAOmMdé O2RSA DAGNK O RS GARF¥ERIECAA 2y 2F |
2)Depending on the EHR vendeERASY SN} A2y YI & 0S &dzZlJ2NILISR Yyl GAGSH
G2 dziAftAT S I {a!we¢ 2y CleCRV2BEILINKOBGB2AY { FTNFUSNFI DS
generate areCR

3) TheeCRcontains a document payload which reports on items such as patient, encounter, condition and travel
history information, if available.

4) TheeCRdocument submission is transmitted to APHL AIMS using the Hub, however, the Hub does not store the
eCRdocument.

5)APHL AIMS forwards tle& R0 public health authorities according to an evaluation it performs on the
reportability of the eCR

6) APHL AIMS generateseportability response (also in the form of a document submission) that is sent back to
the eCRsubmitter.

7) Areportability response typically includes information about what has been determined to be reportable to
public health agencies (PHAs) and which PHAs have beeaGanformation

8) Typically, theeCRsubmitter stores the APHL AlNéportabilityNB & LI2y aS A GK GKS LI GASY
LI 0ASY 1 Qa OKIFNIO®
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Onboarding Steps

1.  Confirm your gateway supports 441 & IT480.
2. Confirm you have completed Hub Initiator Testing.

3. Notify administrator@ehealthexchange.oygur organization wants to push electronic case reports to APHL (Association of
Public Health Laboratories).

4. Respond to the ~6 questiorsiministrator@ehealthexchange.oasgks you. As an example, one question is which endpoint
your organization will use to receive Reportability Response messages from APHL (Association of Public Health Laboratorie

5. Conduct transportestingfirst in a nonproduction (validationenvironment, followedoy a validation osubmissiorin
production.

a. Youmay choose any available synthetic test patient for @@Rsubmissions during testing.

b. APHLAIMS willikely organizeand manage the testingghere theeHealth Exchangerovidestesting support as needed.

23 ©2020 eHealth Exchange. All Rights Reserved. EHealth EXChOnge
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A

KIdQa O0KS tflyK

Beginning 3/1 eHealth Exchange will begin facilitating introductions t®trextTrustteam for the
identified early adopter organizations.

After the initial pilot organizations have completed the process, we will proceed with transitioning all
organizations from the current Entrust certificate process to the DesgctTrustand new CA

process.

Organizations whose certificates expire in April should begin receiving outreach around soon. This
outreach will come from eHealth Exchange staff and include an introductibiréatTrustand the
new forms that will need to be completed.

We aim to complete the full transition prior to November 2021.

€Health Exchange
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What do | need to do?

A

A

MOST IMPORTANYour organization will need to update your current trust stores to include the
NE2ZOKAYUSNYSRAIFGOS OSNIAFAOFGSAE F2NJ GKS H ySg /! Qa

Your existing Entrust root/intermediate certs will need to remain installed as well. The new trust stores can be
found here https:// desk.zoho.com/portal/directtrust/en/kb/articles/installingequoiaprojecttrust-chains

This will allow all organizations, both those remaining on Entrust certs for the time being and those pilot Qrgs
6AG0K OSNIia FTNRY (KS yS¢g /1 Qas (2 O2yadAydzS (G2 SEOK

If you need assistance updating the trust stores, please reach out to your vendor/technology partner. eHealth
Exchange can determine if your trust stores have been updated by using the ITP, if needed.

Epic customers, you should have received outreach from your TS regarding this step. If not, please reach out 1
them as soon as possible so they can guide you through what is needed on your end.

If your certificate is expiring in the near future (prior to April) and you have not agreed to be a pilot Participant,
please continue with your existing process for renewal doyaglingtechsupport@sequoiaproject.org

26
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As mentioned, you will receive an introduction to y@irectTrustcontact.

Your organization will be required to complete a new formDmectTrust This form is similar to the Certificate )
l'dz0 K2ZNAUe alLINBlIRaKSSuU 0KId0 €2dz2Q@¥S dzaSR AYy 0UKS L} aluzx

CKA&a FT2N)XY oAttt NBljdzSald O2y il O0dasx @2dz2NJ Cv5bQazx IyR |
applicable), DUNS number (if applicable), daxllD
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verification and retrieves the actual certificate.
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Benefits

A Consistent renewaleminders
A Simplified process after initial onboard
A Additional self service capabilities

V4

Aadzt GALIE S /! Qa YSIY FRRAUGAZ2YVI

eHealth Exchange
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Open Office Hours

A Beginning Monday 2/22, eHealth Exchange Staff will be hosting open office hours to assist with any
guestions or concerns regarding the Certificate Authority Transition

A Open office hours will be held Mondays and Thursdays at 1:00 PM ET through at ledsnctid
https:// www.gotomeet.me/KatiOdonrBell

Dial In: +1(224) 5013318
AccesgCode: 91898-253
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Please Attend:
A https://zoom.us/j/5128970748

Technical Work Group A Masting 1D: 512 897 0748

A One tap mobile: +16699006833,,5128970748#

Typical Topics:
1. Technical Specification Creation
a. Push notifications
Populating directory with hospital locations
Broadcast query
FHIR Directory
Consumer access

- ® 2 0 T

Carequality harmonization
g. Controlled Unclassified Information (CUI) Marking
2. Testing
3. Hub Updates
4. Capacity planning-inal Thursday each month]

eHealth Exchange
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Content Testing Office Hours

A Office hours to support content testing biweekly
I October 19, 2020 1:001:30pm ET through April 26, 2021
I For more informationtesting@ehealthexchange.org

A Please join the meeting from your computer, tablet or smartphone.
I https://global.gotomeeting.com/join/988830037
I You can also dial in using your phone
I United States (Toll Free): 1 877 309 2073
I +1(646) 748129
I Access Code: 9880-037

eHealth Exchange
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Certificate Authority Transition Open Office Hours

A Mondays and Thursdays at 1:00 PM ET
I Beginning 2/22/21 through 3/31/21
I Please amailadministrator@ehealthexchange.orfgyou need more information

A https:// www.gotomeet.me/KatiOdonrBell
i Dial In: +1224) 5013318
T Accesgode: 91898253
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How might | obtain additional information?

How When Where
1. Visit eHealth Exchange . _
Web Site Any time https://ehealthexchange.org
2. Monthly Participant Web Typically, the 3rd Thursday c _
e Each Month at 1 pm ET https://ehealthexchange.org/events
3. Weekly Technical Thursdays % ET (April thoug! hitos://ehealthexchange.org/events
Workgroup August+)
3. Emall Any time if you have a specil administrator@ehealthexchange.org

guestion
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Questions & Answers

Please email questions or concerns to
administrator@ehealthexchange.org




