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October 20th, 2022



How Do I Participate?

Problems or Questions? Contact Dawn Van Dyke 

dvandyke@ehealthexchange.org or 703.864.4062

Open and close your control panel

Join audio:
• Choose “Mic & Speakers” to use VoIP
• Choose “Telephone” and dial using the information

provided

Submit questions and comments via the Questions panel

Note: Today’s presentation is being recorded and will be
provided within 48 hrs

Your Participation
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Today’s Topics

1. New Participants Mark Rogers

2. FDA Pilot Abhi Pandey

3. FHIR R4 Directory Mike Yackanich

4. Contacts Mark Rogers

5. Q&A Everyone
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New Participants
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Congratulations to our newest Participant!

• McLeod Health

• Total Community Options, dba InnovAge
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Committed to Improving Patient Care via Data Exchange
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FDA Pilot: Adverse Event Exchange via FHIR
2022 Roadmap

6

Participation Request



CBER OBPV Mission

Ensure post-market biologic-product safety and 
effectiveness

FDA BEST Initiative Objective
The objective of the Biologics Effectiveness 
and SafeTy (BEST) Initiative is to ensure post-
authorization biologic-product safety and 
effectiveness through leveraging eHealth 
Exchange national connectivity.

Exchange Pilot Objective
To enable more robust monitoring of post-
authorization adverse events while 
minimizing the burden on providers through 
an exchange-based FHIR infrastructure.
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Vaccines (preventative and therapeutic)

Blood (components and derived)

Human Tissues and Cellular Products

Gene Therapies

Xenotransplantation Products

Regulated Products

CBER = Center for Biologics Evaluation and Research
FDA = U.S. Food and Drug Administration
OBPV = Office of Biostatistics and 
Pharmacovigilance
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FDA- BEST Exchange Operational Architecture

Potential Adverse Event 
recorded by eHealth 
Exchange Member

Delivers FHIR Bundles to FDA 
BEST Platform

Receives FDA Requests

Retrieves Patient Data FHIR 
Bundles from eHealth 
Exchange Members  

eHealth Exchange

Presents Cases for Review, ICSRs 
Developed for Valid Cases

Delivers ICSR to FDA

BEST Applications

FDA

Receives ICSR 

Reviews Case

Vaccine Administered and 
Recorded in eHealth Exchange 
Member’s EHR

Vaccine Administered

Receives and requests FHIR 
Bundles from eHealth 
Exchange

FDA BEST Platform

Adverse Event

AE =  Adverse event 
EHR = Electronic health record
FHIR = Fast Healthcare Interoperability 
Resources
ICSR = Individual Case Safety Report



Pilot will focus on detection (Push) and validation (Pull) use cases
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eHx
Hub

FDA 
Participants

Pilot Participants

Detect ReportValidate

i. Share 
Algorithms
via interoperable 
format

ii. Run 
Algorithms
via codes or CQL

v. Perform 
Analysis
via authorized 
case reviewers

xi. Validate 
Case
via algorithm & 
review

vi. Identify 
Cases
via EHR, claims, 
ICSR

xii. Submit 
Report
via submit ICSR to 
ESG

iii. Push 
Results
via minimum 
FHIR AE

iv. Process 
Results
via async 
processing

vii. Pull 
Request
via participant 
PROD servers

viii. Identify 
Patient
via matching 
algorithm

x. Process 
Results
via async 
processing

ix. Pull 
Response
via full FHIR bundle

[Exchange Push] [Exchange Pull]

                     
                     

FDA is seeking participants for either detection and validation (i-ix), or validation only (vi-ix)



FDA- BEST Exchange Primary Use Case
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eHx 

Hub

FDA 

BEST 

Platform

Pilot 

Participants

ii. Pull Request
Via Participant PROD 

servers

iv. Pull Response
Via full FHIR bundle

iii. Identify Patient
Via matching algorithm

v. Process Results
Via async processing

i. Identify Cases 
Via EHR, claims, ICSR

vi. Validate Case
Via algorithm & review Submit Report

1. Initiates REST 
API GET of FHIR 

resources

2. Sends FHIR search 
request(s) to all 

participating providers

3. Searches for 
requested FHIR 

resources

4. Sends FHIR bundle 
response to eHx

5. Sends FHIR bundle(s) 

to BEST Platform

6. Adverse Event 

Detection Engine 

Identifies Probable Cases 

and Evidence

7. Cases and Detected 

Evidence loaded into 

Chart Review application

PULL Use Case-Data Flow Model
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FDA- BEST Exchange Current and Potential Participants 

c

Feasibility Analysis Onboarding Operational

Introduction to 
the Pilot

Assessment and fitness 
for the Pilot 

Technical overview to prepare for 
pilot onboarding

Kick-off call 
scheduled

Ready for testing   

c



FDA Best Production Pilot: The “Ask”

• Ask: Consider participating in the Production Pilot by acting as a responding gateway to inbound FHIR 
resource queries/retrieval.

• Why participate?

– Support impactful ongoing public health vaccine safety efforts

– Automation of current manual process of reporting

– Authorship on an innovative paper

• Level of Effort: <4 hours. eHx will provide set up guidance.

• Stretch Goal: For Participants to send a FHIR message to the FDA, via the eHx Hub, notifying the FDA 
of potential adverse reaction events.

• Interested in being a participant?

– Reach out to Michael McCune (mmccune@ehealthexchange.org) 
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FDA FHIR Acceleration Incentive 2022 
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Respond to FDA’s requests for vaccine adverse event data using FHIR!

Goals

1. Reduce clinician burden!

2. Improve public health!

• Increase pandemic response

• Improve vaccine safety

3. Accelerate FHIR adoption!

Only the first 15 to successfully go-live by this date will 
have fees waived at their annual renewal after they’ve 
been live for at least six months.

eHealth Exchange plans to waive up to fifteen (15) non-
federal Participants’ annual participation fee for one year 
if they successfully respond to FDA’s Production FHIR R4 
APIs in accordance with FDA BEST exchange requirements 
by 3-31-2023.  



FDA Pilot Questions & Answers
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FHIR R4 Directory Test Sessions
and Directory Rollout Plans



Transition to FHIR R4 Directory – Milestones
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Internal HAPI 

Deployment

• Completed 

deployment of 4 test 

directory instances:

• VAL

• VAL EXTENDED

• PROD

• PROD EXTENDED

Self-Service 

Directory UI

• Lantana 

development and 

integration work 

complete

• In-Progress: Deploy 

containers in the 

AWS hosted 

environment and 

make available for 

testing

Internal Directory 

Validation

• In progress:

• Test plan created

• Testing of the 

HAPI directory 

APIs including 

Argonaut STU3, 

R4 and UDDI has 

started and the 

first round of 

testing will be 

complete before 

test sessions 

begin 

Directory Early 

Access and Virtual 

Test Sessions

• Early access to test 

directories is 

available to 

participants

• Virtual test sessions 

will be scheduled 

to start in late 

October or early 

November

All Participant Access and 

Cutover

• Once test sessions are 

complete and there are no 

outstanding major issues, 

the HAPI directories will 

become widely available

and the current legacy 

directories will be retired

• Access granted to all 

participants using the FHIR 

APIs plus UDDI API, for those 

that need it.

• Hub will switch to consume 

from the HAPI based 

directory

• Future state: Hub 

dashboard will switch to 

consume from the eHealth 

Exchange extended 

directory

1

2

3

4
5



New HAPI Directory APIs – 3 API Choices

FHIR Client API

• Access the directory with a FHIR client using a FHIR API key provided by Sequoia technical support –
email techsupport@ehealthexchange.org for a FHIR API key

– Provides access to both Argonaut STU3 FHIR (same as the current directory offering) and FHIR R4 
APIs

– Typically provides read-only access – no update or create operations

UDDI API (SOAP API) continued support

• The new FHIR HAPI based directory will support a traditional UDDI/SOAP interface

• Newer data elements introduced with STU3/R4 will not be available under the UDDI/SOAP interface

• No access to sub-participant entries

• Access will require SSL/TLS certificate-based security only, as in the past
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New HAPI Directories and Hub endpoints

FHIR Client API and Hub endpoints

• Unlike the current directories, using the FHIR APIs, there are no longer separate directories for direct 
endpoints and Hub endpoints.

• To obtain Hub endpoints using the FHIR APIs, use the FHIR operation $hub-aware.  For example:

– For all FHIR R4 entries with Hub endpoints: 
https://directory.prd.ehealthexchange.org/fhir/Organization/$hub-aware

– For a single FHIR R4 entry with Hub endpoints: 
https://directory.prd.ehealthexchange.org/fhir/Organization/2.16.840.1.113883/$hub-aware

UDDI API (SOAP API) and Hub endpoints

• The base URI remains the same for direct and Hub endpoints but the path changes.  For example:

– Direct endpoints with the UDDI API:
• https://directory.prd.ehealthexchange.org/uddi

– Hub endpoints with the UDDI API:
• https://directory.prd.ehealthexchange.org/uddi-hubaware
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Virtual Test Sessions for New HAPI Directories

Virtual test sessions will be available to all participants:

• Multiple virtual test sessions for the HAPI test directories will be scheduled late October and early 
November

• Prior to each virtual test session, the test directories will be refreshed with the latest data from the legacy 
directories.  

• Please join the virtual test sessions:

– If you need technical assistance

– If you would like to debug a directory issue

– If you have questions that are best handled interactively.

• HAPI test directories will generally be available outside of virtual test sessions, unless participants are 
notified otherwise.

Virtual test sessions will continue based on participant demand

• We will work to prioritize and resolve participant reported issues between test sessions
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Rollout of New HAPI Directories and Retirement of Legacy Directories

Rollout of the new HAPI directories to all participants:

• The new HAPI directories will become widely available for consumption once all major directory 
issues have been resolved, including participant reported issues and issues discovered by the eHealth 
Exchange testing team.

• Goal:  Rollout the HAPI directories for general availability by late November 2022 or December 2022

Legacy directory retirement
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• The legacy directories will be retired and will no longer be accessible once the 
HAPI directories become generally available to all participants.

• Once the retirement occurs, the eHealth Exchange will attempt to forward 
requests for the legacy directories to the new HAPI directories.  This is currently 
under investigation and may not be feasible due to the complexity of the 
forwarding configuration.



FHIR R4 Directory Questions & Answers
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Contacts
Changing and New Contacts
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Contacts for Your Organization

We want to ensure that we are reaching the right people at your organization with our communication.  

In January we started a process to reach out yearly to request confirmation of the contacts we have listed and any updates.  
Some of you may have received a request.

Thank you for returning your updated contact list to us!  It is appreciated.

– If you have had recent or past changes and are unsure if we have an updated list: email 
administrator@ehealthexchange.org requesting the Contact List Template to complete and return

– The template asks name, title, phone number, email address, and what type of emails the resource should receive

– This will assist eHealth Exchange and each Participant in knowing that the communication we send is received 
appropriately.
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This Photo by Unknown Author is licensed under CC BY-SA

mailto:administrator@ehealthexchange.org
https://blog.csdn.net/c98136202zig/article/details/103789248
https://creativecommons.org/licenses/by-sa/3.0/
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Please Engage!
We’d love to hear from you.
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See https://ehealthexchange.org/event/2022-annual-meeting 
for more information



Technical Work Group

Thursdays 4-5pm Eastern: email administrator@ehealthexchange.org for an invite

Typical Topics:

1. Technical Specification Creation
a) Push notifications 

b) Populating directory with hospital locations

c) Broadcast query 

d) FHIR Directory

e) Consumer access

f) Carequality harmonization

g) Controlled Unclassified Information (CUI) Marking

2. Testing

3. Hub Updates

4. Capacity planning [Final Thursday each month]
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How might I obtain additional information?

How When Where

Visit eHealth Exchange Website Any time https://ehealthexchange.org

Monthly Participant Web Meetings
3rd Thursday of Each Month 

at 1 pm ET
https://ehealthexchange.org/events

Weekly Technical Workgroup Thursdays 4-5 ET https://ehealthexchange.org/events

Email Any time if you have a specific question administrator@ehealthexchange.org

Annual Meeting December 15, 2022 On Site Washington, D.C.
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How might I obtain assistance?

How Who Where

Certificates Direct Trust Support support@directtrust.zohodesk.com

Hub and Hub Dashboard Assistance Hub Service Desk servicedesk@hub.ehealthexchange.org

Directory Assistance, setup, changes Tech Support techsupport@ehealthexchange.org

Testing Questions Testing Team testing@ehealthexchange.org

Questions about DURSA/OPP’s Administrator administrator@ehealthexchange.org
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Questions & Answers
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Please e-mail questions or concerns to 
administrator@ehealthexchange.org  


