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1 Purpose and Scope

The eHealth Exchange Validation Plan describes the scope, approach and Testing process for verifying
that an Applicant or existing Participant in the eHealth Exchange community complies with the
Performance and Service Specifications. In addition, this plan outlines the requirements for products to
become eHealth Exchange Validated.

The eHealth Exchange Testing program supports the following:

Applicants who wish to join the eHealth Exchange as Participants;

Existing eHealth Exchange Participants who wish to test new capabilities or retest as a condition
of continued participation in the eHealth Exchange; and

Vendors who wish to have their product(s) validated as eHealth Exchange compliant.

The eHealth Exchange Testing Program verifies that a System both complies with the eHealth Exchange
specifications and has the ability to interoperate with other eHealth Exchange Participant Systems.

Defined Terms

All capitalized terms in this document have the meaning put forth in the Data Use and
Reciprocal Support Agreement (DURSA), unless outlined below.

Applicant shall mean organizations who wish to participate in the eHealth Exchange.

Breaking Changes shall mean issues that are identified while Testing an applicant or
participant. Issues uncovered real-time during the Testing process.

Consolidated CDA (C-CDA) shall mean an implementation guide that contains a library of US
Realm CDA templates, incorporating and harmonizing previous efforts from Health Level Seven
(HL?7), Integrating the Healthcare Enterprise (IHE), and Health Information Technology
Standards Panel (HITSP). It represents harmonization of the HL7 Health Story guides, HITSP
C32, related components of IHE Patient Care Coordination (IHE PCC), and Continuity of Care
(CCD). It should be used for implementing the following CDA documents and header
constraints for clinical notes: Care Plan including Home Health Plan of Care (HHPoC),
Consultation Note, Continuity of Care Document (CCD), Diagnostic Imaging Reports (DIR),
Discharge Summary, History and Physical (H&P), Operative Note, Procedure Note, Progress
Note, Referral Note, Transfer Summary, Unstructured Document, Patient Generated Document
(US Realm Header).

eHealth Exchange Content Testing Program shall mean the program of Testing as described in
section 1.3 herein, as defined in the DURSA.

eHealth Exchange Participant Testing Program shall mean the program of Testing as described
in section 1.3 herein, as defined in the DURSA.

eHealth Exchange Product Testing Program shall mean the overall testing programs required
for eHealth Exchange participation which include the following: Participant Testing Program,
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Product Testing Program, and Content Testing Programs, and is further described in section 1.3
herein.

e eHealth Exchange Validated shall mean the designation given to a system technology once it
has successfully completed eHealth Exchange Product Testing requirements and has been
deemed compliant with the Specifications.

e Fast Healthcare Interoperability Resources FHIR® — (hl7.org/fhir) —is a next generation
standards framework created by HL7. FHIR combines the best features of HL7's v2 [%, HL7
QI'_‘T and CMI'_"T| product lines while leveraging the latest web standards and applying a tight
focus on implementability.

e Modified System shall mean changes made to a System that impact compliance with the
Performance and Service Specifications.

e Product Vendor (“Vendor”) shall mean system developers or integrators for a system
technology.

e Production Ready shall mean that development and Testing of the System is complete, and
that the System is deployed on a tier that replicates, as closely as possible, the production
environment.

e Qualified Health Information Network (QHIN) is a network of organizations working together
to share data. QHINs will connect directly to each other to ensure interoperability between the
networks they represent.

e QHIN Participant is a person or entity that participates in the QHIN. Participants connect to
each other through the QHIN, and they access organizations not included in their QHIN through
QHIN-to-QHIN connectivity. Participants can be HINs, EHR vendors, and other types of
organizations.

e Qualified Technology Solution (QTS) shall mean a System implemented by an eHealth
Exchange Applicant or Participant, which satisfies the following:

o Qualified Technology Solution Basic (QTS Basic) shall mean a System implemented by
an eHealth Exchange Applicant or Participant, which satisfies the following:

= |s an eHealth Exchange Validated System;

= Has a standardized production-level configuration that complies with the
eHealth Exchange Performance and Service Specifications;

= Has a customer that is exchanging with one or more federal agencies and is
recognized as a Federal Fast Track (or equivalent) program partner

= Has a minimum of four (4) production Participants in the eHealth Exchange
network who have successfully completed testing without any failures, and
actively exchanging data with other production Participants using a different
technology; thus demonstrating a history of reproducible compliance with the
Performance and Service Specifications. Those production Participants may not
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have any outstanding technical issues that impede their ability to exchange
information with other eHealth Exchange Participants.
o Qualified Technology Solution Intermediate (QTS Intermediate) shall mean a System
implemented by an eHealth Exchange Applicant or Participant, which satisfies the
following:

= Has satisfied all requirements for QTS Basic

= Has successfully submitted test reports under QTS Basic for a minimum of 6
months with no issues.

= Those production Participants may not have any outstanding technical issues
that impede their ability to exchange information with other eHealth Exchange
Participants as referenced in both the Operating Policies and Procedures and
Validation Plan.

= eHealth Exchange staff, in consultation with the vendor, eHealth Exchange
Coordinating Committee and a vendor’s customer production partners, will
evaluate the QTS vendor to determine if the vendor has demonstrated high
degree of consistency and reproducibility with production partners in a
significant percentage of the vendor’s customer base.

o Qualified Technology Solution Advanced (QTS Advanced) shall mean a System
implemented by an eHealth Exchange Applicant or Participant, which satisfies the
following:

= Has satisfied all requirements for QTS Basic and Intermediate

= ALL Production Participants utilizing the approved QTS-Intermediate solution
have successfully demonstrated Content Testing Validation, with no errors.

= Those production Participants may not have any outstanding technical issues
that impede their ability to exchange information with other eHealth Exchange
Participants as referenced in both the Operating Policies and Procedures and
Validation Plan.

e Specification Version means a set of Testing Program items (Specifications and Test Materials)
that are associated with the eHealth Exchange Testing Program, as described in the eHealth
Exchange Validation Plan. For example, the current version of the query use case specifications
are referenced as the 2011 Version eHealth Exchange Specifications.

e System shall mean software, portal, platform, or other electronic medium controlled by an
applicant through which it conducts its health information exchange (HIE) related activities as
part of the eHealth Exchange. This is also the technology submitted by the Applicant to the
Coordinating Committee for the purpose of completing the eHealth Exchange Participant and
Product Testing programs and demonstrating compliance with the Specifications. For purposes
of this definition, it shall not matter whether the applicant controls the software, portal,
platform, or medium through ownership, lease, license, or otherwise.
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e System Under Test (‘System’) shall mean the underlying System(s) (e.g. an HIE or Electronic
Health Record (EHR)) System and/or gateway, to undergo Testing and be used in production by
a Participant. This shall include the System components that are relevant to testing, including
those components used to create or modify Messages in accordance with the Performance and
Service Specifications, as well as the source that generates the clinical content that is
exchanged.

e Trusted Exchange Framework and Common Agreement (‘TEFCA’) outlines a common set of
principles, terms, and conditions to support the development of a Common Agreement that
would help enable nationwide exchange of electronic health information (EHI) across
disparate health information networks (HINs). The TEFCA is designed to scale EHI exchange

nationwide and help ensure that HINs, health care providers, health plans, individuals, and many
more stakeholders have secure access to their electronic health information when and where it
is needed.

o Test Materials shall mean the set of Testing requirements that must be successfully
demonstrated and validated to comply with the Specifications. This may include, but is not
limited to test cases, test scenarios, service sets, conformance checklists, etc.

o Test Report shall mean a written report developed by the eHealth Exchange Testing Program
that documents the outcomes of the testing process.

e Testing shall mean validation of an Applicant, Participant, or Vendor’s System used for
interoperable health information exchange, to assess conformity with the approved
Specifications, Validation Plan and Test Materials.

e United States Core Data for Interoperability (USCDI) is a standardized set of health data classes
and constituent data elements for nationwide, interoperable health information exchange

e Validation Plan shall mean the framework for Testing and demonstrations for parties seeking to
become eHealth Exchange Participants and for Systems to become eHealth Exchange Validated.
The Validation Plan is Attachment 2 in the DURSA, and is amended from time to time in
accordance with DURSA Sections 10.02 and 10.03. The Validation Plan is also referenced in the
eHealth Exchange Product Testing Agreement that Vendors sign when seeking to have a System
tested and deemed to be eHealth Exchange Validated.

e Vendor shall mean a developer of a health IT system which is intended to be used by Applicants
or Participants in the eHealth Exchange.

Scope

The scope of the eHealth Exchange Testing Program is limited to validation of a System’s conformance
with the Specifications, the Validation Plan and related Test Materials adopted by the Coordinating
Committee (collectively called “Performance and Service Specifications”).

Testing requirements may vary depending upon Specification version(s), as well as the profiles (i.e. use
cases) that an Applicant or Participant wishes to support. For details, see Attachment #1.
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Changes to the profiles, Specifications, Validation Plan and Test Materials may be made in accordance
with the applicable change processes described in the DURSA.

Approach

The eHealth Exchange Testing Program is designed to verify that Systems used to share data via the
eHealth Exchange comply with the eHealth Exchange Specifications and Test Materials. Systems
brought forward for Testing must be Production Ready. The eHealth Exchange currently offers three
Testing Programs:

e eHealth Exchange Participant Testing Program: This process verifies that Systems used by
Applicants and Participants comply with the Specifications and satisfy the requirements
established by the DURSA.

e eHealth Exchange Validated Product: This process verifies that the Systems developed by

Vendors that may be used by Applicants and Participants, comply with the Specifications prior to
being implemented in the Applicant’s and / or Participant’s production environment. The
objective is to establish built-in conformance and interoperability into these Systems to
minimize variability in System compliance in production.

o eHealth Exchange Content Testing Program: documentation, testing methodology, and test

data that will be required for interoperability testing to enable the exchange of clinical content
between eHealth Exchange Participants.

2 eHealth Exchange Testing Process

Overview

The eHealth Exchange Testing Program is intended to be a largely automated process augmented by
minimal manual review to verify conformance of Systems used in the eHealth Exchange. One of the
resources available is an automated Testing environment. The Testing environment facilitates gateway-
to-gateway Testing. The Testing platform automates the tests and enables Applicants, Participants, and
Vendors to conduct practice Testing on a self-service basis, with real-time feedback regarding issues of
non-compliance.

In addition, there are other mechanisms used to validate that Systems comply with the Specifications for
clinical content and other security related requirements. The following sections describe how the
Testing process works, including the steps that Applicants, Participants, and Vendors must follow to
complete Testing.

eHealth Exchange Participant Testing Process

Applicants and Participants who are testing would be eligible to complete the Participant Testing
process. To join the eHealth Exchange, Applicants must follow the process detailed on the eHealth
Exchange website and in the Operating Policies and Procedures. New Applicants must submit a
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complete Application Package, be approved as Eligible, and pay testing fees, as required, prior to
receiving formal test results. The criteria for being accepted as a Participant in the eHealth Exchange are
described in Operating Policy and Procedure (OPP) #1: Review and Disposition of Applications for

Participation.

Applicants and Participants who are testing, are then expected to work with their Vendor to complete a
Testing Readiness Checklist, which outlines the required steps to begin Testing. Testing is self-service
and there is no specified timeframe to complete testing. Once testing is completed, the eHealth
Exchange testing staff will verify all manual testing requirements to determine the final test results and
generate a final test report that will be submitted to the Coordinating Committee. The Coordinating
Committee will determine whether the Applicant has satisfied the general and technical requirements
for participation in the eHealth Exchange, in accordance with Operating Policy and Procedure #1 and the
Applicant will be notified regarding the Coordinating Committee’s decision.

2.1.1 Connecting with Federal Partners

Applicants / Participants who complete the Participant Testing process and wish to share data with the
Department of Defense (DoD), Social Security Administration (SSA), and Veterans Health Administration
(VHA), may be expected to do additional partner testing and / or setup, prior to exchanging data with
the federal Participant.

2.1.2 Post-Production Monitoring Period

e eHealth Exchange Participants are subject to a 120-day post-production monitoring period.
This is a probationary period during which an eHealth Exchange Participant’s compliance
with Performance and Service Specifications is assessed.

o Issues of non-compliance should be reported to
administrator@ehealthexchange.com.

e eHealth Exchange staff will triage reported issues to be analyzed and notify the Participant if
remediation is required to assure compliance with the Performance and Service
Specifications.

e The Coordinating Committee may take action if non-compliance issues are not resolved in a
timely manner.

eHealth Exchange Product Testing Process

The eHealth Exchange Product Testing Program is designed for Vendors who wish to test and verify that
their System is eHealth Exchange Validates.to verify that Systems used by Participants in the eHealth
Exchange comply with the Specifications. Vendors will take their Systems through a more robust and
rigorous set of conformance tests than what is required for the Participant Testing Program. Successful
completion of the Product Testing Program should provide Participants with greater assurance that the
System complies with the eHealth Exchange Specifications and Tests and has built-in security controls
when implemented and used in production. In addition to mitigating risks to production, using eHealth
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Exchange Validated Systems will off-set the tests that Participants must complete to participate in the
eHealth Exchange.

Vendors must submit an application, which denotes the specific version of their System that they wish
to have validated, execute a Testing Agreement, and pay testing fees prior to receiving formal testing
results. Testing is self-service and there is no specified timeframe to complete testing. Once testing is
completed, the eHealth Exchange testing staff will complete any manual testing required to verify all
test results and generate a final test report. Systems which successfully complete the program and pass
all testing will be designated an eHealth Exchange Validated System, for the specific version of the
System which was validated. Vendors will then have the opportunity to use the eHealth Exchange
Validated seal as permitted by the usage guidelines and in accordance with the eHealth Exchange
Product Testing Agreement.

eHealth Exchange Content Testing Process

The eHealth Exchange Content Testing Program is designed for Applicants that are in the process of
completing Participant Testing, current eHealth Exchange Participants, and / or Vendors in the process
of completing Product Testing or vendors with eHealth Exchange Validated Products. The 2018 Edition
Content Testing Program was launched on February 5, 2018 to test Applicants, Participants retesting, or
Vendors using technology against the Meaningful Use 2011, 2014 and 2015 Edition specification
requirements. The program leverages robust test tooling to validate conformance for all document
types, sections, entries, and vocabulary/value set requirements.

Content Testing is required for each data source, for example in the case of a Federated HIE model, the
HIE must submit a content sample from each data source that will create a C-CDA document to transact
through their Gateway.

Participants will be required to run sample C-CDA submission document(s) with appropriate test data
against the corresponding eHealth Exchange designated validator and make improvements as
appropriate prior to submission to eHealth Exchange staff. eHealth Exchange testing staff will then
complete a review, verify test results, and generate a final test report.

All new Participants wishing to onboard to the eHealth Exchange and all current or new Product
Validated Vendors will be required to complete the 2018 Content Testing Program. The timeframes for
existing Participants to complete testing as of the date of the 2018 Content Testing Program launch are
as follows:

e All existing Production Participants as of the date of the 2018 Content Testing Program
launch (February 5, 2018) will be required to submit initial content testing results by
October 1, 2019.

e Participants newly onboarding to the eHealth Exchange after October 1, 2019 will have 18
months from their original content testing submission date to remediate errors and
resubmit their results found in the testing report provided by the tooling with a permanent
link.
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e |tis expected that multiple organizations will have one or more documents fail the initial

testing. Therefore, all existing Participants will be required to correct errors within 18
months (preferred) from the date of initial test submissions, as identified by the testing
report received. Retesting within this time frame is required to establish that conformance
issues have been resolved.

e Participants who do not remediate conformance issues within 18 months of their initial test

results submission must submit a remediation plan and/or a conformance waiver request
within two months of the 18-month deadline (preferred) for Coordinating Committee
approval. The Coordinating Committee can either accept the proposal or request changes.

e Participants who do not submit passing validation report(s) or a remediation plan and/or

conformance waiver request within 18 months of their testing submission date will have
their digital certificates suspended until they submit completed validation results.

e The eHealth Exchange may provide willing Participants the ability to validate live content

received from other participants.

3 eHealth Exchange Testing Policies

System Under Test

Applicants, Participants, and / or Vendors shall:

Bring forth a Production-Ready System noting the specific System version, that will be tested.

Identify and include the System components that are relevant to testing, including those
components used to create or modify eHealth Exchange Messages in accordance with the
Performance and Service Specifications in effect for the eHealth Exchange.

Identify when to bring forward its System for retesting when System changes are made that
impact its compliance with the Performance and Service Specifications. The ability to exchange
Messages can be affected, or adversely impacted, by modifications to components involved in
creating or modifying Exchange Messages. Therefore, Applicants, Participants, and / or Vendors
should retest to confirm that System modifications have not introduced non-compliant
behaviors. To request guidance, retesting or revalidation, the Applicant, Participant, and / or
Vendor should contact the eHealth Exchange testing staff at testing@ehealthexchange.org.

Peer to Peer Testing

This testing method simplifies the validation process and reduces the testing cost and burden. The peer-
to-peer Testing process requires an Applicant or Participant to capture and send sample messages
directly to the eHealth Exchange testing staff via e-mail at testing@ehealthexchange.org. The eHealth
Exchange testing staff run internal tools to validate the messages and conduct a delta analysis against
previously submitted test results. Once testing is completed, the eHealth Exchange testing staff will
verify all test results and generate a final test report that will be submitted to the Coordinating
Committee for approval.
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Qualified Technology Solutions (QTS)

Applicants or Participants who use a QTS are still required to maintain compliance with the Performance
and Service Specifications; however, the validation requirements vary according to the level of maturity

of the product as follows:

3.1.1

QTS Basic (Transport and Content Testing Required)

Applicants or Participants who use a product that meets the QTS Basic requirements as defined in
Section 1.1, may validate their ability to comply and interoperate with the Performance and Service
Specifications via peer to peer testing in either the eHealth Exchange validation or production
environments in lieu of the Testing Process described in Section 2.2. Peer to peer testing is coordinated
by the eHealth Exchange testing staff and is subject to the following additional conditions:

Only Applicants or Participants who use a QTS may utilize the QTS Process.

Peer to peer testing must adequately demonstrate the use cases which will be supported by the
Applicant or Participant who uses a QTS in production.

Peer to peer testing must be supported by a documented test plan (e.g. obtaining all messages
as both an initiator and responder for each trading partner), to support the testing process that
adequately demonstrates the use case(s) supported by Participants in production.

Any Applicant or Participant who comes forward for testing must use the “Approved
Configuration” of a QTS.

Applicants or Participants must agree to post-production monitoring for 180 days, where such
Applicant or Participant promptly addresses issues of non-compliance with the Performance and
Service Specifications as determined by the Coordinating Committee.

QTS peer to peer Testing process requires an Applicant or Participant to send sample messages
directly to the eHealth Exchange testing staff via e-mail at testing@ehealthexchange.org.

Once Testing is completed, the eHealth Exchange testing staff will verify all test results and
generate a final test report.

Test results will be provided to the Coordinating Committee for approval, in accordance with
Operating Policies and Procedures.

Applicants or Participants who use a QTS Basic product must complete Content Testing as detailed in
Section 2.4.

3.1.2

QTS Intermediate (Content Testing Required, Transport Testing Waived)

Applicants or Participants who use a product that successfully meets the QTS Intermediate criteria as
defined in Section 1.1, must complete Content Testing as detailed in Section 2.4. Transport Testing is

waived.
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3.1.3 QTS Advanced (Transport and Content Testing Waived)

Applicants or Participants who use a product that meets the QTS Advanced requirements as defined in
Section 1.1. Transport and Content Testing are waived.

Retesting Due to System Changes

eHealth Exchange Participants are required, as a condition of continued participation in the eHealth
Exchange, to comply with the DURSA and assure that its Systems comply with the Specifications.

Similarly, eHealth Exchange Validated products must also remain compliant with the Specifications to
retain eHealth Exchange Validated status as noted in the Product Testing Agreement.

It is acknowledged that Participant Systems and eHealth Exchange Validated Systems may be changed
over time to assure appropriate maintenance and functionality of the System. Retesting for every
change would be burdensome and costly to Participants and to Vendors, particularly when changes do
not impact the HIE functionality related to the eHealth Exchange. That said, ongoing compliance with
the Specifications is necessary to have reasonable assurances that Participant Systems can interoperate
in production. In lieu of having Participants and Vendors retest with each release of a System, the
following policy shall apply:

3.1.4 Ongoing Monitoring for Compliance

The eHealth Exchange shall have the right to monitor, audit and inspect Vendor Systems which have
been validated for the eHealth Exchange to verify that the System remains in compliance with the
Specifications in accordance with Testing Agreements . Such monitoring, auditing and inspections may
be undertaken by the eHealth Exchange at any time including, but not limited to, in response to a
complaint submitted to the eHealth Exchange alleging that the Participant or eHealth Exchange
Validated System are non-compliant with the Specifications. Any such audits or inspections of the
System, facilities, data and records shall be conducted during business hours and performed so as to not
unreasonably disrupt the Participant’s or Vendor’s business operations. The eHealth Exchange shall
provide reasonable advance notice to the Participant or Vendor prior to any such inspection or audit,
unless such advance notice, in the eHealth Exchange’s opinion, would prejudice the eHealth Exchange’s
ability to ascertain the information desired from the inspection or audit.

The Participant or Vendor shall cooperate with and provide such assistance as the eHealth Exchange
shall reasonably require in connection with any such inspections and audits, including making personnel
available to the eHealth Exchange for interviews. Based on its monitoring, auditing or inspection
findings, the eHealth Exchange may require the Participant or Vendor to submit the System for
additional Testing.

3.1.5 Retesting Upon a Finding of Non-Compliance

If, after reasonable monitoring, auditing or inspection, eHealth Exchange staff determine that the
System is likely to be non-compliant with the Specifications, the Participant or Vendor shall retest.
Retesting must begin within thirty (30) days of being provided with notice of non-compliance, as well as
payment of applicable Testing fees.
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Retesting When Specifications and Test Materials Change or are Added

Ongoing compliance with the Specifications is required as a condition of continued participation in the
eHealth Exchange and for Systems to retain eHealth Exchange Validated status.

Participants that request an exception to OPP#16 requiring Participants to complete all transactions
with eHealth Exchange Participants via the eHealth Exchange Hub, maybe subject to periodic testing to
ensure continued compliance with technical specifications are being met.

In the event, there are changes in the eHealth Exchange Specifications, the Coordinating Committee
shall, with Participant and Vendor input, assess the impact of the changes to eHealth Exchange
Participants and establish a rationale should retesting be warranted. In the future, the Coordinating
Committee may require more rigorous testing such as continuous testing as a condition of exchange. In
addition, new Specifications may be adopted that require new testing requirements to be required for
all Participants.

Breaking Changes

Background: Testing often uncovers Breaking Changes that are identified while an Applicant,
Participant, or Vendor is undergoing testing. Issues uncovered real-time during the Testing process
should be handled as described below:

e Testing for the eHealth Exchange should be objective and repeatable, with consistent results
based upon conformance with the Specifications, Validation Plan and test cases in effect at the
time the System is tested. The Testing process should not be subjective or discretionary to
avoid introducing inconsistencies and potential for bias in the outcomes.

e Iferrors are discovered due to ambiguity / errors in the Specifications, then the issue should be
addressed through the Specification change management process. Systems must conform to
the Specifications in effect at the time they test until Specifications are corrected through the
change management process.

e Ifthereis an error in the Test Materials or test tools, but the System conforms to the
Specifications:

o The System should be found conformant. An error in the test tools or Test Materials
should not prevent a System from proceeding through the Testing process or going into
production if the System otherwise complies with the Specifications.

o The Testing Process is not intended to de-bug issues in Systems. Systems brought
forward for Testing are expected to be Production-Ready.

Examples of Breaking Changes:

e Changes in which tests are required for a given candidate (e.g. based upon functions supported)
e Make a critical fix to the Validation Plan or Test Materials used during Testing.
e Changes in content to the Testing Materials or test tools, such as:

o Add coverage within a given feature (e.g. more Testing of negative paths)
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o Changes to Testing methods that also include substantive changes (e.g. Automate a
previously manual test)

o Update a test case

o Add Testing for a new feature (e.g. asynch, or Query for Docs (FindAssociations))
o Add Testing for a new spec (e.g. new clinical content spec)

o Add Testing for a new version of a spec

o Sunset Testing for an old version of a spec

The following types of changes to Test Materials should NOT be subject to the change
management process in the DURSA.

o Changes to test data

o Fixes to testing tools or the test lab that do not otherwise change the test
requirements and expected outcomes.

o Editorial changes (e.g. to Test Materials should not be subject to the change
management process.)

4 eHealth Exchange Use Cases

The eHealth Exchange has adopted a use case-based approach, which enables Participants to determine
which use cases and related Specifications / content requirements they wish to support in production.
eHealth Exchange use cases define how a community of eHealth Exchange Participants wishes to
exchange data using transport, service and content specifications to support their business needs. The
Coordinating Committee may only enforce compliance with particular technical Specifications if those
Specifications are adopted through the eHealth Exchange formal change management process as
detailed in OPP #4 — Change Process — Performance and Service Specifications. As a result, if
Participants wish to have Coordinating Committee oversight of compliance with the technical
requirements, then a new use case/ Specification must be submitted for approval. The new use case /
Specification process is described below.

This approach enables the eHealth Exchange to support a myriad of use cases, based upon a common
set of standards and Specifications.

Use Case Definition

e Use cases shall identify and describe business purpose and Specifications required as well as
specify how to constrain or implement those specifications.

e Use cases may also specify the following:
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o Whether optional Specifications are used, including version(s) supported;
o Data content requirements, including the version(s) of content supported; and
o Other requirements, agreed upon by the community for that profile.

e Use cases may be updated to reflect new versions of Specifications adopted for the eHealth
Exchange.

New Use Case / Specification Request Process

eHealth Exchange Participants and other stakeholders are encouraged to contribute to future
innovations of the eHealth Exchange network. While the network has leveraged a specific set of
technical specifications, new use cases can propose the adoption of other Specifications, Content
Requirements, and transport protocols. The following describes the process for submitting requests for
new use cases or Specifications:

e Participants or other stakeholders should submit requests for new use cases or Specifications to
administrator@ehealthexchange.com, including:

o Requestor name(s) and organization(s)
o Use Case / Specification Title
o Brief description of the use case, identifying the applicable specifications

o Testing Approach: Identify suggested testing approach, if any (e.g. no eHealth Exchange
Network testing, partner testing only, reference other authoritative testing process,
etc.)

e The CC will consider requests for new use cases at any time throughout the year.
eHealth Exchange Approved Use Cases and Corresponding Standards

The below transport and service Specifications are not intended to be linked to any particular use case,
but are available for implementation across a myriad of use cases. To download the complete listing of
use cases and specifications approved by the eHealth Exchange Coordinating Committee visit this link:
https://ehealthexchange.org/testing-program/technical-specifications/

The Direct and FHIR® protocols may be implemented for a variety of use cases which fall within the
defined set of Permitted Purposes. The standards and/or implementation guides have been approved by
the eHealth Exchange Coordinating Committee in support of specific use cases can be located with this
link: https://ehealthexchange.org/testing-program/technical-specifications/

4.1.1 Version Update Frequency

Version updates may occur every couple of years, with a period for dual use and a final cutoff date,
comparable to the approach used for HIPAA Transaction and Code Set standards. Participants who
exchange for multiple use cases may need to support different versions for the same specification
during the period of dual use
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Attachment #1 - Test Materials

The following list represents the set of service sets, test scenarios and test cases that are ready and
available for the eHealth Exchange Testing Programs

For more details: https://ehealthexchange.org/testing-program/testing-references/

These materials reflect the following:

e Change Log - The eHealth Exchange Testing References page lists, near the top, the Official
Technical Errata and Change Log and the Official eHealth Exchange Change / Service Advisory
Log This is the single authoritative source for changes to the Testing Program, or
Specifications.

e Product Testing Program Overview — A broad overview of the process, application, and
documentation for the eHealth Exchange Product Testing Program. Includes a link to the
required and provisional product test cases, documentation, conformity assessment
checklists, Testing data load set and documents, and a description of content tests.

e Participant Testing Program Overview - A broad overview of the process, application package,
and documentation for the eHealth Exchange Participant Testing Program. Includes links to all
participant test cases, documentation, provisional tests, conformity assessment checklists,
Testing data load sets and documents and a description of content tests for the current
eHealth Exchange Participant Testing Program

e Content Testing Program Overview — A broad overview of documentation, testing methodology
and scenarios that will be required for interoperability testing to enable the exchange of clinical
content between eHealth Exchange participants.

® |Image Share Validation Program Overview — A broad overview of documentation, testing methodology
and scenarios that will be required for interoperability testing to enable the exchange of radiology
images between eHealth Exchange participants
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Attachment #2 — Summary of eHealth Exchange Testing Requirements
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i Hecith E;
Testing Basic Infermedlaie Advanced

“Validated Product” must

Participants not using a Participants whose vendors
have validated their gateway
with the eHealth Exchange
do not have to complete
Security testing resulting in

reduced testing fees.

complete three testing
protocols.

Participants pay $0 for testing
and complete transport &
content testing when
recognized as a Federal Fast
Track (or equivalent) program
partner, using a standard
gateway configuration, when
the vendor has validated their

Participants pay $O for
testing and only complete
content testing when
using gateway that meets all
QTS Basic requirements, AND
their vendor has successfully
submitted QTS Basic test
results with no issues for 6+

Participants pay SO for
testing and complete no
testing when
using gateway that meets
all QTS Basic requirements
AND all QTS Intermediate
testing, and ALL
Participants using the

gateway with the eHealth months vendor’s approved QTS
Exchange, where 4+ other Intermediate solution
Participants using the same receive no errors when
gateway completed testing performing content testing
with no failures or
outstanding technical issues
¢ Transport ¢ Transport * Transport e Content
¢ Security ¢ Content * Content
¢ Content
e Participant : $19,000 *  Vendor $34,000 * Vendor $0 * Vendor $0 e Vendor $0
o Participant $11,000 Participant $0 Participant $0 * Participant $O

Attachment #3 —TEFCA Supplement

eHealth Exchange TEFCA/QHIN Testing Process

Applicants and Participants who are testing would be eligible to complete the QHIN Testing process. To
participate in the eHealth Exchange QHIN, Applicants must indicate in the Application that they are not
opting out of participation in the eHealth Exchange QHIN. The TEFCA Specifications are not intended to
be linked to any particular use case, but are applicable to implementation across the myriad of use
cases under TEFCA. To download the complete listing of use cases and the specifications that are
required under TEFCA, visit this link: https://ehealthexchange.org/testing-program/technical-

specifications/

Existing Participants that wish to participate in the eHealth Exchange QHIN would need to indicate their
intent to participate in the eHealth Exchange QHIN, per OPP#10.

Applicants and Participants who are testing and do not opt out of participation in the eHealth Exchange
QHIN, are then expected to work with their Vendor to complete the QHIN Testing Readiness Checklist,
which outlines the required steps to begin the QHIN Testing process. QHIN Testing is self-service and
there is no specified timeframe to complete testing. Once this testing is completed, the eHealth
Exchange testing staff will verify all testing requirements have been met to generate a final test report
that will be submitted to the Coordinating Committee.

QHIN Testing

Applicants, Participants, and / or Vendors shall:
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e Bring forth a Production-Ready System noting the specific System version, that will be tested.

e |dentify and include the System components that are relevant to testing, including those
components used to create or modify eHealth Exchange QHIN Messages in accordance with the
TEFCA Supplement to the Performance and Service Specifications that is then in effect.

e Must maintain a test environment that includes the RCE Directory instance with which
Participants and prospective Participants can interact to obtain and update test information.

e Areresponsible for conducting tests with other Participants on the eHealth Exchange QHIN.

e Must achieve 100% transactions success with at least one Participant on the eHealth Exchange
QHIN.

o |dentify when to bring forward its System for retesting when System changes are made that
impact its compliance with the eHealth Exchange Performance and Service Specifications,
including the TEFCA Supplement. The ability to exchange Messages can be affected, or adversely
impacted, by modifications to components involved in creating or modifying Exchange
Messages. Therefore, Applicants, Participants, and / or Vendors should retest to confirm that
System modifications have not introduced non-compliant behaviors. To request guidance,
retesting or revalidation, the Applicant, Participant, and / or Vendor should contact the eHealth
Exchange testing staff at testing@ehealthexchange.org.

e Complete:

o Conformance Testing
o Non-Production Testing
o Production Connectivity Validation

e No production clinical data should be available via gateways published in the Test Directory.

e Post Production Connectivity Validation must be completed by initiating a Patient Discovery on
the eHealth Exchange QHIN and successfully receiving a “No Matching Patient Found” response
for all these transactions. Such response is “successful” it if is received and processed without
error by the initiating system.
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Appendix A — Document Change History

Version

Date

Items Changed Since Previous Approved Version

1.0

12/17/2009

Approved by Coordinating Committee on 12/17/09.

2.0

5/7/2010

Modified to allow simpler updating as new specification service sets
come online; redefined HIEM service set definition. Simplified
process description. Added information regarding product
conformance. Clarified pre-application validation process.

3.0

04/01/2012

Updated Testing approach. Removed references to NHIN acronym.
Updated process description; removed reference to Technical
Committee in roles and responsibilities table; updated “Technical
Qualification” System to include Task Group recommendations
concerning Participant System expectations.

4.0

9/8/2014

Revised to reflect new validation logo, Healtheway copyright,
removed references to CCHIT, clarified retesting policy, added
breaking changes policy information, added Digital Credential
information and added product testing program information

5.0

04/18/2017

General: Removed terms in Section 1.1 that are already defined in
the DURSA, removed references to Healtheway, updated email
addresses, changed references to ‘profiles’ to ‘use cases’ and other
general edits to simplify the document.

Removed detailed onboarding process references and referenced the
eHealth Exchange website for detailed onboarding and testing
process steps.

Section 2 - Added eHealth Exchange Content Testing Process

Added additional testing policies approved by the Coordinating
Committee (i.e. Section 3.2 Peer to Peer Testing for Applicants Who
Support 2010 Specifications, Section 3.3 Peer to Peer Testing for
Qualified Technology Solutions (QTS), Section 3.4 Production Security
Testing)

Updated Section 4 to reference use cases instead of profiles and
updated the list of approved specifications

Updated data content requirements and test materials

6.0

1/31/2018

Added the following new terms in Section 1.1: QTS Basic, QTS
Intermediate, QTS Advanced

Renamed Production Security Testing to PKI Certificate Testing
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Version Date Items Changed Since Previous Approved Version
Updated Section 3.3 to include the testing policies for all QTS Levels
Added Attachment #2 — Summary of eHealth Exchange Testing
Requirements
7.0 7/16/2019 Updated Content Testing Process section 2.4:

1. Participants who do not pass content validation and
remediate conformance issues must retest within 18 months
from the date of initial test result submission to confirm
conformance issues have been resolved.

2. Participants who do not submit completed validation results
by October 1, 2019 will have their digital certificates
suspended until they submit completed validation results.

3. Participants who do not remediate conformance issues
within 18 months from the date of initial test result
submission must submit a remediation plan and/or a
conformance waiver request within two months of the 18
month deadline for Coordinating Committee potential
approval. The Coordinating Committee can either accept the
proposal or request changes.

8.0 10/15/2019 Updated Content Testing Process section 2.4:

1. To simplify the content remediation deadline by requiring
content remediation for all Participants by 5/1/2021 worst-
case, while still encouraging earlier remediation (with 18
months of submitting failed content testing results.

2. For Participants who do not remediate conformance issues
by the deadline, to simplify the remediation plan and/or
conformance waiver request deadline to 3/1/2021 worst-
case, while still encouraging earlier submission (with 16
months of submitting failed content testing results.

8.1 08/01/2020 Removed all references to PKI Certificate Testing previously outlined
in section 3.4 and referenced under the QTS sections.

9.0 6/16/2020 Removed all references to PKI Certificate Testing previously outlined
in section 3.4 and referenced under the QTS sections.

10 8/31/2020 Added definitions, corrected typos, deprecated HL7 FHIR R3 for
validation purposes and replaced with HL7 FHIR R4, deprecated the
2010 eHealth Exchange specifications, added ability to validate live
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Version

Date

Items Changed Since Previous Approved Version

content received from other participants, , added reference to the
Carequality FHIR Implementation Guide Version 1, added reference
to Identify Assurance Level (IAL) Level 2 or Level 3 as described in
NIST Special Publication 800-63A, and added reference to USDI and
updated the C-CDA R2.1 Companion Guide.

11

9/21/2021

Replaced FHIR STU3 with FHIR R4.
Updated definition of FHIR — page 3

Renamed section 4.3 and removed detailed use case and standards
that are now referenced in spreadsheet:
https://ehealthexchange.org/testing-program/technical-

specifications/

Removed Section 4.4 and 5.0

Updated Table of Contents

12

3/17/2022

Replaced testing@sequoiaproject.org with
testing@ehealthexchange.org in three places.

13

9/18/2022

Added TEFCA/QHIN Testing requirements for Participants who do not
opt-out.
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