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Agenda

 Opt-Out Process
 eHealth Exchange TEFCA Terms and Conditions
 eHealth Exchange TEFCA Protocols

– Governance
– Change Management
– Security Incidents
– Enforcement
– Dispute Resolution
– Individual Access
– Operations and Reporting

 Questions
 How to obtain additional information?
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Participant Opt-out Process Summary
1. OPP #10 requires the eHealth Exchange to allow existing Participants to “opt-out” of participating in the TEFCA QHIN
2. Coordinating Committee has directed eHealth Exchange staff to initiate the “opt-out” process by providing written 

notice to all Participants. The notice included:
a. Common Agreement Link to Common Agreement
b.  eHealth Exchange TEFCA Terms & Conditions (flow downs) eHealth Exchange TEFCA Terms and Conditions
c.  eHealth Exchange TEFCA protocols 
d.  Dates for TEFCA education sessions in process
e. eHealth Exchange Readiness Checklist

3. The Opt-Out Notice was sent June 1, 2023.
4. Participants will have until July 31, 2023 days to opt-out of TEFCA exchange via the eHealth Exchange QHIN, or will be 

deemed to be participating in the eHealth Exchange QHIN and bound by eHealth Exchange’s TEFCA terms.  
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Just as when eHealth Exchange joined Carequality, eHealth Exchange will make best efforts to ensure 
Participants who do not opt-out truly intend to exchange via eHealth Exchange’s QHIN.



eHealth Exchange TEFCA Terms and Conditions



Required Flow Downs: Common Agreement and DURSA Comparison

• The DURSA and the Common Agreement (CA) both incorporate the idea that certain requirements must 

be “flowed down” to the downstream customers of an eHealth Exchange or TEFCA Participant.

• The DURSA takes a pretty “high level” approach whereas the CA is much more detailed. Despite this 

difference in overall approach, there are similarities in the specific requirements that need to be “flowed 

down” between the DURSA and the CA.  There are also differences. 

• This slide deck presents a summary of these similarities and differences to help orient organizations that 

are considering participating in TEFCA via the eHealth Exchange, if the eHealth Exchange is designated as a 

QHIN.
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TEFCA’s approach to Required Flow Downs

• The Common Agreement takes a much more prescriptive approach to required flow downs.

• Specific sections of the Common Agreement are labeled as a “Required Flow Down”  which means 

that the entire section must be flowed down by the Participant to its Subparticipants. 

– In some instances, the required flow down is one specific part of a section in the Common 

Agreement and that part is specifically labeled as a “Required Flow Down” 

• The Common Agreement does require that Subparticipants flow down the Required Flow Downs to 

its Downstream Subparticipants, per the definition of the term “Required Flow Downs.”
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Common Agreement – List of Required Flow-Downs

• 6.1 Cooperation

• 6.2.1 Prohibition Against Exclusivity 

• 6.2.2 No Discriminatory Limits on 

Exchange of TI

• 7.1 Confidential Information

• 8.2 Utilization of the RCE Directory 

Service

• 9.2 Uses

• 9.3 Disclosures

• 9.4 Responses 

• 9.5 Special Legal Requirements

• 10 Individual Access Services1 

• 11 Privacy 

• 12.1.4 Participants and 

Subparticipants [Security]

• 12.2 TI Outside the United States

• 12.3.2 Vertical Reporting of TEFCA 

Security Incidents

• 13.1 Compliance with Applicable Law 

and the Framework Agreements

• 13.2.2 Responsibility of Signatory

• 13.3 Flow-Down Rights to Suspend

• 13.4 Survival for Participants and 

Subparticipants 
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eHealth Exchange TEFCA Terms & Conditions

• These incorporate the ONC required flow-downs that differ from the DURSA requirements

• We created the Terms and Conditions to help eHealth Exchange Participants understand what the 
flow downs mean for them and their Subparticipants

• The Terms and Conditions provide Participants with a way to approach complying with the required 
flow-downs, every Participant that does not opt-out of TEFCA will be required to comply with these 
Terms and Conditions without any edits just like the DURSA
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TEFCA Required Flow downs that differ from the DURSA (1 of 2):
• 6.2.1 Prohibition Against Exclusivity- The CA prohibits any QHIN or its Participants from attempting to lock in a Subparticipant and 

preventing the Subparticipant from working with others for activities outside of TEFCA. The DURSA does not prohibit this. 

• 6.2.2 No Discriminatory Limits on Exchange of TI- The CA prohibits a QHIN or a Participant from limiting interoperability through the 

way that it manages its network. The DURSA  does not specifically address this. 

• 8.2 Utilization of the RCE Directory Service- The CA includes specific restrictions about how QHINs implement and operate their 

Directory Service. The DURSA does not specifically address this. 

• 9.4 Responses- The CA requires support for all Exchange Purposes and they will become mandatory on the timeline determined by 

ONC. Treatment and Individual Access Services are mandatory immediately. The DURSA also has specific Permitted Purposes, but 

provides more flexibility about which Permitted Purposes a Participant supports. 

• 10 Individual Access Services- The CA specifically identifies this as an Exchange Purpose that is mandatory immediately.  The DURSA 

Permitted Purposes do include a Permitted Purpose for exchange “in support of an individual’s right to access their health information”.  

However, this is not mandatory for any eHealth Exchange Participant. Also, the CA provides very specific requirements about IAS that 

the DURSA does not. 
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TEFCA Required Flow downs that differ from the DURSA (2 of 2):
• 12.3.2 Security Incident Notification- The CA imposes an interesting reporting requirement by which a Participant, 

Subparticipant or Downstream Subparticipant must report any Security Incident “one level above and one level below” the 

reporting entity.  The DURSA does not include this type of reporting requirement. 

• 12.2 TI Outside the United States- The CA places restrictions on a QHINs, Participants or Subparticipants ability to disclose TI 

outside the US.  The DURSA does not have a similar restriction.  

• 13.2.2 Responsibility of Signatory- The CA requires each QHIN to take reasonable steps to assure that its Participants are 

complying with the Required Flow Downs and the SOPs. Participants have a duty to notify the QHIN and the Subparticipant if 

the Subparticipant is not complying. The DURSA does not have this requirement. 

• 13.3 Flow-Down Rights to Suspend- The CA gives the RCE the right to suspend QHINs and this flows down to Participants, 

Subparticipants and Downstream Subparticipants. This means that each QHIN has the same suspension rights as the RCE and 

the Participant has the same rights as the QHIN, on down the line.  The DURSA differs by empowering the eHealth Exchange 

Coordinating Committee the authority to suspend Participants, but does not flow this down. 
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TEFCA Required Flow downs that are similar to the DURSA requirements (1 of 2):

• 6.1 Cooperation- Both the DURSA and the CA have sections that require cooperation. The CA flow down is 

more specific than the DURSA general duty to cooperate. 

• 7.1 Confidential Information – Both the DURSA and the CA have sections that provide how confidential 

information is to be managed.  The DURSA covers this in Section 16.

• 9.2 Uses- The DURSA refers to this as Future Use, but the substantive provisions are the same. 

• 9.3 Disclosures- The DURSA does not have a direct parallel section, but Section 13 covers the same issue. 

The DURSA has more granular requirements whereas the CA covers this under Applicable Law. 

• 9.5 Special Legal Requirements- The DURSA covers this in Section 13. 

11



TEFCA Required Flow downs that are similar to the DURSA requirements (2 of 2):

• 11 Privacy- The CA recognizes that some QHINs, Participants or Subparticipants will be covered by HIPAA and will 

comply with HIPAA. For Non-HIPAA Entities (NHE), the CA lists specific sections of the HIPAA Privacy Rule with which the 

NHE must comply. The DURSA requires that any Participant that is not subject to HIPAA must comply with the HIPAA 

Privacy Rule provisions listed in Attachment 5 of the DURSA.

• 12.1.4 Participants and Subparticipants [Security]- Both the CA and the DURSA require NHEs to comply with the HIPAA 

Security Rule. The TEFCA Security SOP adds additional requirements for QHINs, Participants and Subparticipants. 

• 13.1 Compliance with Applicable Law and the Framework Agreements- The DURSA contains the same requirements in 

Section 15.03 (Compliance with the DURSA) and Section 15.11 (Compliance with Laws).  The CA does require 

Participants to take reasonable steps to assure that its Subparticipants comply and to inform its QHIN if it becomes 

aware that its Subparticipants are not in compliance. 

• 13.4 Survival for Participants and Subparticipants- The CA and the DURSA require that specific listed sections of the 

respective agreements survive termination.  This is pretty standard. 
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eHealth Exchange TEFCA Protocols



eHealth Exchange TEFCA Protocols
• We want our Participants that do not opt-out of TEFCA to be able to comply with the requirements without having to spend a lot of time understanding the Common 

Agreement and SOPs

• The purpose of these Protocols is to provide additional details about the required flow-downs and guidance on what Participants need to do to comply with the flow-
downs

• Initial Required Protocols:

1. eHealth Exchange TEFCA Governance Protocol *

2. eHealth Exchange TEFCA Change Management Protocol *

3. eHealth Exchange TEFCA Security Incident Protocol *

4. eHealth Exchange TEFCA Enforcement Protocol *

5. eHealth Exchange TEFCA Dispute Resolution Protocol *

6. eHealth Exchange TEFCA Individual Access Services Protocol

7. eHealth Exchange TEFCA Operations and Reporting Protocol

* Required by the RCE 
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eHealth Exchange TEFCA Governance Protocol

• This Protocol addresses the organization and operation of the QHIN Governance Committee (QGC) which will 
perform the functions of the eHealth Exchange QHIN Designated Network Governing Body (DNGB) as that term is 
defined in the QHIN Onboarding and Designation SOP.  

• The eHealth Exchange Coordinating Committee, which is the governing body of the eHealth Exchange, will 
establish the QGC as a standing subcommittee with the authority specified in the Onboarding and Designation 
SOP, and the eHealth Exchange QHIN TEFCA Terms and Conditions and this Protocol. 

• The QHIN Governance Committee will have responsibility, oversight, control, and final decision-making 
authority over each of the Governance Functions: (i) Technical framework of the Designated Network; (ii) The 
resolution of disputes regarding use of eHealth Exchange QHIN; (iii) eHealth Exchange QHIN Security Incident(s); 
(iv) enforcement of eHealth Exchange QHIN Participant compliance with all flow-down requirements, and: (v) 
change management to implement changes for the eHealth Exchange QHIN.
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eHealth Exchange TEFCA Governance Protocol

Membership of the QHIN Governance Committee
Not less than five (5) and no more than eleven (11) total members
• One (1) member of the CC 

– Priority to a CC member who is affiliated with a Participant/Subparticipant that has indicated its 
intent to join the eHealth Exchange QHIN

• One (1) member of the Healtheway, Inc. Board
• eHealth Exchange QHIN Participants and Subparticipants Representatives (no more than 8 combined)

– Must have at least one (1) eHealth Exchange QHIN Participant and one (1) eHealth Exchange 
QHIN Subparticipant

• One (1) eHealth Exchange staff (ex officio) 
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eHealth Exchange TEFCA Change Management Protocol
• The QHIN Governance Committee shall establish and maintain reasonable Protocols.  Protocols are those 

documents that describe the management, operation, and participation in the eHealth Exchange QHIN network. 
As may become necessary for the proper function of the eHealth Exchange QHIN network, the QHIN 
Governance Committee may establish new Protocols, and TEFCA Materials, or it may amend, repeal, and/or 
replace any existing Protocols and TEFCA Materials consistent with this Protocol and the TEFCA Terms and 
Conditions.

• This protocol addresses the requirements of notifying eHealth Exchange QHIN Participants of changes to any  
TEFCA requirements and eHealth Exchange TEFCA Materials to remain in compliance with TEFCA requirements 
to exchange Message Content on the eHealth Exchange QHIN Network.  

• The TEFCA requirements include, but are not limited to, the TEFCA Protocols as driven by the Common 
Agreement (non-discretionary changes).

• The TEFCA Materials include, but are not limited to, the TEFCA Terms & Conditions, TEFCA Supplements and 
TEFCA Protocols (discretionary changes). 
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eHealth Exchange TEFCA Security Incident Protocol

• The primary purpose of this protocol is to provide standardized and clear methods and procedures for 
Participants to report any suspected TEFCA Security Incident.  The privacy, security, and integrity of TEFCA 
Information are essential.  To help maintain the privacy, security, and integrity of TEFCA Information and 
promote trust among QHINs, Participants, and Subparticipants, each eHealth Exchange QHIN Participant has 
agreed to notify certain other Participant, Subparticipants, the eHealth Exchange QHIN Chief Information 
Security Officer (CISO), and the QHIN Governance Committee of a TEFCA Security Incident.  

• This protocol sets forth the procedure by which the eHealth Exchange Participant, the eHealth Exchange CISO, 
and the QHIN Governance Committee will fulfill their respective TEFCA Security Incident obligations under the 
TEFCA Terms & Conditions.
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eHealth Exchange TEFCA Enforcement Protocol
• Compliance with the eHealth Exchange TEFCA Terms and Conditions is mandatory for Participants, 

Subparticipants and their Downstream Subparticipants as specified in the Terms and Conditions.  When non-
compliance is suspected, it must be investigated to determine the facts and evaluate the appropriate response 
that the QHIN Governance Committee should take.  

• The QGC and management may discover compliance concerns through a variety of ways including, but not 
limited to, by receiving complaints from Participants or via its own monitoring of activity in the eHealth 
Exchange QHIN network.  

• Participants are expected to make the QGC aware of concerns that they have about possible non-compliance by 
themselves, another Participant, their Subparticipants or their Downstream Subparticipants. 

• If the QGC determines that a Participant, a Subparticipant or a Downstream Subparticipant has failed to comply 
with the TEFCA Terms and Conditions, the QGC must determine what steps should be taken to address the non-
compliance. This may take the form of imposing a Corrective Action Plan, Suspension or Termination of a 
Participant.  
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eHealth Exchange TEFCA Dispute Resolution Protocol

• The Common Agreement requires that  QHINs attempt to resolve Disputes through “informal discussions” 
before invoking the Dispute Resolution Process created by the Common Agreement.  

• The Dispute Resolution SOP provides details on the process of the Dispute Resolution Process that is 
administered by the RCE.  

• Each QHIN is also required to have its own Dispute Resolution Process to address Disputes that arise within the 
QHIN. 

• The eHealth Exchange TEFCA Terms and Conditions make clear that eHealth Exchange Participants shall follow 
the eHealth Exchange Dispute Resolution Process set forth in the DURSA except that Disputes involving an 
eHealth Exchange QHIN Participant and another eHealth Exchange QHIN Participant that arise exclusively out of 
the use of the Connectivity Services or a Dispute between the eHealth Exchange QHIN and a Participant may be 
escalated to the QGC instead of the eHealth Exchange Coordinating Committee.  
– This Protocol will provide specific guidance about how the eHealth Exchange QHIN Dispute Resolution 

Process will operate.  
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eHealth Exchange TEFCA Individual Access Services (IAS) Protocol
Provides additional guidance and requirements for eHealth Exchange QHIN Participants and 
Subparticipants on the requirements.
• Responding requirements

– All QHIN Participants and Subparticipants MUST respond to IAS queries
• If an eHealth Exchange Participant or Subparticipant provides IAS services, which is optional, there 

are several requirements that MUST be met
– Credential Service Provider (CSP) MUST be an approved RCE CSP
– MUST ensure that the Individual requesting has completed the Participant/Subparticipant form obtaining 

express consent in connections with the IAS offering
– MUST develop and make publicly available a written privacy and security notice that includes all of the 

requirements
– Informing Individuals of their rights related to deletion of their data, unless prohibited by law and the right 

of a their data in an exportable format
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eHealth Exchange TEFCA Individual Access Services (IAS) Protocol, cont’d

• IAS provider requirements continued:
– Additional Requirements

• MUST comply with the security requirements
• MUST encrypt ALL Individually identifiable information
• MUST notify each individual whose TEFCA Information (TI) has been or is reasonably believed to have been affected 

by a TEFCA Security Incident
– Provisions for the Survival of IAS Providers post expiration or termination of IAS services
– Provisions that apply to Subcontractors and Agents of IAS Providers
– Non-Permitted Permissive Disclosures
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eHealth Exchange TEFCA Operations and Reporting Protocol

Provides the requirements for QHIN operations and reports for eHealth Exchange QHIN Participants and 
Subparticipants
• Operations

– Respond without error
• This requires Participants and Subparticipants to address any errors in the shortest time possible and if unable to 

resolve, the reason it cannot be resolved must be reported to the QHIN Governance Committee for review and 
determination of next steps

– ATNA Log Entries
• Must promptly provide when requested, usually during on-boarding

– RCE Directory 
• Must consume at least daily, no more than hourly
• Directory entry specification for each organization, including clinics, hospitals and other organization types
• Must declare PurposeOfUse and populate the directory with all intended PurposeOfUse values to request data
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eHealth Exchange TEFCA Operations and Reporting Protocol
• Reporting sent to administrator@ehealthexchange.org 

– Monthly
• By the 5th of each month, the eHealth Exchange QHIN Participant MUST report the previous month’s initiating and 

responding gateway downtime in minutes for the Participant and any level of Subparticipant.
– This includes planned and unplanned downtime

– Quarterly
• The following data MUST be reported by the eHealth Exchange QHIN Participants no later than four (4) weeks post 

the end of the calendar quarter for the previous quarter
– Total number of member organizations and/ facilities connecting as or through your organization, including any and all levels of 

Subparticipant information
» Counts for each hospital, clinic, mental health center, post-acute/long-term care facilities, public health entities, payer 

organizations, and an aggregate count of any other member organizations and/or facilities not matching these categories
– Total number of individual clinicians through your organization and including any and all levels of Subparticipants within your 

organization
– Total number of consumers/patients participating in Individual Access Services through your organization and any and all levels 

of Subparticipant organizations
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Questions?



How might I obtain additional TEFCA information?

How When Where

1. Visit eHealth Exchange 
Web Site

Any time
https://ehealthexchange.org/what-we-

do/tefca-and-ehealth-exchange 

2. Monthly Participant Web 
Meetings

Typically, the 3rd Thursday of 
Each Month at 1 pm ET

https://ehealthexchange.org/events

3. Monthly TEFCA Policy 
Compliance Meetings

June and July, with Recordings 
posted to the TEFCA webpage

https://ehealthexchange.org/events

4. Monthly TEFCA Technical 
Compliance Meetings

June and July, with Recordings 
posted to the TEFCA webpage

https://ehealthexchange.org/events

5. Email
Any time if you have a specific 

question 
administrator@ehealthexchange.org  
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