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TEFCA Overview - Reference



How will TEFCA Work?

—_—

®ONC defines overall policy and
certain governance requirements.

The Office of the National Coordinator for \
Health Information Technology @

Common
Agreement

®RCE provides oversight and
governing approach for QHINSs.

A@Qualiﬁed Health Information

Networks (QHINSs) connect

®

gog QHIN Technical Framework

S U R i U U —

Standard Operating Procedures ,K . -
. directly to each other to facilitate
nationwide interoperability.
___________________________________ JOOO0O0 '\l
P FHIR Roadmap A ®Each QHIN connects Participants,

_____________________________________

which connect Subparticipants.
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What is the Trusted Exchange Framework (TEFCA)?

It’s a federally endorsed governance framework for
cross-network exchange of healthcare records.

Similar to Carequality, it’s a framework, and not a
network:

— Technical & policy agreements
— Governing structure

— Federated architecture , & Regional

HIEs

Enables healthcare organizations connected to a
TEFCA Qualified Health Information Network (QHIN)
to exchange patient data with other healthcare
organizations connected to other QHINs.
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Which networks exchange via TEFCA?

The HHS announced that the eHealth Exchange is one of six applicants that have had
their applications to become a Qualified Health Information Network (QHIN)
approved

eHealth Exchange A e

Epic K Kno2

5% commonwell KONZA
HEALTH ALLIANCE NATIONAL NETWORK

It’s not yet clear which healthcare organizations will agree to exchange via TEFCA. Will yours?
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https://ehealthexchange.org/

What’s changing?
Prior to eHealth Exchange Connecting Once eHealth Exchange Goes Live on
with TEFCA TEFCA
Your organization can exchange with the Option for your organization to also
eHealth Exchange’s 320+ health systems, exchange with healthcare organizations
federal agencies, providers and provider participating in TEFCA QHINs.

collaboratives.

eHedalth

Exchange’
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How is the eHealth Exchange different?

AN

N N X X X

eHealth Exchange

National non-profit focused on the Public
Good

Single technical connection instead of
hundreds

Vendor agnostic

24x7x365 monitoring

Enforced content quality assurance
Analytics dashboard

Broad federal agency connectivity

Trust (no patient tracking, no selling data)

Other Networks

Single technical connection instead of
hundreds

Vendor agnostic

24x7%x365 monitoring
Mandatory content testing
Analytics portal dashboard

Broad federal agency connectivity

v Yes
A Sometimes
ONo
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TEFCA Monthly Technical Webinar Series



eHealth Exchange TEFCA Monthly Webinar Series

* Today’s webinar is part of a series

* Prior webinars covered:
_ TEFCA Read; ‘a TEFCA Resources for eHealth Exchange Participants
iness Checklist |
TEFCA Obligations o== TEFCA Checklist Webinars
W o==" (IncludesTechnicqubligations) %N

— Individual Access Services Providers

- View Resources - Register Now or View Past Events

- Report|ng ReqUIrements View Resources
“ TEFCA checklist Education

(] eHealth Exchange TEFCA Terms [ TEFCA Requirements Checklist
Webinars

TNA Loging |
| and Conditions
— H 3 June 12, July 14, July 31
E rrO r H a n d I | ng ‘ D Change Management protocol Regeister N}c/)w "
_ ‘ [ Common Agreement for . Jgne 12: View Recording | View
A n d more \ Nationwide Health |Information Slides
‘; Interoperability V1 (Only eHealth
‘ Exchange signs) TEFCA Policy Sessions
June 20, July 10, July 24
Register Now

[ ] M .
Prior webinars can be found at: | 3 Dispute Resolution Protocd
. “ lspute eso ution rotoco
“ « View Recording | View Slides

[ Enforcement protocol

— https://eh |
: eal |
d O/tefca n d t::;(: :l?]n E.e . E rg/W h at—we— @ Governance protocol Monthly TEFCA Technical Call
- _eXC “ erations and Re ortin ‘ M.ay 20.23 ) .
a nge/ D gfotoco\ d Rep 9 View Slides | View Recording
‘ « June 2023

View Slides | View Recording

O Security Incident Protocol

10 i
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https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
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TEFCA Reporting Requirements: Quick Refresher




TEFCA Monthly Report

 Downtime Reports: By the 5th of each month, submit, to eHealth Exchange staff, the previous
calendar month’s Initiating and Responding Gateway downtime in minutes for the Participant and
any Sub-participants with planned and unplanned downtime differentiated.

* The downtime reporting requirement flows down to Participants and Subparticipants.

* QTF-116
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TEFCA Quarterly Reports

Quarterly Detailed Reporting: Four weeks before the end of each calendar quarter, submit the
following reports for the prior calendar quarter to eHealth Exchange staff:

The quarterly reporting flows down to Participants and Subparticipants.

Covered in more detail on the next 3 slides.

QTF-117
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Quarterly Member Organizations Report

* Total number of member organizations and/or facilities connecting as or through your organization
(including Sub participants) with counts for each hospital, clinic, mental health center, post-
acute/long-term care facility, public health entities, and payer organizations as well as an aggregate
count of any other member organizations and/or facilities not matching these categories.

* This requirement, which is likely significant, will entirely flow down to Participants and their
Subparticipants.

e QTF-117
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Quarterly Clinicians Report

e Total number of clinicians connecting through your organization (including Sub participants).

e This requirement, which is likely significant, will entirely flow down to Participants and their Sub-
Participants.

e QTF-117
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Quarterly Consumers / Patients Report

* Total number of consumers/patients participating in Individual Access Services through your
organization (including Sub participants).

e This requirement, which is likely significant, will entirely flow down to Participants and their Sub-
Participants.

 QTF-117
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TEFCA Reporting Requirements: Draft Reports



“‘ “VIIIII'

S L
Val
hig
Draft TEFCA Reports “\‘
 The RCE is not providing report templates or specifications at
this time UNDER “‘
CONSTRUCTION “I‘l | ‘I
* The following 4 draft reports were developed by the eHealth ll‘l‘l'l ‘\‘
Exchange community IR
BT LA YA |

* Venue: Weekly eHealth Exchange Technical Work Group web
meetings (open to everyone)

 We received very valuable feedback and insights; provided to
the RCE and resulted in report revisions

* You are invited!
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"Downtime for the QHIN’s gateway Actors (e.g., Initiating Gateway, Responding Gateway) in minutes in the reporting month. Reports MUST include planned and unplanned downtime by Actor

QTF-116 Participant Downtime Report

e Live Interactive Review

QTF-116 QHIN Particpant and Subparticipant Downtime Report
As a QHIN Responding Gateway:

Participant or

Participant/Subpar  Subparticipant

Year ¥ Montt ~ QHIN v ticipant v HCID v Participant or Subparticipant Name -1 Downtime Event Type
2023 1 EHX Participant 1.2.3.45 Aaaaa Bbbbbb Ccccee Dd Planned

2023 2 EHX Subparticipant  1.2.3.4.5 Aaaaa Bbbbbb Ccccee Dd Unplanned

2023 2 EHX Child 1.2.3.45 Aaaaa Bbbbbb Ccccee Dd Planned

_l Planned must be scheduled and announced to the eHealth Exchange at least 48 hours prior to the event
Dates and times must be in UTC format

Define 'event' (full TEF message exchange time interval were messages are not being transacted)

Event Start Date/Time  ~ Event Start Date/Tim ~
1/1/23 13:04 1/1/23 13:04
1/1/23 13:04 1/1/23 13:04
1/1/23 13:04 1/1/23 13:04
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RCE Feedback on QTF-116 Participant Downtime Report

* RCE Feedback (source of comments was eHealth
Exchange Technical Work Group and staff)

* Downtime report QTF-116
— Please define downtime (is it defined as more than a
minute?)
— Please define if the report should include incident
start and stop times or just a duration?

— Please determine if each incident should be listed in
the report, or just a monthly total of all down times?

— Please define what constitutes “scheduled
downtime”. Is it, for example, for downtimes that
occur with at least 48 hours of advanced published
notice?
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QTF-117 Quarterly Member Organizations Report

e Live Interactive Review

QTF-117 Quarterly Detailed Reporting

Quarterly Detailed Reporting: Four weeks before the end of each calendar quarter, submit the following reports for the prior calendar quarter to
eHealth Exchange staff:

» Total number of member organizations and/or facilities connecting as or through your organization (including Sub participants) with counts for each
hospital, clinic, mental health center, post-acute/long-term care facility, public health entities, and payer organizations as well as an aggregate count
of any other member organizations and/or facilities not matching these categories.
Participant or
Participant/Subpar  Subparticipant Potential Parent

Year Quarter QHIN ticipant HCID HCID ??? Participant or Subparticipant Name
2023 1 EHX Participant 1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd
2023 2 EHX Subparticipant  1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd
2023 3 EHX Child 1.2.3.45 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd
2023 4 EHX Child 1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd

Hospitals*
111
222
333
333

Clinics

111
222
333
333

Mental Health

Centers

111
222
333
333

Post-acute/long- Public Health
term care facility Entities

111
222
333
333

111
222
333
333

Payers

111
222
333
333

All Other

Organizations
111
222
333
333
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QTF-117 Quarterly Clinicians Report

e Live Interactive Review

» Total number of clinicians connecting through your organization (including Sub participants).
Participant/Subpar  Subparticipant Potential Parent

Year Quarter QHIN ticipant HCID HCID ???
2023 1 EHX Participant 1.2.3.4.5 1.2.3.4.5
2023 2 EHX Subparticipant  1.2.3.4.5 1.2.3.4.5
2023 2 EHX Child 1.2.3.4.5 1.2.3.4.5

* For all counts don't include any counts that are reported by any other organization in this report

Participant or Subparticipant Name
Aaaaa Bbbbbb Cccccc Dd
Aaaaa Bbbbbb Cccccc Dd
Aaaaa Bbbbbb Cccccc Dd

Clinicians
Connected*
111
222
333
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QTF-117 Quarterly Consumers/Patients Report

e Live Interactive Review

 Total number of consumers/patients participating in Individual Access Services through your organization (including Sub participants).
Participant or
Participant/Subpar  Subparticipant Potential Parent

Year Quarter QHIN ticipant HCID HCID ??? Participant or Subparticipant Name
2023 1 EHX Participant 1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd
2023 2 EHX Subparticipant  1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd
2023 2 EHX Child 1.2.3.4.5 1.2.3.4.5 Aaaaa Bbbbbb Cccccc Dd

* For all counts don't include any counts that are reported by any other organization in this report

IAS Participating
Consumers/Patie
nt Count
111
222

333
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RCE Feedback on QTF-117 Quarterly Reports

* RCE Feedback (source of comments was eHealth Exchange Technical
Work Group and staff)

* Quarterly Reports QTF-117

— Please define “clinician”. Is it physicians, nurses, physicians’
assistants, medical technicians, dentists, etc.

— Is there an activity period associated with being a connected
clinician? For example, what if a clinician only used the system
once, two years ago. Would the be counted as being connected?

— For all reports, would it be useful to have the HCID of that entity?
Entity name? Entity type (Participant, Subparticipant, Child)?

— Should these 4 reports (Downtime, Participant Type and Count,
Clinician Count, and IAS Consumers) be 4 separate physical files or a
single file? Is an Excel workbook an acceptable format? Is Tab

Separated or Comma Separated acceptable formats for these 4
reports?

24
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TEFCA Reporting Requirements: Your Feedback is Requested



Additional Feedback T @

e We want YOUR feedback YOUR OPINION

MATTERS!
 What additional feedback do you have on the draft
reports? How can they be improved? How can we —

make them easier for us all to generate? What is
unclear in the draft reports? What is unclear in the
reporting requirements?
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For More Information




For More TEFCA eHealth Exchange Information

ehealthexcha
nge.or tefca-and-ehealth-exchange

TEFCA Is Here. Are You Ready? eHealth Exchange Can Help.

v Contact Us

What We Do ¥ Who'sin Network ¥ Resources ¥ Events

eHedlth Exchange

|s Your Organization
Ready for TEFCAY

e the eHealth Exchange, are preparing
h IT's (ONC)

TEFCA, In

Health information networks, including th

ffice of the Nationa
_ AMreement, also known as

29
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TEFCA Participant Flow-Down Checklist

« UPDATED! TEFCA Checklist (focus on technical requiren
— UPDATED: USCDI v1 Optional ITP Content Validatior
— Performance & Service Specifications
— Data Classes & Elements
— Technical Messages
— Directory (Populating & Consuming)
— Operations
— Reporting
— Individual Access Services Providers
« Other Checklist items (not covered today)
— Testing Requirements
— Legal Flow-Downs
— eHealth Exchange TEFCA Protocols
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eHedth Exchange
Readiness Checklist for Connectivity to the Trusted Exchange Framework (TEFCA) via eHealth gxchange C

Overview: While the eHealth gxchange Hub will address many of the new TEFCA requirements onits Participants‘ pehalf, the requirements below represent Trusted gxchange Framework (TEFCA) requi

Exchange Framework via eHealth Exchange must satisfy not only existing eHealth Exchange requirements, put also all of the supp\ementa\ TEFCA requirements pelow. The requirements pelow may ref

This is a living document: As the Recognized Coordinating Entity (RCE) and Office of the National coordinator (ONC) publish and revise artifacts at https:/ /rce.sequoiapro]ect.org/tefca-and-rce-resource

subsequent\y discuss with you your plans to connect to the Trusted Exchange Framework.

Audience: potential eHealth Exchange QHIN participants seeking to understand the eHealth Exchange QHIN's participant TEFCA requ'\rements. The reader should have @ basic knowledge of eHealth E>

General 0perationa| Concept: The eHealth Exchange QHIN Hub actsasa bi-direct'\ona\ TEF gateway for eHealth Exchange participants that don't opt-out of eHealth Exchange TEFCA exchange. The ef

requirements flow down to participants, and their Sub—Participants.

Terms used (Also see the References section far below):
TEE= Trusted Exchange Framework, the structure consisting of QH\N—to-QH\N health data exchanges, established by the TEFCA legal agreement, soPs, and technical speciﬁcations.

QHIN = Qualified Health Information Network.
eHealth gExchangeé QHIN Hub=A unique instance of the eHealth Exchange Hub technology facilitating TEFCA fransactions.

©2023 eHealth E:
1D \ performance & Service Speciﬁcation Requirements Additional Considerations * citations/ Link
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https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/

References

References:

eHealth Exchange TEFCA Terms & Conditions, TEFCA
educational materials, TEFCA (Draft) procols, etc.
eHealth Exchange Technical Specifications

USCDI vl

Project US@

IHE ITI Tech Framework v17+

TEFCA QHIN QTF v1.0

Concise C-CDA v2.0

Older IHE ITI Tech Framework v17 cited by the QTF
ONC RCE TEFCA Resources

QTF vl

RCE TEFCA flow down provisions

RCE Common Agreement

RCE Individual Access Standard Operating Procedure
NIST 800-63A Digital Identity Guidelines

Please see this section of the TEFCA Flowdown Checklist for more details, especially the eHealth
Exchange analysis and educational materials for TEFCA Participants:

https://ehealthexchange.org/what-we-do/tefca-and-ehealth-e;

https://ehealthexchange.org/testing-program/technical-specifi

https://www.healthit.gov/isa/sites/isa/files/2020-10/USCDI-Ve

https://oncprojectracking.healthit.gov/wiki/download/attachn

https://profiles.ihe.net/ITI/TF/index.html

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://carequality.org/wp-content/uploads/2022/03/Improve

https://www.ihe.net/uploadedFiles/Documents/ITI/IHE ITI TF

https://rce.sequoiaproject.org/tefca-and-rce-resources/

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://rce.sequoiaproject.org/summary-of-required-flow-dow

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://rce.sequoiaproject.org/wp-content/uploads/2022/09/F

https://pages.nist.gov/800-63-3/sp800-63a.html

32

©Copyright eHealth Exchange. All Rights Reserved.

eHealth Exchange



Major Technical Differences eHealth Exchange QHIN Participants Must Support

1. Adopt USDCI v1 data classes and elements

2. Adhere to the Concise Consolidated CDA 1.1 Specification

3. Adhere to Project US@ patient addressing

4. Adopt IHE ITI Technical Framework Revisions 17.0 (versus Revision 8.0)
5. Accept aggregated XCPD responses

6. Various requirements such Purpose Of Use values, different consent attribute
structure, sub-participant directory entries and detailed reporting, onboarding log
submissions, specific test patients, and quarterly reporting.
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Next Steps

1. Review the published policy documents (not discussed today)
2. Review the TEFCA Readiness Checklist
3. Let the eHealth Exchange staff know of your organization’s intentions

email: administrator@ehealthexchange.org
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mailto:administrator@ehealthexchange.org

How might | obtain additional information?

How When Where
1. Visit eHealth Exchange R https://ehealthexchange.org/what-we-
Web Site v do/tefca-and-ehealth-exchange

2. Monthly Participant Web  Typically, the 3rd Thursday of

https://ehealthexchange.org/events
Meetings Each Monthat 1 pm ET ps:// ge.org/

3. Monthly TEFCA Policy _ https://ehealthexchange.org/events
, , Dates coming soon!
Compliance Meetings

4. Monthly TEFCA Technical _ https://ehealthexchange.org/events
, , Dates coming soon!
Compliance Meetings

Any time if you have a specific
5. Email y y _ P administrator@ehealthexchange.org
guestion
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