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Agenda

e TEFCA Overview - Reference

e TEFCA Monthly Technical Webinar Series

e Validation Status for the eHealth Exchange Hub
 Hub TEFCA Technical Readiness Status & FAQs

* New Proposed TEFCA Purpose of Use Open Discussion
 TEFCA Readiness Checklist Updates

e Q&A
* For More Information (Including Office Hours)
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TEFCA Overview - Reference



How will TEFCA Work?

—

The Office of the National Coordinator for \
Health Information Technology @

Common
Agreement

gog QHIN Technical Framework

Standard Operating Procedures

S RPN ——.

®

®ONC defines overall policy and
certain governance requirements.

®@RCE provides oversight and
governing approach for QHINSs.

;@Qualiﬁed Health Information

Networks (QHINs) connect
directly to each other to facilitate
nationwide interoperability.

®@Each QHIN connects Participants,
which connect Subparticipants.
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What is the Trusted Exchange Framework (TEFCA)?

It’s a federally endorsed governance framework for
cross-network exchange of healthcare records.

Similar to Carequality, it’s a framework, and not a
network:

— Technical & policy agreements

— Governing structure

Dialysi

— Federated architecture Clinics

& Regional
HIEs

Enables healthcare organizations connected to a
TEFCA Qualified Health Information Network (QHIN)
to exchange patient data with other healthcare
organizations connected to other QHINs.
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Which networks plan to exchange via TEFCA?

The HHS announced that the eHealth Exchange is one of six applicants that have had
their applications to become a Qualified Health Information Network (QHIN)

approved
eHealth Exchange A e
Epic K Kno2
e commonwell KONZA

HEALTH ALLIANCE MATIONAL NETWORK

It’s not yet clear which healthcare organizations will agree to exchange via TEFCA. Will yours?
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https://ehealthexchange.org/

eHealth Exchange QHIN: Intent to Participate

* These pioneers represent an intent
to participate in the eHealth
Exchange candidate QHIN from 10
HIEs across 15 states and
Washington, DC:

* AL AK, AZ, CA, CO, CT, DC, GA, IA,
IN, MD, NE, TX, VA, and WV

<& CRISP

(>

CG() ConnectVirginia
(ID:O Aavancing '.‘orowaslﬂemzr’gay

(@
CyncHealth
F@™ o'

INFORMATION
\ NETWORK

PA" Consortium for State and
"V‘ Regional Interoperability

Manifest

MEDEX

mmmmmmmmmmmmmmmmmmmmmmmmmm

Indiana Health Information Exchange
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What’s changing?

Prior to eHealth Exchange Connecting Once eHealth Exchange Goes Live on
with TEFCA TEFCA
Your organization can exchange with the Option for your organization to also
eHealth Exchange’s 320+ health systems, exchange with healthcare organizations
federal agencies, providers and provider participating in TEFCA QHINs.

collaboratives.

eHealth

Exchange
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How is the eHealth Exchange different?

AN

SN X X X X

eHealth Exchange

National non-profit focused on the Public
Good

Single technical connection instead of
hundreds

Vendor agnostic

24x7x365 monitoring

Enforced content quality assurance
Analytics dashboard

Broad federal agency connectivity

Trust (no patient tracking, no selling data)

Other Networks

&
A

Single technical connection instead of
hundreds

&
A

Vendor agnostic

&
A

24x7x365 monitoring
@ Mandatory content testing

&
A

Analytics portal dashboard

@ Broad federal agency connectivity

v Yes
A Sometimes
ONo
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TEFCA Monthly Technical Webinar Series



eHealth Exchange TEFCA Monthly Webinar Series

 Today’s webinar is part of a series
* Prior webinars covered:
— TEFCA Readiness Checklist
— Individual Access Services Providers
— Reporting Requirements
— ATNA Loging
— Error Handling
— And more
* Prior webinars can be found at:

— https://ehealthexchange.org/what-we-

do/tefca-and-ehealth-exchange/

TEFCA Resources for eHealth Exchange Participants

TEECA Obligations o== TEFCA Checklist Webinars
: o= (includes Tachnical Obligations) -~

- Register Now Of View Past Events -

View Resources View Resources
TEFCA Checklist Education
Webinars
June 12, July 14, July 31
Register Now

« June 12: View recording | View

eHealth Exchange TEFCA Terms [ TEFCA Requirements Checklist

and Conditions

[ change Management protocol
@ Common agreement for _
Nationwide Health information Slides

nly eHealth
TEFCA Policy Sessions

June 20, July 16, July 24
Register Now
« View Recording | View Slides

Interoperability V1 (O
Exchange signs)

[ Dispute Resolution protocol

O Enforcerment Protocol
Monthly TEFCA Technical Call

[ Governance protocol
« May 2023
@ Operations and Reporting ' Y £ ) )
protocol : view Slides | View Recording
i «June2023
View Slides | View Recording

[ [ security Incident protocol

11 i
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TEFCA QHIN Validation Status



Conformance Test Status

Category Optionality C?rl:;tt:f Passed Pending Sutlc;n;i(t;ed AB‘;p;%‘éef Comof;lete
Security Responding Gateway Required 20 20 0 20 0 0%
Transport Responding Gateway Required 13 13 0 13 0 0%
Transport Initiating Gateway Required 9 9 0 9 0 0%
Transport Responding Gateway Conditional 2 8 0 8 0 0 0%
Transport Initiating Gateway Conditional 2 4 0 4 0 0 0%

LQHIN Testing team requires a few days to review and produce validation report
2 Conditional tests are identical to Required except they involve different document types

Informal Candidate QHIN Testing Status

*  Successful bi-directional PD/QD/RD with Health Gorilla
*  Successful initiator PD/QD/RD with KONZA as responder

13 ©Copyright eHealth Exchange. All Rights Reserved.

eHealth Exchange



TEFCA QHIN Technical Readiness Roadmap



| |
Technical Readiness for TEFCA
We are here

Planned
1. Review QTF .
. 3. Contracting
Requirements
Jan 22 Aug 22 Nov 22 TBD
i 7. Refine/ 8. Pre-Prod
L] o R 6. Conformance Testing ) 9. Go Live
Analysis Initiation Retest Testing
Jun 22 Sep 22 Sep 23
Phase Accomplishments
1. Thru 4. QTF review and gap analysis completed. Vendor contracting completed. Project planning and initiation.

Customizations in progress
(required to mitigate gaps and flow-down requirements that participants might not be able to accommodate).

In Progress: Continued RCE ITP connectivity testing and configuration

Latest Highlights:

6 * Conformance test submission delays due to ATNA extract issues (not that we weren’t passing the tests).

e eHx ITP instance was updated to support XCDR and TEFCA POU, which allowed us to complete Message
Delivery tests.

Next Goal: RCE approval of conformance tests and begin formal pre-prod testing with other Candidate QHINSs.
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TEFCA QHIN Technical Readiness FAQs



What TEFCA Hub features are done and ready to test?

1. The TEFCA Hub supports
1. Bi-directional ITI-55, 38, and 39.
2. Bi-directional ITI-41/ITI-80 with transformation (TEFCA mandates
ITI-80)
2. eHealth Exchange QHIN Directory
1. Participants will be populated into once they are ready
2. Participants would obtain TEFCA organization data
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What TEFCA Hub features are done coming up soon?

1. The TEFCA Directory GUI running on top of the eHx QHIN Directory
2. Access will be limited, at least initially, to eHealth Exchange Staff

18 ©Copyright eHealth Exchange. All Rights Reserved. eHedadlth Exchcmgé



What notable TEFCA Hub features are not going to be deployed?

Candidate QHIN’s must support all mandatory QHIN requirements
|IAS Providers (initiating side) are optional

Initially no Participants indicate readiness to deploy IAS Providers
Several Participants have indicated IAS Provider services are on their
developmental roadmaps for future deployments

5. Reminder: All TEFCA Participants will have to respond to both
treatment and request Purposes of Use on day one

= wnN e
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TEFCA New Purpose Of Use Open Discussion



The RCE has Proposed a New Purpose of Use (PoU) Concept

* The proposal under consideration would create a new Purpose of Use value such as “TESTING”
* Purpose is to allow for a clear delineation of those messages used for testing purposes

* Thisis not an existing standards-based value set and it is not based on the NHIN value set

* It would be an addition to the value set maintained by the RCE

* QOpen Discussion
— Pros
— Cons
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TEFCA Readiness Checklist Updates




For More TEFCA eHealth Exchange Information

ehealth
exchange.org/what-we-do/tefca-and-ehealth-exchange

TEFCA |Is Here. Are You Ready? eHealth Exchange Can Help.

v Contact Us

What We Do ¥ Who'sin Network ¥ Resources v Events

eHedalth Exchange

|s Your Organization
Ready for TEFCAY

e the eHealth Exchange, are preparing
h IT's (ONC)

TEFCA, IN

Health information networks, including th

ffice of the Nationa
_ Arreement. also known as

23
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TEFCA Participant Flow-Down Checklist

« UPDATED! TEFCA Checklist (focus on technical requirements
— UPDATED: Purpose of Use clarifications
— USCDI v1 Optional ITP Content Validation
— Performance & Service Specifications
— Data Classes & Elements
— Technical Messages
— Directory (Populating & Consuming)
— Operations
— Reporting
— Individual Access Services Providers
e Other Checklist items (not covered today)
— Testing Requirements
— Legal Flow-Downs
— eHealth Exchange TEFCA Protocols

credit: Licensed from iStockPhoto
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https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/

References

References:

eHealth Exchange TEFCA Terms & Conditions, TEFCA
educational materials, TEFCA (Draft) procols, etc.
eHealth Exchange Technical Specifications

USCDI vl

Project US@

IHE ITI Tech Framework v17+

TEFCA QHIN QTF v1.0

Concise C-CDA v2.0

Older IHE ITI Tech Framework v17 cited by the QTF
ONC RCE TEFCA Resources

QTF vl

RCE TEFCA flow down provisions

RCE Common Agreement

RCE Individual Access Standard Operating Procedure
NIST 800-63A Digital Identity Guidelines

Please see this section of the TEFCA Flowdown Checklist for more details, especially the eHealth
Exchange analysis and educational materials for TEFCA Participants:

https://ehealthexchange.org/what-we-do/tefca-and-ehealth-e;

https://ehealthexchange.org/testing-program/technical-specifi

https://www.healthit.eov/isa/sites/isa/files/2020-10/USCDI-Ve

https://oncprojectracking.healthit.gov/wiki/download/attachn

https://profiles.ihe.net/ITI/TF/index.html

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://carequality.org/wp-content/uploads/2022/03/Improve

https://www.ihe.net/uploadedFiles/Documents/ITI/IHE ITI TF

https://rce.sequoiaproject.org/tefca-and-rce-resources/

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://rce.sequoiaproject.org/summary-of-required-flow-dow

https://rce.sequoiaproject.org/wp-content/uploads/2022/01/(

https://rce.sequoiaproject.org/wp-content/uploads/2022/09/F

https://pages.nist.gov/800-63-3/sp800-63a.html
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For More Information
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Major Technical Differences eHealth Exchange QHIN Participants Must Support

1. Adopt USDCI v1 data classes and elements

2. Adhere to the Concise Consolidated CDA 1.1 Specification

3. Adhere to Project US@ patient addressing

4. Adopt IHE ITI Technical Framework Revisions 17.0 (versus Revision 8.0)
5. Accept aggregated XCPD responses

6. Various requirements such Purpose Of Use values, different consent attribute
structure, sub-participant directory entries and detailed reporting, onboarding log
submissions, specific test patients, and quarterly reporting.
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Next Steps
1. Review the published policy documents (not discussed today)

2. Review the TEFCA Readiness Checklist
3. Let the eHealth Exchange staff know of your organization’s intentions

email: administrator@ehealthexchange.org
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How might | obtain additional information?

How When Where
1. Visit eHealth Exchange Web _ https://ehealthexchange.org/what-we-
, Any time

Site do/tefca-and-ehealth-exchange

2. Monthly Participant Web Typically, the 3rd Thursday of
, v . UL i https://ehealthexchange.org/events

Meetings Each Month at 1 pm ET

3. Monthly TEFCA Policy https://ehealthexchange.org/events

_ , Dates coming soon!
Compliance Meetings

4. Monthly TEFCA Technical , https://ehealthexchange.org/events
, _ Dates coming soon!
Compliance Meetings

Any time if you have a specific
guestion

8/30,9/11,9/27,10/25, 11/29,
12/11,1/8,1/24

5. Email administrator@ehealthexchange.org

6. TEFCA Office Hours (Q&A) administrator@ehealthexchange.org
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