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Disclaimer

This presentation reflects the views of the presenter 
and should not be construed to represent FDA’s 
views or policies.
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Outline

• Background
• Exchange Pilot
• Results
• Conclusion and Summary
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Background: CBER Portfolio
CBER-Regulated Products

Exposure

Products

Background: CBER Portfolio
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Existing Manual Process 
Creates Burden

BEST Pla t form demonstrates  
use  of innova t ive  me thods  to 
reduce  burden, while  
increa s ing quant ity and 
qua lity of AE reports

Background: Challenges 

Clinical exposure and potential outcome

Ma nua l De tect ion

Under-recognit ion of outcomes

Individua l fla gging of potential 
AEs

Time-intens ive  to review 
dispersed data

Potential AEs not  a lwa ys  
communica ted

Ca se  de finit ions  separate

Ma nua l Va lida t ion

    
   

Da ta  re -ent ry to report externally

La ck of gra nula rity in report 
evidence

Ma nua l Report ing

Current

vs.

Future

Automa ted  De tect ion

AI a lgorithm scores  potential 
cases

Ba tch de tect ion, more  focus on 
patient care

Semi-Automa ted  Va lida t ion

Evidence  integra t ion reduces 
burden

Ca se  de finit ion integrated

Fla gged a nd priorit ized  cases sent 
for review

    
   

Semi-Automa ted  Report ing
Auto-popula t ion of granular ICSR 
evidence

Genera t ion of evidence-based ICSR 
narrative

ICSR, individual case  safety report
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BEST Pilot Platform 
BEST* Innovative  Methods (IM) Initiative  developed a Pilot Platform to address current challenges through AI and 
automation.

* BEST, Biologics Effectiveness and Safety ; ** e Hx, e He alth Exchange  

eHx** 
Hub

BEST Platform 
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Validation (Pull) Use Case

eHx, eHealth Exchange
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Detection (Push) Use Case

eHx, eHealth Exchange
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Pilot Participants

https://ehealthexchange.org/participants/?participant_type=fda-pilot
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Pilot Participants

https://ehealthexchange.org/participants/?participant_type=fda-pilot
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• 271 post-vaccination AE were queried * 
• Across 11 different health provider data partners (Epic EHRs)

* Patients EHRs 

Pilot Results
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• For CBER’s use case, the overall data quality meets general requirements, as partner’s EHR 
HL7® FHIR® APIs are showing high adherence to USCDI data set

• Variability - even with same EHR vendor - in security authorization settings, required trail and 
error with individual partners

– The team worked with EHR vendors to create a new policy that standardizes this process across partners to reduce 
the connection set-up time

• Important gaps include, lack of inclusion in USCDI data set, and varying levels of completeness 
across partners

• The BEST team continues to enhance the Platform infrastructure to enhance CBER’s passive 
and active post-market surveillance capabilities:

– improve our querying capabilities

– efficiently federate AE detection logic 

– conduct evaluation and validation studies

Conclus ion and  Summary
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Agenda 
• What the Veterans Health Information Exchange (VHIE) Strives to Achieve

• What We’ve Done
• Collaboration Projects
• Problem
• Solution

• What We’re Doing Today
• Modernizing VA System Data Exchanges
• Value to VA
• Benefits of VA ADERS Modernization

• What We’re Planning for the Future
• Modernized Data Exchanges
• Opportunities

• Q & A
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What VHIE Strives to Achieve 
To advance Data Usability, VA must be both a Smart Sender AND a Resilient Receiver

A Consolidated Clinical Document Architecture (C-CDA) or Fast Healthcare Interoperability Resource 
(FHIR) on its own cannot deliver the needed data usability.

Receivers (including VA) must provide resilient UI(s) to allow document data to be
usable, computable, and actionable.

Smart 
Sender

100% Format & Syntax
100% Completeness
100% Accuracy
100% Validity
100% Consistency
100% Provenance
100% Semantics/ 
Coded Data
100% Relevant Data/ 
Manageable Size

Resilient 
Receiver

Auto-Ingestion
Data Deduplication

Data Parsing
Filters/ Date Ranges

NLP
Search Features for 

Clinical Setting
Sorting
…more

17



VHIE FHIR R4 Collaboration Projects

Proof of Concept Phase I: Push Phase III: CQL 
Prototype

Phase II: 
Query/Response • May 2021 

Collaboration 
Proposed

• September 2021 
Executed successful  
end-to-end proof-of-

concept test

• August 2022
Kickoff

• VA Adverse Event 
Reporting System 

(ADERS) modernized

• January 2023
Go Live VA first of 32 
partners to cross finish 

line

• July 2023 
Kickoff of full 
bi-directional 

implementation

• Spring 2024 
Kickoff

FDA’s Myocarditis 
Pericarditis CQL Query

2021 2022 2023 2024

Collaboration with eHx, FDA, VA for HL7 FHIR R4 Exchanges

eHx = eHealth Exchange
FDA = Food and Drug Administration
HL7 FHIR R4 = Health Level Seven International (HL7)
Fast Healthcare Interoperability Resources Release #4
CQL = Clinical Quality Language

18



Problem: High Failure, Manual Process
VA ADERS Fax Transmission to Centers for Disease Control and Prevention (CDC) & Food & Drug Administration (FDA)

CDC

VA
ADERS

CDC VAERS Forms
(Immunizations only)

VA

FDA MedWatch Forms
(all medications adverse events)

Fax 
Server

Adverse 
Events

FDAMedWatch 
System

VAERS 
System

Fax 
Server

Fax 
ServerVAERS = Vaccine Adverse Event Reporting System 19



Automatic, simple, reliable, and reduces potential for human and fax transmission errors

Solution: Modernize VA Adverse Drug Event Reporting (ADERS) System
COVID-19 Immunizations Adverse Event Report

FDAVA

 eHX HUB
VA

ADERS VDIF-EP

VA Data 
Store

New Feed

Smart Sender Resilient Receiver

Biologics 
Effectiveness 

& Safety

eHx = eHealth Exchange
VDIF-EP = Veterans Data Integration and Federation Enterprise Platform
FHIR = Fast Healthcare Interoperability Resources

FHIR FHIR

FHIR

20



Moving VA to be both a Smart Sender and a Resilient Receiver

Modernizing VA System Data Exchanges
Automatic queries, data validation, 

response messages

Delivery to a FHIR R4 receiving 
internal/external endpoint

HL7 Specification

Potential for higher quality clinical data – 
VA Implementation Guide

Exchange with multiple federal agencies 
and community partners

Expansion of resources elements in 
bundles

Automatic process

Granular Standard

FHIR Foundation

VA 
Interoperability 

System

HL7 = Health Level Seven International

FHIR = Fast Healthcare Interoperability 
Resources 21



Value to VA

Modernization!

• Health IT industry is moving toward 
automated FHIR exchanges.

• Provides low-cost opportunity to modernize 
and improve interoperability of VA systems.

• 61% of Payers and 67% of Providers 
expect their respective organizations to use 
Application Programming Interfaces (APIs) 
at scale by 2023.

2021
24%

67% Providers

Payers

2023

61%

FHIR at 
Scale

FHIR at 
Scale

(Engine Group survey commissioned by Change Healthcare, 2021)

FHIR = Fast Healthcare Interoperability Resources
22



Efficiency
 Automated electronic transmission versus fax
 Reduced human resource component receiving faxed reports

Accuracy
 Reduce/eliminate human error on re-entering data from faxed reports

Automation
 Via a graphical user interface (GUI) for ease of managing/automating data transfers

Add metrics
 Success/Failure at a minimum

Opportunity
 Develop processes with FDA/CDC to accept new file format

Benefits of VA ADERS Modernization

(Von Moore, VHA Program Specialist Pharmacist for VA ADERS, 2022)

CDC = Centers for Disease Control and Prevention
FDA = Food and Drug Administration
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Future (2024) CQL Automated Data Exchange
Asynchronous – Reduces traffic/processing burden on all three systems (FDA/eHx/VHA)
Test Control Group – Request/Response COVID-19 ADE clinical domains (Phase II Pilot)

FDA = Food and Drug Administration
HL7 FHIR R4 = Health Level Seven International (HL7)
 Fast Healthcare Interoperability Resources Release #4
CQL = Clinical Quality Language
eHx = eHealth Exchange
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Opportunities
The established FHIR foundation provides the 

VA (VA ADERS/PBM) with numerous opportunities to:

Adopt and Fund FHIR 
Additional Projects

Expansion to Other 
Federal Agencies

Expansion of Adverse 
Events Reporting

• Expand to all Immunizations 
to FDA

• Expand to CDC for 
Immunizations

• Expand to all adverse drug 
events

• Minimal code customization
• Code reuse 
• Some policy updates
• Nominal implementation 

cost for expansion
• Leverage VDIF work from 

other projects

• Increase efficiency
• Reduce Risk
• Free up resources
• Minimal effort and low cost 

to evolve

PBM = Pharmacy Benefits Management Services
VDIF = Veterans Data Integration and Federation 25
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Exchange Pilot for Automation 
of Vaccine Adverse Event 
Reporting

Cedars-Sinai Experience with the 
FDA/IBM/eHealth  Exchange Pilot

Ray Duncan, MD, FAAP, FAMIA
Executive Director, Technology R&D
Enterprise Information Services
Cedars-Sinai Health System
ray.duncan@cshs.org

With thanks to:
Renier Estiandan and Matt Sonesen, EIS Technology Architects
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Legacy Process - Manual Reporting 
(as implemented at Cedars-Sinai)

• Vaccine reactions documented in the EMR are sent to pharmacy on a daily report
• Pharmacy manually reports significant reactions via the FDA VAERS web form 
• Majority of 195 documented reactions in the two year period starting December 2020 

were minor (headache, sore arm, etc.). 
– 5 out of 195 reactions included anaphylaxis, only these were reported to FDA.
– Serious adverse reactions that do not occur immediately after the injection (e.g. 

myocarditis, thrombosis) rely on clinician detection/correlation. 
– If not associated with the vaccine administration and documented in the EMR, adverse 

events are not going to be manually reported to the FDA by CSHS. 
• Based on the VAERs form, FDA requests the patient chart by phone call, email or FAX

28



FDA On-Line VAERS Form

29



FDA Pilot Phase 1 “Pull” (as implemented at Cedars-Sinai) 

• Vaccine reactions documented in the EMR are reported to pharmacy on a daily Clarity report.
• Pharmacy manually reports significant reactions to FDA using the online VAERS form on the FDA 

web site.
• For testing purposes we also supplied the FDA directly with a list of patients with adverse effects 

based on queries of the EMR (including reactions that were not reported by pharmacy)
• FDA retrieves the clinical information via eHealth Exchange using a Open.Epic FHIR Client ID and 

the Cedars-Sinai public endpoint. 
• FDA imports problem list, vaccination history, medications, clinical notes, etc. to the FDA BEST 

system for semi-automated case review. 
• Valid Adverse Events are summarized in an FDA internal report. 

30



Pilot Phase 1 “Pull” data flow diagram (as implemented at C-S)

Epic EMR
Transactional 
Environment 

(“Cache”)
Linux ECP Cluster

Epic 
Reporting 

Environment 
(“Clarity”)

Oracle RAC on 
Linux

FDA System

Daily report of COVID-
19 Vaccine reactions 
emailed to PharmacyDaily 

Extracts

Pharmacy reviews report and 
manually enters significant AEs 
in VAERS form on FDA web site

FHIR Queries for Clinical Details of AE Candidate Patients

FHIR Responses with Clinical Details of AE Candidate Patients

2

1

3 4

5

6

Note: “FDA Team” as used here is shorthand for all 
contributors from FDA, eHealth Exchange, and IBM

CSHS 
Public
FHIR 
End-
point

Daily Report Email
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BEST Exchange Pilot Phase 2 – Push and Pull Use Case

33



FDA Pilot Phase 2 “Push and Pull” (as implemented at C-S) 

• Scheduled SQL query in the Epic reporting environment executes a patient selection algorithm 
translated from CQL. Query criteria include COVID vaccination types and dates, diagnosis codes, 
temporal relationships of vaccination to diagnoses, lab results, etc.

• Query results are marshalled into a staging table in the enterprise data warehouse.
• MIRTH interface engine accesses the staging table and formats a FHIR JSON bundle of patient 

identifiers and pushes it to the eHx endpoint which relays it to the FDA system. 
• FDA ”pulls” patient chart information via eHealth Exchange using a Open.Epic FHIR Client ID and 

the Cedars-Sinai public endpoint. 
• FDA imports problem list, vaccination history, medications, clinical notes, and other clinical 

information to the FDA BEST system for semi-automated case review. 
• Valid Adverse Events are summarized in an FDA internal report. 
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Pilot Phase 2 “Push & Pull” Data Flow Diagram
(as implemented at C-S)

Epic EMR
Transactional 
Environment 

(“Cache”)
Linux Cluster

Epic 
Reporting 

Environment 
(“Clarity”)

Oracle RAC on 
Linux

Enterprise Data 
Warehouse

Oracle on AIX

MIRTH Interface 
Engine

Linux on 
VMWare

FDA System

Clinical Query Language 
(CQL) queries were 

supplied by FDA Team

Data Mart of AE 
Patient Candidates 

updated dailyDaily 
Extracts

Query Result Set 
is formatted into 
FHIR Resources

Daily SQL 
Queries identify AE 
Candidate Patients

Daily SQL 
Queries extract new 

AE Candidate Patients

Daily Push of FHIR 
Bundle of AE 

Candidate Patients to 
FDA Endpoint

FHIR Queries for Clinical Details of AE Candidate Patients

FHIR Responses with Clinical Details of AE Candidate Patients

2

1

3 4

5

6

Note: “FDA Team” as used here is shorthand for all 
contributors from FDA, eHealth Exchange, and IBM

CSHS 
Public
FHIR 
End-
point

CQL  was manually 
translated to SQL and 

validated with FDA Team
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Problems and Lessons Learned
• Manual translation of the CQL to SQL required close collaboration with the FDA/IBM/eHx team. 

– In the absence of EMR vendor support for direct translation of CQL to a locally supported DBMS 
query language, a CQL-based approach will be difficult to scale. 

• Several candidate patients in our early trial queries had Break-the-Glass (BTG) protection on their 
records, which would block the retrieval of records from the CSHS public FHIR endpoint. 
• Remedied by associating the FHIR Client ID with a service account that can bypass BTG.

• The initial testing of the database queries uncovered some issues with the algorithm: 
• Some patients did not get a lab confirmation within the defined time window. 
• Ambulatory lab results that were filed in the EMR post-discharge could also fail the query criteria.
• Observation or ED patients didn’t meet the inpatient criteria on the lookbacks. 
• Patients who previously had myocarditis/pericarditis caused false positives. 

• Query issues were resolved through discussions with the FDA/IBM/eHx team and optimization.
35
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