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Agenda

• Monthly TEFCA Technical Webinars

• TEFCA Overview - Reference

• XCPD Aggregated Responses Self-Test Tool

• QHIN Reporting and Volume Status

• eCR Public Health Reporting Via The eHealth Exchange QHIN Hub

• TEFCA New Common Agreement 2.0 Technical Considerations

• Open Discussion / Q&A

• For More Information (Including Office Hours)
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Monthly TEFCA Technical Webinars
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eHealth Exchange TEFCA Monthly Webinar Series

• Today’s webinar is part of a series

• Prior webinars covered:

• TEFCA Readiness Checklist

• Individual Access Services Providers

• Reporting Requirements

• Error Handling

• And more

Prior webinars can be found at:

 https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/ 
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eHealth Exchange Monthly TEFCA Technical Webinar Series

• May 2023 - TEFCA Individual Access Services Providers Requirements
View Slides  | View Recording

• June 2023 - TEFCA Directory, Errors, Logs, and Reporting Requirements
View Slides | View Recording

• July 2023 - TEFCA Draft Monthly and Quarterly Reports Review
View Slides | View Recording

• August 2023 - TEFCA Updates and Aggregated Patient Discovery Requirement
View Slides | View Recording

• September 2023 - TEFCA Hub Development Updates
View Slides | View Recording

• October 2023 - Validation Status for the eHealth Exchange Hub, Individual Access Services Provider (IAS) SAML Simplifications, Lesson’s Learned, New potential 
Purpose of Use 
View Slides | View Recording

• November 2023 -  TEFCA FHIR Support, TEFCA Hub Technical Readiness, New QHIN Technical Framework, TEFCA Directory, Lessons Learned from Initial Sub-
Participants

•  • TEFCA Reporting Requirements: RCE Updates
View Slides | View Recording

• December 2023 - ONC/HHS/RCE Announcement, Updated FHIR Roadmap for TEFCA Exchange, TEFCA Hub Technical Readiness
View Slides | View Recording

• TEFCA Checklist Education Webinars
• June 12: View Recording | View Slides
• July 14: View Recording
• July 31: View Slides

• Source: https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/ 

https://ehealthexchange.org/wp-content/uploads/2023/05/2023-05-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-Individual-Access-Service-Providers-1.pdf
https://youtu.be/--j_Xkj7ZVM
https://ehealthexchange.org/wp-content/uploads/2023/06/2023-06-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-Directories-and-Reporting.pdf
https://youtu.be/D9XkLdZ7AAU
https://ehealthexchange.org/wp-content/uploads/2023/07/Monthly-TEFCA-Techanical-Review-Operations-and-Reporting.pdf
https://youtu.be/rfvemUrvC4c
https://ehealthexchange.org/wp-content/uploads/2023/08/2023-08-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-Aggregated-Responses.pdf
https://www.youtube.com/watch?v=uElzmnVHNog
https://ehealthexchange.org/wp-content/uploads/2023/09/2023-09-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-TEFCA-Hub-Updates.pdf
https://youtu.be/A1-mNYdCXec
https://ehealthexchange.org/wp-content/uploads/2023/10/2023-10-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-TEFCA-Hub-Updates.pdf
https://youtu.be/j91pAAmyYW0
https://ehealthexchange.org/wp-content/uploads/2023/12/2023-11-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-TEFCA-Hub-Updates.pdf
https://youtu.be/-jqMZdzufeQ
https://ehealthexchange.org/wp-content/uploads/2023/12/2023-12-eHealth-Exchange-Monthly-TEFCA-Technical-Webinar-TEFCA-Hub-Updates.pdf
https://youtu.be/ht8ZrhNfKyQ
https://attendee.gotowebinar.com/recording/1649417407013617752
https://ehealthexchange.org/wp-content/uploads/2023/06/2023-06-eHealth-Exchange-TEFCA-Checklist-Part-1.pdf
https://attendee.gotowebinar.com/recording/7322272884439619840
https://ehealthexchange.org/wp-content/uploads/2023/08/TEFCA-Technology-TEFCA-Introduction.pdf
https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
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ONC/HHS/RCE 

Announcement
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Sources:

https://rce.sequoiaproject.org/designated-qhins/

https://rce.sequoiaproject.org/candidate-qhins/

e

https://rce.sequoiaproject.org/designated-qhins/
https://rce.sequoiaproject.org/candidate-qhins/
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TEFCA Overview - Reference
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How Does TEFCA Work? 

QHIN Technical Framework

Common
Agreement

Standard Operating Procedures

FHIR Roadmap
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What is the Trusted Exchange Framework (TEFCA)?

It’s a federally endorsed governance framework for 

cross-network exchange of healthcare records. 

Similar to Carequality, it’s a framework, and not a 

network:

– Technical & policy agreements

– Governing structure

– Federated architecture 

Enables healthcare organizations connected to a 

TEFCA Qualified Health Information Network (QHIN) 

to exchange patient data with other healthcare 

organizations connected to other QHINs.  

H
osp

ita
ls

Government Agencies

State 

& Regional 

HIEs

Dialysis 

Clinics

QHIN  4

QHIN 2

QHIN 
7

QHIN 6

QHIN  5

QHIN 3
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Leveraging the power of the federal government to expand & 

mature interoperability

Intent to Exchange from 11 HIEs Operating in 15 States 

Serving up to 126 Million Patients

https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
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What’s changed?

Before: eHealth Exchange 

Connected with TEFCA

Your organization can exchange with 

the eHealth Exchange’s 320+ health 

systems, federal agencies, providers 

and provider collaboratives. 

After: eHealth Exchange Went Live 

on TEFCA 

Option for your organization to also 

exchange with healthcare 

organizations participating in TEFCA 

QHINs. 
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How is the eHealth Exchange different?

eHealth Exchange 

✓ National non-profit focused on the Public 

Good

✓ Single technical connection instead of 

hundreds

✓ Vendor agnostic

✓ 24x7x365 monitoring

✓ Enforced content quality assurance

✓ Analytics dashboard

✓ Broad federal agency connectivity

✓ Trust (no patient tracking, no selling data)

Other Networks

Multiple technical connections

Vendor specific

Limited to no 24x7x365 monitoring

No mandatory content testing

No or limited analytics portal dashboard

No broad federal agency connectivity
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XCPD Aggregated Responses
New: Sel f -Serv ice XCPD Aggregated 

Response Test  Harness
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Aggregated XCPD Responses

• See slides and recording from April 2024 for detailed background information

• New: Self-Testing Tool

Walkthrough

• Updated Next Steps

Recommendations
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Aggregated XCPD Responses Use Cases

©Copyright eHealth Exchange. All Rights Reserved. 

There are two scenarios where an eHealth Exchange XCPD (PD) initiating gateway 

may receive an XCPD Aggregated Response: 

1) eHealth Exchange in-network “group query”, “geospatial query”

2) TEFCA QHIN responses to eHealth Exchange Participants using a QHIN 

“broadcast query”

Note that the QHIN appears to allow for a single OR and aggregated XCPD 

response depending on the internal architecture of the QHIN (MPI or no-MPI). 

Aggregated responses are not returned for TEFCA “targeted queries”.

This is a likely breaking change
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Is Support for Aggregated XCPD Responses Mandatory?

• As an eHealth Exchange Participant Initiating an XCPD 

request:

– For eHealth Exchange in-network transactions, support for 

Aggregated XCPD responses is NOT required. However, 

group query and geospatial query responses will not be fully 

available to initiators not supporting Aggregated XCPD 

responses.

– For TEFCA, support for Aggregated XCPD responses IS 

required.

©Copyright eHealth Exchange. All Rights Reserved. 
Images: Licensed from iStockPhoto
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Suggested Next Steps

• Determine if your gateway 

technology supports this standards-

based feature

– Use the new eHealth Exchange test 

harness to assess your system’s 

compatibility with Aggregated XCPD 

responses

• Work with eHealth Exchange staff to 

– Understand the impact if your 

technology platform does not 

support aggregated XCPD 

responses

– Create an action plan Image licensed from iStockPhoto
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QHIN Reporting and Volume Status

As Mandated by QTF v1.1 QTF-124
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QHIN-to-QHIN Reporting and Volume Status – April 2024
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eHealth Exchange QHIN Volume Metrics 

©2024 eHealth Exchange. All Rights Reserved.25

Transaction Type

Patient Discovery 

Requests from Other 

QHINs to eHealth 

Exchange QHIN

% NOT 

Matched Due 

to Out of 

Service Area

Requests from Other 

QHINs Forwarded to eHx 

QHIN Participants 

eHealth QHIN 

Participant

Match Results

Avg Response

Time in Seconds 

(eHx Hub + 

Participant)

Patient Discovery
9,950,727

15%
99.7%

~31,877
(0.3%)

~25,684
(81%)

1.15

Document Query n/a n/a
8,320 
95%

2,559

clinical documents

Identified

0.69

Document Retrieve n/a n/a
928

74%

924

clinical documents 

retrieved

3.16

1.  Month-over-month percentage change in total requests has been added

2. Our QHIN Participants are not yet initiating requests, but at least one may be initiating by end of May

3. Interestingly, after the eHealth Exchange QHIN returns patient matches to one vendor via TEFCA, that vendor initiates QD & RD through the traditional eHealth Exchange network (not 

through TEFCA network). 

eHealth Exchange QHIN Transaction Volume – As A Responder (April 2024)
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eCR Public Health Reporting Via 

The eHealth Exchange QHIN Hub
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eCR Public Health Reporting Via The eHealth Exchange QHIN Hub

• APHL AIMS has officially opted-in to exchange under 

TEFCA with the eHealth Exchange as its QHIN

• The goal to begin exchanging for eCR under TEFCA is 

July 1, 2024

• The eHealth Exchange, APHL AIMS and a vendor are all 

working together to meet the stated deadline for eCR 

exchange

• Testing is underway with AIMS and the eHealth Exchange 

with informal reportability response testing with a vendor

• We have completed our first major milestone for eCR 

preparation and are working on our second milestone now

Image licensed from iStockPhoto
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TEFCA New Common Agreement 2.0

Technical  Considerat ions

Vers ion 2.0 Publ ished 2024 -04-22
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Common Agreement v1.1 v 2.0

• Context

• High-Level Changes

• Detailed Technical Changes

• Comparing:

– https://rce.sequoiaproject.org/wp-content/uploads/2023/11/Common-Agreement-

v1.1.pdf

– https://rce.sequoiaproject.org/wp-content/uploads/2024/04/Common-Agreement-

v2.0_508-1.pdf

• Out of Scope: Policy, Legal and Other Non-Technical Topics

https://rce.sequoiaproject.org/wp-content/uploads/2023/11/Common-Agreement-v1.1.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2023/11/Common-Agreement-v1.1.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/04/Common-Agreement-v2.0_508-1.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/04/Common-Agreement-v2.0_508-1.pdf
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Published in the Federal Register

 2024-05-01

• Source: 

https://www.federalregiste

r.gov/documents/2024/05/

01/2024-09476/notice-of-

publication-of-common-

agreement-for-

nationwide-health-

information-

interoperability-common 

• Pages: 35107-35182

https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
https://www.federalregister.gov/documents/2024/05/01/2024-09476/notice-of-publication-of-common-agreement-for-nationwide-health-information-interoperability-common
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New TEFCA Common Agreement v2.0

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf

Image licensed from iStockPhoto
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Additional Updates In Process From The RCE

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf
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Expected SOP Batch Releases

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf
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Transition from Version 1.1 to Version 2.0

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf
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Key Concepts that have Evolved: Common Agreement

Version 1.1 to Version 2.0

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf
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Policy/Technical Advisory Group

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/04/RCE-Monthly-Informational-Call-4-16-2024-v2_-FINAL-FINAL.pdf
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Summary of Stakeholder Feedback Received

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/03/Final_RCE-Monthly-Informational-Call-3-19-202415-Read-Only.pdf
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Summary of Stakeholder Feedback Received

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/03/Final_RCE-Monthly-Informational-Call-3-19-202415-Read-Only.pdf
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Stakeholder Feedback on Facilitated FHIR® Proposals

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/03/Final_RCE-Monthly-Informational-Call-3-19-202415-Read-Only.pdf
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FHIR® Early Production Goals

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/03/Final_RCE-Monthly-Informational-Call-3-19-202415-Read-Only.pdf
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FHIR® Early Production Standard Operating Procedure

(SOP)

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/03/Final_RCE-Monthly-Informational-Call-3-19-202415-Read-Only.pdf
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New Definition: Breach of Unencrypted IAS Information
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New Defined Term: FHIR Endpoint
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Revised Definition of an ‘Individual’

OLD            New
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Revised Definition of an ‘Individual’

https://www.law.cornell.edu/cfr/text/45/171.202
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New Defined Terms: ‘IAS Incident’ and ‘IAS Consent’
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New Actor Names: Initiating, Passthrough, Responding Nodes
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New Defined Term ‘Security Posture’
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New Defined Term ‘XP Code’
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Mandatory Response Text (Moved to an SOP)

In the below excerpt, the text with a blue background is new:
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New: IAS Multiple Services Providers Considerations
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New: IAS Provider Consent Considerations
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Revised IAS Provider Security Requirements

• Blue background text is new. Red background text was removed. Green text 

was moved.

• Version 1.1 text:
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Revised IAS Provider Security Requirements (Contd.)

• Blue background text is new. Red background text was removed. Green text 

was moved.

• Version 1.1 text:
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Revised IAS Provider Security Requirements (Contd.)

• Blue background text is new. Red background text was removed. Green text 

was moved.

• Version 1.1 text:
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Revised IAS Provider Security Requirements (Contd.)

• Blue background text is new. Red background text was removed. Green text 

was moved.

• Version 2.0 text:
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Revised IAS Provider Security Requirements (Contd.)

• Blue background text is new. Red background text was removed. Green text 

was moved.

• Version 2.0 text:

• Section 10.7 was

removed
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Revised Annual Security Assessments Text

OLD (Top Left)      NEW (Bottom Right)
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eHealth Exchange TEFCA 

Security Incident Protocol

• Source: 

https://ehealthexchange.org/wp-

content/uploads/2023/12/20231205

-eHealth-Exchange-TEFCA-

Security-Incident-Protocol.pdf 

https://ehealthexchange.org/wp-content/uploads/2023/12/20231205-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
https://ehealthexchange.org/wp-content/uploads/2023/12/20231205-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
https://ehealthexchange.org/wp-content/uploads/2023/12/20231205-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
https://ehealthexchange.org/wp-content/uploads/2023/12/20231205-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
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New Encryption Requirement

• Next text in section 12.4

• From the TEFCA Glossary:

Source: https://rce.sequoiaproject.org/wp-content/uploads/2024/01/Draft-TEFCA-Glossary-508-Compliant.pdf
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New Termination Technical Control Requirement
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New Suspension Technical Control Requirement
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New Exhibit 1 Technical Considerations
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New Exhibit 1 Technical Considerations (Contd.)
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Current eHealth Exchange Protocols

• Source:

• https://ehealthexchange.org/what-we-

do/tefca-and-ehealth-exchange/ 

https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
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Q&A/Open Discussion
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For More Information
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Readiness Checklist Directory & Reporting

• https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/

• Interactive walkthrough of full checklist
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How might I obtain additional information?

How When Where

1.  Visit eHealth 

Exchange Web Site
Any time

https://ehealthexchange.org/what-we-do/tefca-

and-ehealth-exchange 

2.  Monthly 

Participant Web 

Meetings

Typically, the 3rd 

Thursday of Each Month 

at 1 pm ET

https://ehealthexchange.org/events

3.  Monthly TEFCA 

Technical Call
See web site https://ehealthexchange.org/events

4. Email
Any time if you have a 

specific question 
administrator@ehealthexchange.org  

5.   Monthly TEFCA 

Office Hours (Q&A)
See web site https://ehealthexchange.org/events

https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange
https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange
https://ehealthexchange.org/events
https://ehealthexchange.org/events
mailto:administrator@ehealthexchange.org
https://ehealthexchange.org/events
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Major Technical Differences eHealth Exchange QHIN 

Participants Must Support

• Adopt USDCI v1 data classes and elements

• Adhere to Project US@ patient addressing

• Adopt IHE ITI Technical Framework Revisions 17.0 (versus Revision 8.0)

• Accept aggregated XCPD responses

• New PurposeOfUse values

• Various requirements such different consent attribute structure, sub-

participant directory entries and detailed reporting, onboarding log 

submissions, specific test patients, and quarterly reporting.



Next Steps

1. Review the published policy documents (not discussed today)
2. Review the TEFCA Readiness Checklist
3. Let the eHealth Exchange staff know of your organization’s intentions (if you 
haven’t already)

email: administrator@ehealthexchange.org 

©2023 eHealth Exchange. All Rights Reserved.72

mailto:administrator@ehealthexchange.org

	Slide 1
	Slide 2
	Slide 3
	Slide 4: eHealth Exchange TEFCA Monthly Webinar Series
	Slide 5: eHealth Exchange Monthly TEFCA Technical Webinar Series
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: How Does TEFCA Work? 
	Slide 13: What is the Trusted Exchange Framework (TEFCA)?
	Slide 14
	Slide 15: What’s changed?
	Slide 16: How is the eHealth Exchange different?
	Slide 17
	Slide 18: Aggregated XCPD Responses
	Slide 19: Aggregated XCPD Responses Use Cases
	Slide 20: Is Support for Aggregated XCPD Responses Mandatory?
	Slide 21
	Slide 22: Suggested Next Steps
	Slide 23
	Slide 24: QHIN-to-QHIN Reporting and Volume Status – April 2024
	Slide 25: eHealth Exchange QHIN Volume Metrics 
	Slide 26
	Slide 27: eCR Public Health Reporting Via The eHealth Exchange QHIN Hub
	Slide 28
	Slide 29: Common Agreement v1.1 v 2.0
	Slide 30: Published in the Federal Register  2024-05-01
	Slide 31: New TEFCA Common Agreement v2.0
	Slide 32: Additional Updates In Process From The RCE
	Slide 33: Expected SOP Batch Releases
	Slide 34: Transition from Version 1.1 to Version 2.0
	Slide 35: Key Concepts that have Evolved: Common Agreement Version 1.1 to Version 2.0
	Slide 36: Policy/Technical Advisory Group
	Slide 37: Summary of Stakeholder Feedback Received
	Slide 38: Summary of Stakeholder Feedback Received
	Slide 39: Stakeholder Feedback on Facilitated FHIR® Proposals
	Slide 40: FHIR® Early Production Goals
	Slide 41: FHIR® Early Production Standard Operating Procedure (SOP)
	Slide 42
	Slide 43: New Definition: Breach of Unencrypted IAS Information
	Slide 44: New Defined Term: FHIR Endpoint
	Slide 45: Revised Definition of an ‘Individual’
	Slide 46: Revised Definition of an ‘Individual’
	Slide 47: New Defined Terms: ‘IAS Incident’ and ‘IAS Consent’
	Slide 48: New Actor Names: Initiating, Passthrough, Responding Nodes
	Slide 49: New Defined Term ‘Security Posture’
	Slide 50: New Defined Term ‘XP Code’
	Slide 51: Mandatory Response Text (Moved to an SOP)
	Slide 52: New: IAS Multiple Services Providers Considerations
	Slide 53: New: IAS Provider Consent Considerations
	Slide 54: Revised IAS Provider Security Requirements
	Slide 55: Revised IAS Provider Security Requirements (Contd.)
	Slide 56: Revised IAS Provider Security Requirements (Contd.)
	Slide 57: Revised IAS Provider Security Requirements (Contd.)
	Slide 58: Revised IAS Provider Security Requirements (Contd.)
	Slide 59: Revised Annual Security Assessments Text
	Slide 60: eHealth Exchange TEFCA  Security Incident Protocol
	Slide 61: New Encryption Requirement
	Slide 62: New Termination Technical Control Requirement
	Slide 63: New Suspension Technical Control Requirement
	Slide 64: New Exhibit 1 Technical Considerations
	Slide 65: New Exhibit 1 Technical Considerations (Contd.)
	Slide 66: Current eHealth Exchange Protocols
	Slide 67
	Slide 68
	Slide 69: Readiness Checklist Directory & Reporting
	Slide 70: How might I obtain additional information?
	Slide 71: Major Technical Differences eHealth Exchange QHIN Participants Must Support
	Slide 72: Next Steps  1. Review the published policy documents (not discussed today) 2. Review the TEFCA Readiness Checklist 3. Let the eHealth Exchange staff know of your organization’s intentions (if you haven’t already)  email: administrator@ehealthexc

