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1 PREFACE 

1.1 Introduction 

The eHealth Exchange (eHx) Foundation specifications define the primary set of services and 

protocols needed to establish a messaging, security, and privacy foundation for the eHx network  

in order to securely exchange interoperable health information over the public Internet. It is upon 

this foundation that the functional set of eHx interfaces operates. 

The eHx consists of Health Information Exchanges, federal, state and county agencies, large 

Integrated Delivery Networks, Dialysis clinics, pharmacies, practices and more. The eHx also 

connects to other networks across the United States. 

This specification does not describe an interface. Instead, it defines the required exchange of 

information describing the initiator of a request between Participants on the eHx. The purpose 

of this information exchange is to enable a Responding Participant to evaluate the request based 

on the information contained in the Initiating Participant’s assertions and its own local policies 

and permissions. This Authorization Framework specification is foundational to the eHx and 

applies to every transaction across the eHx. 

This specification does not intend to conflict with any referenced underlying normative 

standards. The intent is only to constrain for the purposes of eHx interoperability. 

1.2 Intended Audience 

The primary audiences for this eHx specification are individuals responsible for implementing 

software solutions such as project managers, CTOs, CISOs, software engineers, technical product 

managers, IT managers, operations staff, and others with similar roles. 
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It’s assumed that the reader has a moderate degree of familiarity with IHE profiles, esp. XCPD, 

XDR, XCA, XDS, ATNA, CT, BPPC and XUA, and HL7 FHIR. The reader should also have awareness 

of foundational OASIS standards such as WS-Addressing and SAML, RFCs for OAuth 2, JWS and 

JWT, and HL7 FHIR Security. 

1.3 Typographical Conventions 

Quoted items are used precisely in this document, following computer science standards, and 

only quote exact text. So, for example, a quote that is followed by punctuation, is quoted as:  

“https://example.org/csrk/index.html”. not as “http://example.org/csrk/index.html.” 

This convention is followed since the punctuation often changes the semantic meaning of the 

quoted text and can introduce an error, as it would in the above example. 

1.4 Definitions 

The Authorization Framework defines the exchange of metadata used to characterize the 

identity- and authorization- related attributes of an eHx request so that they may be evaluated 

by Participants in local authorization decisions. 

Along with the Messaging Platform, this specification forms the eHx’s messaging, security, and 

privacy foundation. 

A note about terminology: as we are use-case-driven, we define an abstract Authorization 

Framework and workflow in section 2, and realize it (i.e. define the design) for SOAP/SAML in 

section 3 and for FHIR/OAuth2 in section 4. We have opted to keep section 2 simple, describing 

the “what” of the authorization workflow (e.g. authenticating a system) using the familiar actor 

names of Initiating and Responding Participants, without getting into the “how”, which is where 

other actors and terminology differ between SAML and OAuth2. 
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Initiating Participant:  

Initiates a SOAP or RESTful web services transaction with a Responding Participant and 

processes responses. 

Responding Participant:  

Processes and responds to a SOAP or RESTful web services transaction with an Initiating 

Participant.  

Requester:  

A human user, an application, a gateway, or some combination at the Initiating 

Participant, that needs to access services at the Responding Participant. In the context of 

security and access control standards (SAML, OAuth and XACML), the requester is 

referred to as the Subject.  

Subject:  

The entity making the request and asserting certain claims. In the context of security and 

access control standards (SAML, OAuth and XACML), the requester is referred to as the 

Subject, the entity about which claims are made.  This is a different meaning from 

“subject” as used in HL7 FHIR and other healthcare specifications, which typically refers 

to the patient. 

Authentication (“authn”):  

The process of proving a party to the transaction is who they say they are. 

Authorization (“authz”): 

The process of granting an authenticated requester permission to access services in some 

way. In some cases, a human user may only be able to be authenticated to the level of a 
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role at an organization, not to an individual. It is up to the authorization logic to determine 

whether this is sufficient. 

The purpose of the Authorization Framework is to provide the Responding Participant with the 

information needed to make an authorization decision for the requested function. Each initiating 

message must convey information regarding end user attributes and authentication using 

mechanisms described in this specification, e.g.: claims in a SAML 2.0 assertion, claims in a signed 

JWT client assertion, or direct login and granting of access via a user agent. Ultimately the 

Responding Participant, once authentication and authorization requirements are satisfied, 

provides access to resources such as FHIR objects or C-CDA documents. This resource access can 

be via either push- or pull-type transactions.  For push-type transactions, the Responder may 

accept and process the pushed information.  For pull-type transactions, the Responder may allow 

the requester to obtain the requested information. 

1.4.1 Request Definition 

eHx requests are defined by the applicable service interface, the interface operation, and the 

identity of the record target (unambiguous person identity in the Responding Participant, when 

known). 

1.4.2 Identity of the Record Target 

In most eHx requests, Patient Discovery a notable exception, the record target is the 

unambiguous person identity in the Responding Participant. The assertion contained in the 

Authorization Framework declares that the initiating user is authorized by the Initiating 

Participant to access information about this person. It is also required for HIPAA Privacy 

Disclosure Accounting. 

1.5 Focus of this Document 

This specification does not describe an interface. Rather, it defines a framework that enables 

Participants on the eHx to perform authentication and authorization to ensure that a particular 

exchange is permitted. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 5 of 278 

 

 5 ©eHealth Exchange  
 

Specifically, the framework describes the mechanisms by which the requester (the requesting 

system, user, organization, etc.) at the Initiating Participant is authenticated (they are who they 

say they are) and their specific request (which patient, which information, what purpose of use, 

etc.) is authorized (aka access control: they are allowed to do what they are trying to do). 

In order to evaluate a request sent by an Initiating Participant, a Responding Participant must be 

supplied with a standard set of information, which characterizes the initiator of the request. The 

eHx Authorization Framework specification defines this information as well as the mechanism for 

its exchange. 

The framework also describes how the results of these evaluations are conveyed back to the 

requester, and whether/how they affect the requested data. 

1.6 Business Needs Supported by this Specification 

This specification is intended to create an implementation-quality technical specification 

designed to meet the business needs captured in Section 2 and summarized here: 

1. Basic exchange: in which one Participant needs to exchange information with a second 

Participant to meet some end-user goal. 

2. Specific sharing mechanisms: for example, push, pull, subscriptions and workflow. 

3. Discovery: in which systems discover each other’s capabilities. 

4. Routing/Intermediary: in which messages are correctly routed between systems and 

potentially through intermediaries. 

5. Authentication: in which the requesting system, organization and user are proven to be 

accurately identified. 

6. Authorization: in which the specific request is evaluated for approval. 

7. Access restriction: in which various cases of access denial/restriction are addressed. 

8. Data sharing: in which the movement of data between systems/Participants is tracked 

and utilized, leveraging provenance, audit logging and digital signatures. 
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Further, the Authorization Framework is required to support two of the eHx’s central design 

principles: 

Local Autonomy – acknowledges that the decision to release information from one Participant 

to another is a local decision is governed by Federal and State regulations and local policies and 

permissions specific to the Responding Participant. Given this principle, eHx transactions must 

include information about the requester (or sender, depending on whether it is a push or pull 

transaction) in order to enable the Responding Participant to make a decision about whether to 

participate in the requested information exchange. This principle holds whether or not the 

Responding Participant delegates part of this decision to a third-party system (e.g. an Identity 

Provider or Authorization Server). 

Local Accountability – each Participant is accountable for the accuracy of the information it 

provides to assist the decision-making process embodied in the local autonomy principle. This 

includes end-user authentication assertions. 

Together with the [eHx Messaging Platform], this specification is part of the eHx’s messaging, 

security, and privacy foundation. All other service interface specifications assume this 

foundation. 

1.7 Scope 

This specification defines: 

● In section 2, an abstract Authorization Framework to capture common use cases and 

requirements. 

● In section 3, an Authorization Framework for SOAP web services built on SAML 2.0 

mechanisms profiled by IHE XUA. 

● In section 4, an Authorization Framework for HL7 FHIR RESTful services built on OAuth 

2.0/2.1 mechanisms primarily profiled by HL7 UDAP. 

 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
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The following table compares the key flows or features that are in scope for the SOAP and REST 

mechanisms. 

Feature SOAP REST 

Business-to-Business (B2B): Responder authenticates the requester 
to an organization level, determines other details of the request, and 
authorizes non-interactively by accepting claims in a client assertion 
(purpose of use, home community, organization, role, etc.) from a 
trusted Initiating Participant system. Examples: provider, staff, 
backend app or device. 

Y Y 

Business-to-Consumer (B2C): Human user interacts (from a trusted 

Initiating Participant system) to authenticate to their identity at the 

Responding Participant and grant access to the Initiating Participant. 

N Y 

B2B Authentication by Initiator IdP Identity Token: Responder 

authenticates the requester to a known person and authorizes non-

interactively by accepting and matching a mutually trusted identity 

provider’s identity token to a known person. 

N N 

B2B Authentication by Requester Demographics: Responder 

authenticates the requester to a known person and authorizes non-

interactively by accepting and matching demographics to a known 

person. 

N N 

B2C Authentication to Responder IdP: Human user interacts (from a 

trusted Initiating Participant system) to authenticate to their identity 

at a mutually trusted identity provider and grant access to the 

Initiating Participant. 

N Y 
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Feature SOAP REST 

B2B Authentication, Server-based App: Request from an Initiating 

Participant mobile app that runs on a trusted server can be 

authorized without needing to interact. 

Y* Y* 

B2B Authentication, Trusted Native App: Request from an Initiating 

Participant mobile app that is a trusted native app that can protect a 

secret and dynamically register can be authorized without needing 

to interact. 

N N* 

B2C Authentication, Server-based App: Human user interacts to 

authenticate from an Initiating Participant mobile app that runs on a 

trusted server. 

N Y* 

B2C Authentication, Trusted Native App: Human user interacts to 

authenticate from an Initiating Participant mobile app that is a 

trusted native app that can protect a secret and dynamically register. 

N Y* 

B2C Authentication, Untrusted App: Human user interacts to 

authenticate from an Initiating Participant mobile app that is an 

HTML5 or JS in-browser app or a native app that can’t dynamically 

register 

N N 

Retrievable Consent Reference: Initiating Participant includes a 

reference to hosted consent information in its authorization request, 

and Responder retrieves it and incorporates into its authorization 

decision 

Y Y 

Service Security Negotiation: Each Participant discovers the security 
and authorization details of the other Participant. 

N Y 

Complex Exchange Workflow: Related Independent Requests: Y Y 
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Feature SOAP REST 

Complex workflows made up of related but independent SOAP or 
REST web services requests, e.g. deferred or asynchronous requests, 
multi-step workflows, etc. 

Complex Exchange Workflow: Subscriptions N Y 
REST 
Hook 
only 

Complex Exchange Workflow: Messaging N N 

Patient-Directed Data Exchange: Patient, representative, or staff 
can transfer clinical data safely and securely, preventing 
modification, from one Participant to another 

N N 

Zero Intermediaries (i.e. Point to Point): Authorization Workflow 
not through the eHx Hub 

Y Y 

Additional Passive Intermediary: An intermediary other than the 
eHx Hub that works within the existing Authorization Workflow 

Y Y 

Additional Active Intermediary: An intermediary other than the eHx 
Hub that adds behavior or interactions to the Authorization 
Workflow 

N N 

Trust Domain Bridging: Authorization Workflow through the eHx 
Hub to/from an external trust domain 

Y Y 

Authorization Interface Mediation: The eHx Hub mediates 
authorization API incompatibilities 

Y Y 

Omit Protected Data: Responding Participant can enforce an access 
denial by omitting data from the response 

Y Y 
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Feature SOAP REST 

Label Protected Data: Responding Participant can enforce an access 
denial by marking returned data with security labels 

Y* Y* 

Convey an Access Denial: Responding Participant can explicitly 
convey an access denial to the Initiating Participant 

Y Y 

Conceal an Access Denial: Responding Participant can conceal an 
access denial from the Initiating Participant 

Y Y 

Request and receive SMART scopes N/A Y 

Transaction to generate a client assertion N N 

Requirements for recording audit events pertaining to authorization 
activities 

Y Y 

Patient, representative, or staff can discover which Participants 
clinical data has been shared with 

N** N** 

Patient, representative, or staff can revoke access to clinical data 
that was previously shared with Participants (right to be forgotten) 

N** N** 

Patient, representative, or staff can correct erroneous data that was 
previously shared with Participants (distributed Patient Request for 
Corrections) 

N** N** 

Patient, representative, or staff can discover clinical data access 
attempts: successes and failures 

N** N** 

 

* The technical capability is there; this is only a question of policy, DURSA, and onboarding 

testing. 
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** Not in an automated fashion through mechanisms defined in this specification; only through 

analysis of audit logs. 

1.8 Outstanding/Resolved Issues 

1.8.1 Open Questions 

1. Should the eHx require the [Carequality QBDE IG] SOAP mechanism for expressing an 

access denial as a SOAP header block and not a SOAP fault? 

 

This mechanism is required by Carequality participants, and currently optional for eHx 

Participants. The primary advantage of requiring it is that if an error is returned, it allows 

the Initiator to definitively know it was an access denial. 

It can be passed by Carequality participants in responses to eHx participants, because if 

the AccessDenial SOAP header block isn’t understood it can just be ignored. But it may 

not be able to be converted easily in the other direction, as there isn’t a definitive way to 

determine which SOAP faults are access denials. See section 9.3.5 Hub Translation: eHx 

SOAP Access Denial to Carequality SOAP Access Denial. 

2. Should the eHx adopt the Carequality SAML/OAuth mechanism for expressing the IAL of 

the authenticated user as a policy, or look into existing mechanisms like SAML 

authentication context or OIDC token for OAuth? 

 

Partially resolved: for SAML we have optionally adopted the [Login.gov] authentication 

context mechanism, as it supports AAL as well and in a finer-grained, more standardized 

way. It could be combined with the Carequality policy OIDs, which we have adopted. For 

OAuth, we have only adopted the Carequality policy OIDs; there is no standard way to 

express IAL/AAL in a client authentication token. However, there is in an OIDC token. See 

the resolved question “Should the eHx adopt the Carequality FHIR IG mechanism for 
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patient access without requiring the patient to login at the Responder?”. Also see section 

9.3.6 Hub Translation: eHx SAML IAL/PoU to/from Carequality SAML IAL/PoU. 

In addition, we have identified the use case flow for passing an id token, although haven’t 

realized it in either tech. 

3. How should the eHx handle authorization through additional intermediaries? 

 

There is ongoing work addressing federation/intermediaries in FHIR REST: the HL7 ONC 

FAST Hybrid/Intermediary IG and the IHE ITI “MHD to a Federation” white paper, both of 

which have focused to date on addressing and routing, not authorization, and early 

analysis in UDAP.org on federated authorization. Also, TEFCA QTF has the same use case, 

so it needs to be solved. While promising, none of this work is in a state yet where we 

could take advantage of it. 

Here is what we can do today: 

● Represent the identity of a requesting organization and individual at any node in 

an eHx Initiating Participant’s federation in a SAML assertion or an OAuth client 

authentication token in the client credentials flow. 

● Locate an endpoint and eHx-profiled mechanism to reach a specific organization 

or individual in an eHx Responding Participant’s federation, either directly or via 

an intermediary, but not in a standard way and not comprehensively. May 

require additional custom directories to fill in federation details. 

● Use the Authorization Workflow in SOAP/SAML or FHIR/OAuth to authenticate 

and authorize a request from any organization and individual at any node in an 

eHx Initiating Participant’s federation to any node in an eHx Responding 

Participant’s federation, but where the Authorization Workflow only covers the 

eHx hop (two hops including the Hub). In other words, the Authorization 

Workflow is not federated, but must be performed directly by the eHx 
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Participants. Note that this greatly limits the OAuth authorization code flow, as it 

is limited to the eHx hop. 

 

Here is what we need to solve: 

● Address in directory design, deployment and policy: 

○ How identities of organizations and individuals at any node in a 

federation can be and are required to be represented in directories used 

by any other node. 

○ How to differentiate between identities that can be reached directly, 

those that can be reached only via intermediaries, and those that are not 

reachable electronically. 

○ How to represent multiple channels/routes to an identity, differing on 

technology (e.g. SOAP, FHIR REST, FHIR Messaging, Direct), profiles (e.g. 

IHE XCA, MHD, HL7 US Core), networks (e.g. eHx, Carequality, 

CommonWell, TEFCA), and topology (e.g. reachable via two routes in the 

same network). 

○ How to represent memberships and permissions for each identity. 

○ Address central directories, directories per local network (e.g. QHIN), and 

federated/delegated directories. 

● Address in OAuth profiling, deployment and policy: 

○ How the Authorization Server of any node in a federation with a FHIR 

REST channel can be discovered by any other node. 

○ Whether/how to proxy a federated Authorization Server or access it 

directly. 

○ Whether/how to conduct the OAuth authorization code flow across 

multiple hops. Note that we have designed an approach for eHx (see 

section 4.12.1.3 Handling User Agent Interaction Across the eHx Hub); 

perhaps this can be standardized. 
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● Address in policy: 

○ How relying parties (SOAP Responders, OAuth Authorization Servers and 

OAuth Resource Servers) can and should rely on discoverable federated 

identities to perform authentication and authorization. Once a relying 

party at any node in a federation can authenticate an identity from any 

other node, and its claimed memberships and permissions, should they 

be required to authorize based on these claims? 

 

4. Should eHx consider any centralized mechanisms for automating per-Participant 

governance in OAuth? 

 

Historically, in SOAP web services, clients (Initiating Participants) have been very similar: 

back-end, trusted systems, typically accessing for Treatment. But in the future, we may 

see more specialized clients, for example, devices that emit or consume only certain FHIR 

resources. In OAuth, the Authorization Server manages its own business rules for each 

client that govern, for example, what scopes to grant (see our guidance on use of SMART 

scopes). There is no defined mechanism for any centralized governance. One idea is that 

the eHx directory could contain allowed scopes for specific clients. Authorization Servers 

could query these scopes and grant access accordingly. 

As an example, an Initiating Participant approaches the eHx about approving some 

specialized device, like a BP cuff, that will only write Observations. The eHx would have 

some modified onboarding process, then add that client info to the directory, containing 

the scope “system/Observation.c”. 

This would be in addition to the coarser-grained centralized governance of issuing and 

revoking certificates. 
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1.8.2 Resolved Questions 

1. Should the eHx adopt IHE XUA for SOAP/SAML? It is used by other networks, but there 

are some breaking changes. 

Yes, but with guidance and Hub mediation to ease the transition. See sections 3.12 

Message Requirements: SOAP Request SAML Assertion and 3.15 Processing 

Requirements: SOAP Request SAML Assertion. 

2. For OAuth, should the eHx adopt IHE IUA, SMART on FHIR or HL7 UDAP? 

We built upon all three, but primarily on HL7 UDAP, for the following reasons: 

● HL7 UDAP provided profiling for key areas we needed: authorization server 

metadata lookup, dynamic client registration, and an asymmetric key-signed 

client authentication token with healthcare claims like purpose of use, passed 

into the access token request. 

● The timelines were such that while we were writing this specification, HL7 UDAP 

was being written as well, so we were able to take advantage of that and address 

issues in it rather than needing to in this specification. 

● We incorporated SMART on FHIR capabilities like scopes to a great deal, and HL7 

UDAP has worked to remain complementary to SMART, not in conflict. 

● We incorporated IHE IUA capabilities regarding the content and usage of the 

access token, which HL7 UDAP was silent on. 

 

We created a diagram showing how the OAuth 2 profiles (and RFC extensions) we 

adopted intersect with specific parts of the OAuth workflow in section 4.5.3.1 OAuth 2 

Extensions and Profiling. 

3. Should the eHx adopt the Carequality predefined policy OIDs for things like “Signed 

requester’s form available in-band”? If not, should eHx define its own? Should the eHx 

adopt the Carequality restriction that only predefined policy OIDs can be used? 
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We decided to use the Carequality OIDs for compatibility, reserving the right to add 

values. See section 4.12.2.3.2 Asserting Policies and Policy Instances. 

4. Should the eHx adopt the Carequality FHIR IG mechanism for patient access without 

requiring the patient to login at the Responder? 

We decided not to at this time. This mechanism uses the client credentials flow, passing 

an identity-proofed patient’s demographics in the client authentication token. The 

Responder would then attempt to match the patient and grant access. In discussions with 

vendors, there was reluctance to support this. No matter how good the identity proofing 

is at the Initiator, there is the possibility of a false positive match at the Responder, leading 

to inadvertent disclosure. One possibility in the future would be to pass a mutually-

trusted OIDC token instead. We will monitor future work in the Carequality FHIR IG and 

the ONC FAST Identity groups. 

5. Should eHx consider adopting the newer 2.0 versions of [XML Signature 1.0] (2.0) and 

[Canonical XML 1.0] (2.0)? They say they have solved many issues. 

We decided not to at this time. We haven’t analyzed what has changed, and we have 

already addressed issues in the flavors of signature that we use. Maybe, although unlikely, 

in the future. 

6. Which subscription notification channels should the eHx support? Should we wait until a 

subscription spec is adopted? 

See section 4.14 Subscriptions. At this time, we have only defined support for REST 

Hooks, as it lends itself best to cross-gateway notifications. Note: The [Carequality Push 

Notifications IG] also limits support to this channel. 

Websockets keeps a socket open, so is much less scalable. In addition, it doesn’t support 

the Authorization header. There are ways to secure it with OAuth, but they are 

proprietary. 

Because this specification doesn’t yet support full FHIR Messaging, we don’t yet support. 

https://www.w3.org/TR/xmldsig-core2/
https://www.w3.org/TR/2013/NOTE-xml-c14n2-20130411
http://build.fhir.org/ig/Carequality/CEQSubscription/branches/master/StructureDefinition-CEQsubscription.html


 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 17 of 278 

 

 17 ©eHealth Exchange  
 

SMS and email may become useful, especially for mobile apps. But keep in mind that 

server-based mobile apps can use REST Hooks and can take care of the last hop to the 

device however they want. 

1.9 Related Policy Changes 

1.9.1 Access Equivalency Policy 

CONF-001: If the Receiving Participant provides multiple APIs (e.g. FHIR, SOAP) to the same 

underlying data, it SHALL authorize access similarly irrespective of the API used. 

Informative: For example, if a system makes the same document available through SOAP and 

FHIR APIs, a request that would be granted for SOAP should also be granted for FHIR, assuming 

all details of the request and requester are the same. 

1.10 Intellectual Property Rights 

This document is Copyright© 2020-22 eHealth Exchange. 

HL7®, CDA®, and FHIR® are registered trademarks of Health Level 7, and are used with 

permission. 

1.11 Related Documents 

Note: Whenever possible, hyperlinks in this document to related documents go to the most 

specific section or page. 

1.11.1 Normative 

This interface specification references the following standards for normative requirements. 

Specific deviations from or constraints upon these standards are identified below. 

1. Assertions and Protocols for Security Assertion Markup Language (SAML) 
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a. Org/SDO: OASIS 

b. Version #: V2.0 (2005-03-15) with errata (2012-05-01) 

c. Links to documents and sections of focus: 

i. [SAML 2.0] Assertions and Protocols (also known as "Core"): 

http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf  

1. Section 2 - Assertion element 

2. Section 5 - SAML and XML Signature Syntax and Processing 

ii. [SAML 2.0 Errata] SAML Version 2.0 Errata 05: http://docs.oasis-

open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html  

iii. Assertion Schema: http://docs.oasis-open.org/security/saml/v2.0/saml-

schema-assertion-2.0.xsd  

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: 

i. [XML Signature 1.0] 

2. [SAML 2.0 Authentication Context] Authentication Context for Security Assertion 

Markup Language (SAML) 

a. Org/SDO: OASIS 

b. Version #: V2.0 (2005-03-15) 

c. Links to documents and sections of focus: 

i. https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-

os.pdf  

ii. Section 3.4 - Schemas defined as part of the base spec 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

3. [SOAP Message Security 1.1.1] Web Services Security: SOAP Message Security 

a. Org/SDO: OASIS 

b. Version #: V1.1.1 (2012-05-18) 

c. Links to documents and sections of focus: 

http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=11
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=68
http://docs.oasis-open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html
http://docs.oasis-open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html
http://docs.oasis-open.org/security/saml/v2.0/saml-schema-assertion-2.0.xsd
http://docs.oasis-open.org/security/saml/v2.0/saml-schema-assertion-2.0.xsd
https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf#page=22
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i. http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-

SOAPMessageSecurity-v1.1.1-os.html  

ii. Section 5 - Security header 

iii. Section 8.5 - Signature Confirmation 

iv. Section 10 - Security Timestamps 

v. Section 12 - Error Handling 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

4. [SAML Token Profile 1.1.1] Web Services Security: SAML Token Profile 

a. Org/SDO: OASIS 

b. Version #: V1.1.1 (2012-05-18) 

c. Links to documents and sections of focus: 

i. http://docs.oasis-open.org/wss-m/wss/v1.1.1/wss-SAMLTokenProfile-

v1.1.1.html 

ii. Section 3.1 - Processing Model 

iii. Section 3.4 - Identifying and Referencing Security Tokens 

iv. Section 3.5 - Subject Confirmation of SAML Assertions 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

5. [Canonical XML 1.0] Canonical XML 

a. Org/SDO: W3C 

b. Version #: V1.0 (2001-03-15) 

c. Links to documents and sections of focus: 

i. https://www.w3.org/TR/2001/REC-xml-c14n-20010315  

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

6. [Exclusive XML Canonicalization 1.0] Exclusive XML Canonicalization 

a. Org/SDO: W3C 

b. Version #: V1.0 (2002-07-18) 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407933
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407959
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407973
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
http://docs.oasis-open.org/wss-m/wss/v1.1.1/wss-SAMLTokenProfile-v1.1.1.html
http://docs.oasis-open.org/wss-m/wss/v1.1.1/wss-SAMLTokenProfile-v1.1.1.html
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397281
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397288
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
https://www.w3.org/TR/2001/REC-xml-c14n-20010315
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c. Links to documents and sections of focus: 

i. https://www.w3.org/TR/2002/REC-xml-exc-c14n-20020718/  

ii. Section 1.3 - Limitations 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: 

i. [Canonical XML 1.0] 

7. [XML Signature 1.0] XML Signature Syntax and Processing 

a. Org/SDO: W3C 

b. Version #: V1.0 (2002-02-12) 

c. Links to documents and sections of focus: 

i. https://www.w3.org/TR/2002/REC-xmldsig-core-20020212/  

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: 

i. [Canonical XML 1.0] 

8. [WS-Security Policy 1.2] Web Services Security: Security Policy 

a. Org/SDO: OASIS 

b. Version #: V1.2 (2007-07-01) 

c. Links to documents and sections of focus: 

i. http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-

securitypolicy-1.2-spec-os.html  

ii. Section 8.3 - EndorsingSupportingTokens Assertion 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus:  

i. Web Services Description Language (WSDL) 1.1 

ii. WS-Policy 1.5 

iii. X.509 Token Profile 1.0 

iv. [XML Signature 1.0] 

v. [SOAP Message Security 1.1.1] 

vi. [SAML Token Profile 1.1] 

https://www.w3.org/TR/2002/REC-xml-exc-c14n-20020718/
https://www.w3.org/TR/2002/REC-xml-exc-c14n-20020718/#sec-Limitations
https://www.w3.org/TR/2002/REC-xmldsig-core-20020212/
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html#_Toc161826564
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9. [Basic Security 1.1] Basic Security Profile 

a. Org/SDO: WS-I 

b. Version #: V1.1 

c. Links to documents and sections of focus: 

i. http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html  

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: 

i. [XML Signature 1.0] 

ii. Web Services Description Language (WSDL) 1.1 

iii. X.509 Token Profile 1.0 

10. [XSPA SAML 1.0] Cross-Enterprise Security and Privacy Authorization (XSPA) Profile of 

Security Assertion Markup Language (SAML) for Healthcare 

a. Org/SDO: OASIS 

b. Version #: V1.0 

c. Links to documents and sections of focus: 

i. https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf 

d. eHx Deviations or Constraints: 

i. All XSPA content needed is fully incorporated in [IHE XUA]. 

e. Underlying Specifications of Focus: None 

11. [IHE XUA] Cross Enterprise User Assertion (XUA) Profile 

a. Org/SDO: Integrating the Healthcare Enterprise (IHE) 

b. Version #: Revision 19.0, June 17, 2022 – Final Text 

c. Links to pages and sections of focus: 

i. https://profiles.ihe.net/ITI/TF/Volume1/ch-13.html  

ii. Volume 1 Section 13 - Cross Enterprise User Assertion (XUA):  

iii. Volume 2 Section 3.40 - Provide X-User Assertion [ITI-40] 

iv. Volume 2 Appendix V - Web Services for IHE Transactions 

d. eHx Deviations or Constraints: 

http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html
https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf
https://profiles.ihe.net/ITI/TF/Volume1/ch-13.html
https://profiles.ihe.net/ITI/TF/Volume1/ch-13.html
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40
https://profiles.ihe.net/ITI/TF/Volume2/ch-V.html#Appendix%20V
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i. IHE has moved to HTML-based specifications which are updated 

quarterly, and does not host prior versions (although they are available as 

zip archives). This eHx specification was developed against a specific 

version noted above which is in Final Text. This means that any 

subsequent updates must be non-breaking. For this reason, our links are 

to the current published version. 

e. Underlying Specifications of Focus: 

i. [XSPA SAML 1.0] 

12. [RFC 6749] The OAuth 2.0 Authorization Framework 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: V2.0 October 2012: https://www.rfc-editor.org/rfc/rfc6749  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: core HTTP 1.1 specifications: 

i. [RFC 7230] Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and 

Routing 

1. https://datatracker.ietf.org/doc/html/rfc7230  

ii. [RFC 7231] Hypertext Transfer Protocol (HTTP/1.1): Semantics and 

Content 

1. https://datatracker.ietf.org/doc/html/rfc7231  

iii. [RFC 7232] Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests 

1. https://www.rfc-editor.org/rfc/rfc7232  

iv. [RFC 7233] Hypertext Transfer Protocol (HTTP/1.1): Range Requests 

1. https://datatracker.ietf.org/doc/html/rfc7233  

v. [RFC 7234] Hypertext Transfer Protocol (HTTP/1.1): Caching 

1. https://datatracker.ietf.org/doc/html/rfc7234  

vi. [RFC 7235] Hypertext Transfer Protocol (HTTP/1.1): Authentication 

1. https://datatracker.ietf.org/doc/html/rfc7235  

13. [RFC 6750] The OAuth 2.0 Authorization Framework: Bearer Token Usage 

https://www.rfc-editor.org/rfc/rfc6749
https://datatracker.ietf.org/doc/html/rfc7230
https://datatracker.ietf.org/doc/html/rfc7231
https://www.rfc-editor.org/rfc/rfc7232
https://datatracker.ietf.org/doc/html/rfc7233
https://datatracker.ietf.org/doc/html/rfc7234
https://datatracker.ietf.org/doc/html/rfc7235
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a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: V2.0 October 2012: https://www.rfc-editor.org/rfc/rfc6750.html  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

14. [RFC 7515] JSON Web Signature (JWS) 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: May 2015: https://www.rfc-editor.org/rfc/rfc7515  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

15. [RFC 7518] JSON Web Algorithms (JWA) 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: May 2015: https://www.rfc-editor.org/rfc/rfc7518.html  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

16. [RFC 7519] JSON Web Token (JWT) 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: May 2015: https://www.rfc-editor.org/rfc/rfc7519.html  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

17. [RFC 7521] Assertion Framework for OAuth 2.0 Client Authentication and Authorization 

Grants 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: May 2015: https://www.rfc-editor.org/rfc/rfc7521.html  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

https://www.rfc-editor.org/rfc/rfc6750.html
https://www.rfc-editor.org/rfc/rfc7515
https://www.rfc-editor.org/rfc/rfc7518.html
https://www.rfc-editor.org/rfc/rfc7519.html
https://www.rfc-editor.org/rfc/rfc7521.html
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e. Underlying Specifications of Focus: None 

18. [RFC 7523] JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and 

Authorization Grants 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: May 2015: https://www.rfc-editor.org/rfc/rfc7523  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

19. [RFC 7591] OAuth 2.0 Dynamic Client Registration Protocol 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: July 2015: https://www.rfc-editor.org/rfc/rfc7591.html  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

20. [OAuth 2.1] The OAuth 2.1 Authorization Framework 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: 24 July 2022 draft-ietf-oauth-v2-1-06: 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-06  

c. Links to sections of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

21. [HL7 UDAP] HL7 UDAP Security for Scalable Registration, Authentication, and 

Authorization 

a. Org/SDO: Health Level 7 (HL7®) 

b. Version #: V0.1.0 - STU 1 Ballot: http://hl7.org/fhir/us/udap-security/2021Sep/  

c. Links to pages of focus: 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus:  

https://www.rfc-editor.org/rfc/rfc7523
https://www.rfc-editor.org/rfc/rfc7591.html
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-06
http://hl7.org/fhir/us/udap-security/2021Sep/
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i. [UDAP.org] Unified Data Access Profiles (UDAP™): 

https://www.udap.org/  

22. [SMART App Launch] SMART App Launch Framework 

a. Org/SDO: Health Level 7 (HL7®) 

b. Version #: V2.0.0 - Standard for Trial Use: http://hl7.org/fhir/smart-app-

launch/index.html  

c. Links to pages of focus: 

i. 3 App Launch: Scopes and Launch Context 

d. eHx Deviations or Constraints: See section 4.9.2 OAuth 2 Scopes 

e. Underlying Specifications of Focus: None 

23. IHE IT Infrastructure Technical Framework Supplement: Internet User Authorization 

(IUA) 

a. Org/SDO: Integrating the Healthcare Enterprise (IHE) 

b. Version #: Revision 2.2 - Trial Implementation 

c. Links to documents and sections of focus: 

i. IHE IUA Supplement: https://profiles.ihe.net/ITI/IUA/index.html  

ii. Note: we do not refer to this supplement directly; it describes content to 

be integrated in the existing ITI Volumes. When we refer to that content 

in this specification, we use the destination volume, e.g., [IHE ITI TF-2]. 

d. eHx Deviations or Constraints: We do not adopt it fully. See 4.5.3 Underlying 

Standards. 

e. Underlying Specifications of Focus: None 

24. IHE IT Infrastructure Technical Framework Supplement: IHE Appendix on HL7® FHIR® 

a. Org/SDO: Integrating the Healthcare Enterprise (IHE) 

b. Version #: Revision 2.4, June 17, 2022 Trial Implementation 

c. Links to documents and sections of focus: 

i. IHE Appendix Z Supplement:  

https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Suppl_Appx-

Z.pdf 

https://www.udap.org/
http://hl7.org/fhir/smart-app-launch/index.html
http://hl7.org/fhir/smart-app-launch/index.html
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#app-launch-scopes-and-launch-context
https://profiles.ihe.net/ITI/IUA/index.html
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Suppl_Appx-Z.pdf
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Suppl_Appx-Z.pdf
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ii. Note: we do not refer to this supplement directly; it describes content to 

be integrated in the existing ITI Volumes. When we refer to that content 

in this specification, we use the destination volume, e.g., [IHE ITI TF-2]. 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications: [HL7 FHIR R4] 

1.11.2 Informative 

This interface specification references the following standards for informative guidance: 

1. [HL7 FHIR R4] Fast Healthcare Interoperability Resources (FHIR®) 

a. Org/SDO: Health Level 7 (HL7®) 

b. Version #: R4 (4.0.1): http://hl7.org/fhir/R4/  

c. Links to pages of focus: 

i. 6.1.0 FHIR Security 

ii. 3.4.4.1 Asynchronous Messaging using the RESTful API 

iii. 2.46 Resource Subscription - Content  

iv. 3.1.6 Asynchronous Request Pattern 

v. 6.1.1 Security Labels 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

2. [RFC 8414] OAuth 2.0 Authorization Server Metadata 

a. Org/SDO: Internet Engineering Task Force (IETF) 

b. Version #: June 2018: https://www.rfc-editor.org/rfc/rfc8414.html  

c. Links to documents and sections of focus: 

d. Links to pages of focus: 

e. eHx Deviations or Constraints: None 

f. Underlying Specifications of Focus: None 

3. Trusted Exchange Framework and Common Agreement (TEFCA) 

a. Org/SDO: The Office of the National Coordinator for Health Information 

Technology (ONC) 

http://hl7.org/fhir/R4/
http://hl7.org/fhir/R4/security.html#6.1.0
http://hl7.org/fhir/R4/messaging.html#rest
http://hl7.org/fhir/R4/subscription.html#2.46
http://hl7.org/fhir/R4/async.html#3.1.6
http://hl7.org/fhir/R4/security-labels.html#6.1.1
https://www.rfc-editor.org/rfc/rfc8414.html
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b. Version #: Draft 2 (2019-04-09): 

https://www.healthit.gov/sites/default/files/page/2019-

04/FINALTEFCAQTF41719508version.pdf  

c. Sections of focus: 

i. [TEFCA QTF] Appendix 3: Qualified Health Information Network (QHIN) 

Technical Framework, Draft 1 

d. eHx Deviations or Constraints: None 

e. Underlying Specifications of Focus: None 

1.12 Relationship to Other eHx Specifications 

This specification is intended to replace use of the 1/29/2010 NHIN Authorization Framework 

Specification v2. 

This specification is related to other eHx specifications as described below. 

The [eHx Messaging Platform] specification specifies a base set of messaging standards and web 

service protocols that must be implemented by each eHx gateway and applies to all transactions. 

All eHx inter-nodal messages are SOAP messages over HTTP using web services and must be 

encrypted and digitally signed. 

Informative: The eHx expects to add HL7® FHIR®-based transactions to the Messaging Platform 

specification in the future. 

The Authorization Framework is not specifically related to eHx directory queries or updates, as it 

does not define a transaction. Rather, it describes the information, which must accompany each 

SOAP or FHIR transaction, to enable authentication, authorization, audit logging, and similar 

security capabilities. 

Along with the Messaging Platform, this specification forms the eHx’s messaging, security, and 

privacy foundation. It employs SAML 2.0 for SOAP-based transactions, and OAuth 2.0/2.1 for 

FHIR-based transactions. 

https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://www.healthit.gov/sites/default/files/page/2019-04/FINALTEFCAQTF41719508version.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
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1.13 Conventions Used in this Specification 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 

NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as 

described in [RFC 2119]. 

Conformance statements (CONF-XXX:...) are normative requirements. Each conformance 

statement is intended to be a context-independent, testable assertion that can be directly tested 

by a human or an automated test case. 

Informative blocks of text (Informative:...) are explanatory and not binding in any way. 

The examples, figures and tables in this specification are non-normative unless labeled 

otherwise. Implementers are advised to not treat these non-normative sections as normative. In 

the event that non-normative examples, figures and tables disagree with normative text, the 

normative text is authoritative. 

1.14 References 

 

“Restatement II of the Data Use and Reciprocal Support Agreement (DURSA),” Version Dated 

August 13, 2019: 

·       Section 1(kk), Definition:  Performance and Services Specification 

·       Section 10, Performance and Service Specifications  
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1.15 Version History 

 

Version Date Author(s) Comments 

4.0 draft 2022-09-15 Eric Heflin The eHealth Exchange Technical Workgroup 
recommended the Coordinating Committee 
approve requiring participants adherence to the 
new eHealth Exchange Authorization Framework 
Specification instead of adhering to the 7/27/2011 
NHIN Authorization Framework Specification v3.0.  

4.0 2024-??-?? Eric Heflin The Coordinating Committee approved requiring 
participants adhere to the eHealth Exchange 
Authorization Framework Specification v4.0 for all 
eHealth Exchange SOAP and FHIR transactions 
instead of adhering to the 7/27/2011 NHIN 
Authorization Framework Specification v3.0 with 
an effective date of 2024-??-??   
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2 COMMON AUTHORIZATION FRAMEWORK 

This section defines the common assumptions, principles and requirements that apply to the 

Authorization Framework across both SOAP- and FHIR-based transactions. 

2.1 Framework Principles and Assumptions 

The following assumptions or design principles underlie this specification: 

● All inter-Participant SOAP or RESTful transactions on the eHx must utilize the 

Authorization Framework. 

● The Responding Participant uses the information conveyed via the Authorization 

Framework to inform its local authorization decision. Refer to Local Autonomy, as 

described in section Business Needs Supported by this Specification of this specification. 

● The Responding Participant may additionally use the information conveyed in the details 

of the clinical request to inform its local authorization decision. 

● Participant architectures are decoupled and externally opaque. While each Participant 

must conform to the eHx Performance and Service Specifications for inter-Participant 

transactions. Internal security mechanisms and standards (within Participant 

infrastructure) are to be defined by each Participant. 

● Auditing needs to meet current federal law and applicable state regulations such as 

Accounting Of Disclosures. This framework will define auditing requirements that meet 

federal needs, and Participants will need to determine applicable state laws and 

regulations and impact on auditing requirements. 

● The Framework defines two general mechanisms for trust and authorization: Business-

to-Business (B2B) and Business-to-Consumer (B2C). 

 

Business-to-Business (B2B): 
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● The B2B mechanism is non-interactive; in other words, it enables “behind-the-scenes” 

authorization between eHx Participants without additional user interaction. It does this 

by leveraging the organizational relationship established by Participants signing the eHx 

DURSA, which may be augmented by additional partner agreements. 

● The most common case enables trust and authorization at the level of a requesting 

organization. In this case the user is a provider or staff acting as a legitimate 

representative of the requesting organization, and thus would not be expected or 

required to have an identity defined in the Responding Participant’s security domain. 

This principle is designed to avoid the need for the difficult process of cross provisioning 

and synchronizing end-user identities across organizational boundaries. 

● In other cases (see the B2B alternate flows in section 2.2.3.5 Alternate Flows), the user 

can be authenticated to a specific person known to the Responding Participant, but 

without additional user interaction (e.g. logging into an account). 

● In any case, the Initiating Participant is responsible for the local authentication of its 

users and authorization of their outgoing requests. Refer to Local Accountability, as 

described in section 1.4 Definitions. 

● The Initiating Participant conveys details of the request in an assertion, which must 

include all REQUIRED attributes in each request. It is at the discretion of the Responding 

Participant to decide which attributes to consider in its local authorization decision. 

● The assertion attribute definitions specified in this document are not intended to be an 

exhaustive and restrictive list of attributes that may be specified in the SAML or OAuth 

assertions. This document recognizes that some integration profiles may have a need 

for custom assertion statements, and does not preclude their use. 

 

Business-to-Consumer (B2C): 

● The B2C mechanism is interactive; in other words, a human user interacts with the 

Responding Participant to authenticate himself and to authorize the access he needs. 
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● While B2C may leverage the organizational relationship established by Participants to 

determine trust in the Initiating Participant system, the specific user needs to be 

authenticated and authorized as well. 

● The user may be authenticated and authorized by the Initiating Participant prior to the 

exchange. 

● The user is authenticated and authorized by the Responding Participant during the 

exchange. 

 

2.2 High Level Use Case Descriptions 

We describe use cases from many different perspectives, because each can drive security 

requirements. Because there are so many, we are not fleshing them out at this level. 

2.2.1 Use Cases Purpose 

The focus in these use cases is to identify realistic and needed scenarios that drive specific feature 

needs from the Authorization Framework. Use cases are a critical component of the specification 

as they are our benchmark; with use cases we can determine if the associated functional 

requirements, and the technical implementation specification are sufficient to meet our shared 

requirements.  They also allow us to determine if there are gaps, or are unneeded features.  

Hence properly defined use cases are critical to the success of this implementation guide. 

In some cases, we define use cases and flows beyond what we expect to implement, then mark 

them as not currently supported. This is intended to show we have considered various 

possibilities, rather than there being an oversight. It also provides a structure for future scope. 

 

In sections 3 (SOAP/SAML) and 4 (FHIR/OAuth), these abstract use cases are “realized” in their 

respective technologies. There, scope may be reduced further due to limitations of the 

mechanisms or to lack of compelling need. 
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2.2.2 Assumptions / driving requirements for all use cases 

● Most eHx use case flows (e.g. Push, Pull, Subscribe) provide protection (e.g. 

authorization) for services at the Responding Participant. However, there are alternate 

flows (e.g. Deferred/Async response, Notify, etc.) where this is reversed, and the flow 

provides protection for services at the Initiating Participant. 

● All use cases should allow for zero, one or more intermediaries to participate. 

● How the Initiating Participant looks up the Responding Participant and what the 

mechanism is to route through intermediaries are both out of scope for these use cases. 

● All transactions crossing organizational boundaries SHOULD be audit logged by all 

participants and intermediaries. See section 6 and each transaction’s auditing 

requirements. 

● In many cases, such as treatment, the Responding Participant does not need to 

authenticate the Requester to a specific known human user; this is shown in the flow 

“Business-to-Business (B2B)”. There are additional flows that authenticate to a specific 

known identity if needed for authorization, for example, in patient request cases. 

2.2.3 Use Case: Exchange Clinical Information 

This is the key run-time use case defined by the Authorization Framework. Other use cases deal 

with analysis after the fact. It is also referred to in this specification as the “Authorization 

Workflow”. 

 

2.2.3.1 Preconditions 

1. The human user or automated system has been provisioned and has authenticated at 

the Initiating Participant. 

2. The Initiating Participant has knowledge of the Responding Participant’s service 

endpoints. 
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3. The trust fabric (defined in part by this specification) exists, by which the Responding 

Participant (e.g. the data holder in a Pull scenario) can make a determination that: 

a. The subject of the data (the patient in question) has expressed consent for 

sharing of her data. 

b. The action requested by the Initiating Participant may proceed. 

2.2.3.2 Use Case Triggers 

These triggers are often distinguished by the PurposeOfUse asserted, but may have other unique 

security considerations. If security considerations are different enough to drive requirements, 

they are extracted into their own flows. 

1. Clinician needs to exchange (push, pull or subscribe to) clinical information to perform 

treatment in an ordinary or emergency treatment setting. 

2. Clinician needs to “break the glass” to obtain data otherwise restricted. 

a. Note that this is different from emergency. 

3. Healthcare facility staff wants to configure a trusted device/system to exchange clinical 

info with another community without a manual/human trigger. 

a. Device/system that submits info (e.g. glucose monitor) 

b. Device/system that reads info and potentially triggers follow on actions (e.g. 

glucose/insulin POD) 

4. Patient wants to access her clinical information at a community. 

5. Patient wants to submit clinical information manually (PGD) to a community. 

6. Patient wants to submit clinical information via a device (PGD) to a community. 

7. Patient wants to share her information collected via a third party system (e.g. FitBit, 

Apple Watch) with a community. 

8. Clinical study author wants to use the eHx to perform research. 

9. Clinical study author wants to use the eHx to recruit subjects. 

10. Public Health authority wants to receive clinical information submitted from eHx 

participants (standard reporting process). 
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11. Public Health authority wants to request clinical information from eHx participants 

(targeted queries for outbreak analysis). 

12. Something for a public health emergency? 

13. Quality? 

14. Clinical decision support? Just a special case of treatment? 

15. Bulk deidentified data? Just a special case of research? 

2.2.3.3 Basic Flow 

 

Note: Although not shown, all steps between Participants are through the eHx Hub acting as an 

intermediary. Steps 2-4 and 5-7 may be ordered differently or combined, when realized in specific 

technologies. 

Assumption for Basic Flow: Both Participants are communicating through trusted backend 

systems. 
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1. A Requester at the Initiating Participant triggers an action to exchange (e.g. pull, push, 

subscribe to) clinical information with another Responding Participant. 

2. The Initiating Participant authenticates the Responding Participant system. 

3. The Initiating Participant authorizes the outgoing request. 

4. The Initiating Participant passes information about the request, requester and security 

context to the Responding Participant. 

5. The Responding Participant authenticates the Initiating Participant system and 

requester. 

6. The Responding Participant authorizes the incoming request. 

7. The Responding Participant enforces the authorization and performs the request. 

8. The Responding Participant returns a response to the Initiating Participant via the eHx 

Hub. 

2.2.3.4 Postconditions 

1. Any data obtained as a result of the exchange is shared according to applicable policies, 

laws and per-request restrictions. 

2.2.3.5 Alternate Flows 

2.2.3.5.1 Business-to-Business (B2B) 

1. Additional precondition: the triggering user/system has been authenticated at the 

Initiating Participant. 

2. In step 4, the information about the requesting user is not intended to authenticate the 

user to a specific person known at the Responding Participant. While there may be user-

specific information, it is intended only for audit logging. 

3. In step 5, the Responding Participant authenticates the requesting user to a generic user 

at the requesting organization acting in a defined role. This identity will serve as input to 

the authorization decision in step 6. 

4. The use case continues. 

5. Example: A HIPAA-covered entity uses the eHx to access appropriate clinical content. 

The end-user is known specifically only at the Initiating Participant. 
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2.2.3.5.2 Business-to-Consumer (B2C) 

1. In step 4, the Initiating Participant requests that the Responding Participant engage the 

user to perform authentication and authorization of the request. 

2. In steps 5 and 6, the human user interacts with the Responding Participant to 

authenticate herself and grant permission. 

3. The use case continues. 

4. Example: A patient uses the eHx to access her own clinical content, where the patient 

has an identity (i.e. login) at the responding node. 

5. Example: A provider uses an untrusted smartphone app to access information at a 

Responding Participant where she has an account. 

2.2.3.5.3 B2B: Authentication by Initiator IdP Identity Token 

1. Additional precondition: the user has been identity proofed and authenticated at an 

identity provider (IdP) trusted by the Initiating Participant. 

2. In step 4, the Initiating Participant includes an identity token from the IdP about the 

specific requesting person to the Responding Participant. 

3. In step 5, the Responding Participant verifies trust in the IdP, then authenticates the 

requesting person to a known person at the Responding Participant by matching the 

identity token. 

4. The use case continues. 

2.2.3.5.4 B2B: Authentication by Requester Demographics 

1. Additional precondition: the user has been identity proofed and authenticated at the 

Initiating Participant. 

2. In step 4, the Initiating Participant includes identity proofing, authentication and 

demographic information about the specific requesting person to the Responding 

Participant. 

3. In step 5, the Responding Participant authenticates the requesting person to a known 

person at the Responding Participant by probabilistic demographic matching. 

4. The use case continues. 
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5. Example: Patient accessing her own record at another system. 

6. Note: If the user is not a provider or clinical staff (e.g. a patient), the tolerance for 

inadvertent disclosure is much lower. 

2.2.3.5.5 B2C: Authentication to Responder IdP 

1. In step 4, the Initiating Participant requests that the Responding Participant engage the 

user to perform authentication and authorization of the request. The Initiating 

Participant requests and/or the Responding Participant decides to use a mutually 

trusted identity provider (IdP) to authenticate the user. 

2. In steps 5 and 6, the human user interacts with the Responding Participant and the IdP 

to authenticate herself and grant permission. 

3. The use case continues. 

2.2.3.5.6 Server-based Mobile App 

1. Assumption: The Initiating Participant is communicating through a mobile app that runs 

on a trusted server. 

2.2.3.5.7 Trusted Native App 

1. Assumption: The Initiating Participant is communicating through a trusted native app, 

i.e. that can protect a secret. 

2.2.3.5.8 Untrusted Mobile App 

1. Assumption: The Initiating Participant is communicating through an untrusted mobile 

app, i.e. that cannot protect a secret. 

2.2.3.5.9 Retrievable Consent Reference 

1. Additional precondition: the Initiating Participant has captured and hosted additional 

consent information that can be made available to the Responding Participant to 

contribute to the authorization decision. 

2. In step 4, the Initiating Participant includes reference(s) to additional consent 

information to the Responding Participant. 
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3. The Responding Participant optionally obtains the additional information before making 

an authorization decision. 

4. The use case continues. 

5. Example: SSA including a reference to a signed SSA-827 form (patient consent) 

formatted as a BPPC document. 

2.2.3.5.10 Service Security Negotiation 

1. Prior to the specific clinical exchange, each Participant discovers the security and 

authorization details of the other Participant. 

2.2.3.5.11 Complex Exchange Workflow 

1. In step 1, the Requester triggers an exchange workflow more complex than a single 

transaction, for example: making a deferred or asynchronous request, making a 

subscription, executing a step in a clinical workflow. 

2. The use case proceeds as normal for the initial triggering transaction. 

3. For subsequent transactions as part of this workflow (asynchronous responses, 

subscription notifications, etc.) the authorization details are dependent on the specific 

mechanisms. 

2.2.3.5.12 Patient-Directed Data Exchange 

1. In this flow, the trigger at the Initiating Participant is a patient who wishes to obtain his 

clinical information from one system and supply it to another. The receiving system 

needs to know the data remains intact. 

2. In step 4, the Initiating Participant includes a request for a protected data export in the 

information passed to the Responding Participant. 

3. In step 7, the Responding Participant returns a means for the patient to transfer the 

data safely to an intended recipient. 

4. Question: Assuming a digital signature would be used, for how long would the signature 

need to be verifiable? 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 40 of 278 

 

 40 ©eHealth Exchange  
 

2.2.3.5.13 Zero Intermediaries (i.e. Point to Point) 

1. In steps 4 and 7, the Initiating Participant communicates directly with the Responding 

Participant, not via an intermediary. 

2. Example: Disaster fallback, organizations prior to Hub onboarding, testing. 

2.2.3.5.14 Additional Passive Intermediary 

1. Assumption: The Initiating Participant or the Responding Participant is itself an 

intermediary to a system or federation of systems, and it handles all authorization steps 

opaquely, i.e. without impacting the existing Authorization Workflow. 

2. Example: CommonWell Hub via eHx Hub, mediating between an eHx Participant and a 

CommonWell Member. 

2.2.3.5.15 Additional Active Intermediary 

1. Assumption: The Initiating Participant or the Responding Participant is itself an 

intermediary to a system or federation of systems, and it adds behavior or interactions 

to the Authorization Workflow that expose the intermediary or edge system details to 

other Participants, potentially requiring additional behavior from them. 

2. Note: This flow is a placeholder for additional federation analysis. See section 1.8.1 

Open Questions, question “How should the eHx handle authorization through additional 

intermediaries?” 

2.2.3.5.16 Trust Domain Bridging 

1. Throughout the use case, the eHx Hub bridges messages between the Participants 

across two trust domains. 

2. In step 4, the Hub will only change requester information as specified by policy and/or 

the eHx Hub Transformation Inventory, and will otherwise not modify the original 

request. This behavior allows the Responding Participant to perform accurate and 

complete access control and auditing. 

3. Example: The eHx Hub mediates from an eHx Initiating Participant to a Carequality 

Responding Participant. 
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2.2.3.5.17 Authorization Interface Mediation 

1. Throughout the use case, the eHx Hub mediates messages between eHx Participants to 

resolve authorization API incompatibilities. 

2. In step 4, the Hub will only change requester information as specified by policy and/or 

the eHx Hub Transformation Inventory, and will otherwise not modify the original 

request. This behavior allows the Responding Participant to perform accurate and 

complete access control and auditing. 

2.2.3.5.18 Omit Protected Data 

1. In step 6, the Responding Participant determines that some requested content has 

special restrictions or handling, and cannot be returned to the Initiating Participant. 

2. In step 7, the Responding Participant enforces the denial by including some content and 

omitting the rest. The fact of the denial itself may be conveyed to the requester or 

hidden - see error flows. 

3. Note that if this scenario isn’t specifically supported, it can leave implementers with an 

all-or-nothing choice, resulting in less sharing of data. 

2.2.3.5.19 Label Protected Data 

1. In step 4, the Initiating Participant optionally includes information indicating it has the 

ability and will take responsibility for consuming and acting on data labels for sensitivity, 

handling, obligations, etc. 

2. In step 6, the Responding Participant determines that some requested content has 

special restrictions or handling, and further, that the Initiating Participant can consume 

and handle data marking that conveys these restrictions. 

3. In step 7, the Responding Participant uses security labeling to mark the returned clinical 

data and/or metadata with specific restrictions. 

4. Example: Provider obtains SAMHSA / Substance Abuse / Treatment data. 

a. This is supported in the Carequality QBDE IG for the 42 CFR Part 2 case. 
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2.2.3.6 Error Flows 

2.2.3.6.1 Convey an Access Denial 

1. In step 4, the Responding Participant denies access in whole or in part, and conveys this 

denial to the requester in an error response. 

2. The use case ends. 

3. Example (SOAP): In eHx S:Sender SOAP Fault, In CeQ AccessDenial SOAP header block 

4. Example (FHIR): 403 response from token request, OperationOutcome in HTTP response 

2.2.3.6.2 Conceal an Access Denial 

1. In step 4, the Responding Participant denies access in whole or in part, and hides this 

denial from the requester, reflecting a normal-appearing response with missing or no 

information. This is done to minimize inadvertent disclosure of access rules. 

2. The use case ends. 

3. Example: Patient not found 

4. Example: 2 documents returned even though there really are 3 

2.2.4 Use Case: Secondary Use of Data 

This use case is written to derive needed requirements around provenance and audit logs by 

specific user goals. 

2.2.4.1 Preconditions 

1. None specified. 

2.2.4.2 Basic Flow 

Note: This maps to HL7 Basic Provenance Use Case 1 - Basic Exchange. 

1. Participant A obtains clinical information for a patient from Participant B. See use case 

“Exchange of Clinical Information”. 

2. Participant A incorporates the clinical information as-is into a patient record, e.g. by 

storing an obtained document. 
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3. A user (e.g. provider, patient, etc.) at Participant A retrieves clinical information for the 

patient that includes the obtained information and can determine the original 

authorship. 

2.2.4.3 Postconditions 

● None specified. 

2.2.4.4 Alternate Flows 

1. Redistribution (Note: This maps to HL7 Basic Provenance Use Case 2 - HIE Redistribution) 

a. After step 3, Participant A shares the data with Participant C. 

b. Repeat the Basic Flow with Participants A and C. 

2. Who has seen my data: A patient wishes to know what organizations her clinical 

information has been shared with. 

a. Not constrained at this time 

3. Right to be forgotten: A patient wants to hide data that was previously shared with 

outside communities 

a. Not constrained at this time 

4. Root cause analysis: A system shares data that is later found to have caused patient 

harm. Authorities need to determine the source of the problem. 

a. Not constrained at this time 

 

*** Use Cases Not Considered In This Specification *** 

5. Staff needs to revoke access to specific clinical information that has been shared across 

the network 

a. Not constrained at this time 

6. A patient or clinician wishes to correct erroneous data that has been shared with other 

systems. 

a. Not constrained at this time 
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b. Note: This complements the Patient Request for Corrections use case being 

worked by the HL7 Patient Empowerment Working Group. That covers the 

patient kicking off the workflow with one server. This case covers how 

corrections would be propagated to multiple servers. The group can discuss ways 

to handle this, e.g. user tracks down the disclosures or systems do it. 

2.2.5 Use Case: Diagnose Cross-Community Exceptions 

User story: As an eHx Participant, when I encounter an unexpected error or outcome for a 

transaction (e.g. failure, excessive attempts from a system, excessive errors) I need to be able to 

inspect logs so that I can diagnose and resolve the situation. 

2.2.5.1 Preconditions 

1. Not specified 

2.2.5.2 Basic Flow 

1. Participant A attempts to obtain clinical information for a patient from Participant B. See 

use case “Exchange of Clinical Information”. 

2. An unexpected error or outcome occurs affecting the transaction. 

3. A user at the Initiating Participant is able to obtain logs from the Initiating Participant 

system that include the entire cross-community request and response messages, to aid 

in diagnosing the problem. 

2.2.5.3 Postconditions 

● The requested logs have been obtained. 

2.2.5.4 Alternate Flows 

1. In step 3, a user at the Responding Participant is able to obtain logs from the 

Responding Participant system. The use case continues. 

2. In step 3, a user at the Initiating Participant is able to obtain logs from the Responding 

Participant system. The use case continues. 

3. In step 3, a user at the Responding Participant is able to obtain logs from the Initiating 

Participant system. The use case continues. 
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4. In step 3, the user is able to obtain logs that include diagnostic information not included 

in the cross-community request and response messages (e.g. TLS failures, stack traces, 

informational logging, etc.). The use case continues. 

5. In step 3, the problem may be related to the workflow (e.g. PD-QD-RD), and the user is 

able to correlate all related messages from the same workflow. The use case continues. 

6. In step 3, the problem may be related to the use of intermediaries, and the user is able 

to correlate all related messages across nodes. The use case continues. 

2.2.6 Use Case: Respond to Request for Access Information 

User story: As an eHx Participant, when I receive a request (e.g. for legal proceedings) to supply 

information about access attempts (success and failures) for a specific patient, I need to be able 

to inspect internal logs that provide me with the necessary information. 

2.2.6.1 Preconditions 

1. Participant A has attempted to obtain clinical information for a patient from Participant 

B, and the outcome is known. See use case “Exchange of Clinical Information”. 

2.2.6.2 Basic Flow 

1. A user at either Participant is requested to supply information about access attempts 

(success and failures) for a specific patient. 

2. The user is able to obtain logs from her Participant system that include the requested 

information, in order to help satisfy the request. 

2.2.6.3 Postconditions 

● The requested logs have been obtained. 

2.2.6.4 Alternate Flows 

1. In step 1, the request is not an external trigger, but is rather an internal trigger based on 

a known responsibility to report disclosures for certain cases. The use case continues. 

2. In step 1, the trigger is a HIPAA Accounting of Disclosures requirement. The use case 

continues. 

3. In step 1, the request is further constrained, e.g. to a specific date, partner, message  



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 46 of 278 

 

 46 ©eHealth Exchange  
 

2.3 Data Requirements 

This section captures the potential data for particular needs, e.g. authentication and 

authorization decisions, audit logging. These can help drive requirements for conveying these 

inputs. 

[OASIS XSPA SAML 1.0] was the source of most of this information. 

Element UC/Flow/Step Authn Authz Audit 

TLS: from Responding Participant system     

Machine name Basic Flow: 2 X  X 

IP address Basic Flow: 2 X  X 

Subject name in certificate Basic Flow: 2 X   

Certificate trusted directly Basic Flow: 2 MAY   

Certificate trusted via PKI (trusted issuer) Basic Flow: 2 X   

TLS: from Initiating Participant system 

Note: Only in SOAP 

    

Machine name Basic Flow: 5 X  X 

IP address Basic Flow: 5 X  X 

Subject name in certificate Basic Flow: 5 X   

Certificate trusted directly Basic Flow: 5 MAY   

Certificate trusted via PKI (trusted issuer) Basic Flow: 5 X   

Request: details of the requesting user at the Initiating 

Participant 

    

Home Community ID Basic Flow: 5 X X  
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Element UC/Flow/Step Authn Authz Audit 

Purpose of use Basic Flow: 5  X X 

Role 
 
Note: The responding system basing authorization 
on the requester Role is disallowed by Carequality in 
a cross-community context. Should we allow it 
here? 

Basic Flow: 5  X X 

Organization ID 

Note: The responding system basing authorization 

on the initiating/requesting organization is 

generally disallowed by Carequality because of the 

non-discrimination principle, but there are special 

cases, for example: 

● An organization may impose additional 

requirements for a non-treatment 

purpose of use, as long as organizations 

have equal access to meet those 

requirements (example: SSA and its 

partners for the Disability use case). 

● Release under 42 CFR Part 2 to a specific 

organization. 

● Patient has specifically restricted access 

based on the organization. 

Basic Flow: 5 
 

X X  

Organization name Basic Flow: 5    

Subject ID 

Note: If known/trusted by both participants, may be 

used to authenticate/authorize 

Basic Flow: 5 
 

X X X 

Subject name Basic Flow: 5   X 

Subject demographics if patient 
Note: If acceptable to Responding Participant, may 

be used to authenticate/authorize 

    

End-user authentication method  X X  
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Element UC/Flow/Step Authn Authz Audit 

End-user identity assurance level (NIST IAL)  X X  

Trustworthiness of a device? Quality? 
Note: this might be communicated in band and become a data 
rqmt, or might be configured by the server 

    

 

2.4 Common/Derived Requirements 

Informative: This section contains common requirements for both SOAP and FHIR solutions, 

either because we are imposing them as design constraints or because they are derived. 

The detailed flows and requirements make clear how the below is to be performed for specific 

messages. For example, there aren’t independent authentication and authorization needs for 

synchronous HTTP responses, whether REST or SOAP. 

CONF-002: Participants SHALL perform authentication and authorization according to this 

specification or to another eHx specification or policy for all messages transiting the eHx. 
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3 SOAP WEB SERVICES FRAMEWORK DESCRIPTION 

3.1 Changes Since Prior Version 

Informative: The changes to SOAP/SAML in the updated specification since Authorization 

Framework 3.0 are summarized as follows: 

● Adopted latest IHE specifications 

○ Incorporated the IHE XUA profile, which had been based on the original 

Authorization Framework 

● Removed reference to unused standard WS-Reliable Messaging 

● Added details for the ACP workflow 

● Adding testable conformance statements 

3.2 Definitions 

Security terminology is similar, but not identical between SOAP (section 3) and RESTful (section 

4) web services. These definitions are intended to be comprehensive for section 3. 

See [SOAP Message Security 1.1.1], section 2.4: Terminology, and [SAML Token Profile 1.1.1], 

section 2.3: Terminology. Key terms are further clarified below: 

● A security token is a collection of claims made by an issuer about a subject. The security 

token types used in this specification are X.509 certificates and SAML 2.0 assertions. 

● Digital signatures over a token confirm a binding between the identity of the subject 

and the claims made in the token. 

● Tokens may be used to issue or protect other tokens, for example, X.509 certificates are 

used to sign SAML 2.0 assertions. In this case, the subject of the signing token becomes 

the issuer of the signed token. 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407923
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397279
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● An assertion in the context of SOAP web services is a SAML 2.0 Assertion element that is 

included in a SOAP request header, providing key information about the request that 

the Responding Participant may use to make an authorization decision for the requested 

function. 

● Subject confirmation binds the subject and claims in a SAML assertion to a SOAP 

message. 

 

The use of the SAML Token Profile is a very limited use of SAML: it is simply a SAML assertion 

passed in a wsse:Security header. Use of SAML protocols like Assertion Query or Authentication 

Request or profiles like Web Browser Single Sign On are out of scope, although they may be used 

internally by Participants. 

The following definitions are specific to section 3:  

● The Authorization Workflow is the SOAP/SAML implementation of section 2.2.3 Use 

Case: Exchange of Clinical Information. 

● The Initiating Participant initiates the Authorization Workflow by sending a SOAP web 

services request to a Responding Participant, and processes the response. It 

encompasses the behavior of the following: 

○ the X-Assertion Provider and X-Service User in [IHE XUA], 

○ the SAML Assertion Authority and Attesting Entity in [SAML Token Profile 

1.1.1], 

○ the Sender in [SOAP Message Security 1.1.1] and [SAML Token Profile 1.1.1], 

○ The HTTP client. 

● The Responding Participant participates in the Authorization Workflow initiated by the 

Initiating Participant. It processes the SOAP web services request and returns a 

response. It encompasses the behavior of the following: 

○ the X-Service Provider in [IHE XUA], 

○ the assertion processor in [SAML Token Profile 1.1.1], 

○ the Receiver in [SOAP Message Security 1.1.1] and [SAML Token Profile 1.1.1], 
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○ the Relying Party in [SAML 2.0], 

○ a system that enforces policy, e.g. a Policy Authority, an Access Decision Engine, 

or in SAML terms the Policy Enforcement Point, 

○ The HTTP server. 

 

The following diagram shows the Participants in the Authorization Workflow specific to 

SOAP/SAML. Within each component is the functionality it represents from the various 

underlying specifications. The SAML STS and PEP are shown as separate components because 

that is a typical architecture, but they do not have to be - that is why they are shown with dotted 

borders. 

 

This allocation of functionality to Participants is made explicit in section 3.5.3. 

3.2.1 Request Definition 

eHx requests are defined by the applicable service interface, the interface operation, and the 

identity of the record target (unambiguous person identity in the Responding Participant, when 

known). 
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3.2.2 Identity of the Patient 

In most eHx requests, Patient Discovery a notable exception, the patient is the unambiguous 

person identity as known by the Responding or Receiving Participant. The assertion contained in 

the Authorization Framework declares that the requester is authorized by the Initiating 

Participant to access information about this person. It also may be required for HIPAA Privacy 

Disclosure Accounting. 

3.3 Assumptions 

None specific to SOAP/SAML. 

3.4 Triggers 

Informative: The eHx Authorization Framework is central to the messaging, security, and privacy 

foundation. Consider the following: 

● Each HTTP request may trigger a new HTTP session and security negotiation, so each 

HTTP request must establish the basis for authorization. 

● The eHx transactions use the SOAP Request-Response Message Exchange Pattern 

(MEP). 

● The eHx binds SOAP to the HTTP protocol. In this binding: 

○ SOAP requests (i.e. Pull requests, Push requests) in the Request-Response MEP 

are sent in an HTTP request. 

○ Asynchronous SOAP responses in the Request-Response MEP are sent in an HTTP 

request. 

● The eHx defines (or will define) additional complex interactions that leverage two two-

way SOAP Request-Response MEPs: 

○ Deferred responses 

○ Subscription notifications 
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Therefore, we provide the following requirement: 

CONF-003: The Authorization Workflow, performing authentication and authorization using 

SAML 2.0 as constrained by this specification, SHALL be triggered by the following messages, 

which SHALL include a SAML assertion: 

● Requests from an Initiating Participant to a Responding Participant beginning a 

transaction, for example: a “Pull”, “Push” or “Subscribe” request. 

● Deferred or asynchronous responses from a Responding Participant to an Initiating 

Participant concluding or continuing a transaction, for example: a deferred “Pull” 

response, or a “Subscription Notification”. 

 

Informative: Synchronous SOAP responses/acknowledgements from either Participant are 

included in the authentication and authorization workflow, thus are not triggers themselves, 

hence do not require a SAML assertion. 

3.5 Framework Definition 

3.5.1 Interaction Behavior 

According to the eHx local accountability principle, the Initiating Participant (or Responding 

Participant in a deferred/async response) must determine if a local user/system is authorized to 

perform a given function; in this context, to make a specific request. If the request is authorized, 

the Initiating Participant attaches the user-centric SAML assertion to the request. 

The Responding Participant receives the request with the understanding that the Initiating 

Participant has locally authorized the user to make the request. However, according to the local 

autonomy principle, the decision to grant the request is that of the Responding Participant. The 

information needed to inform that decision is conveyed via the SAML assertion. 

Figure 3.5.1-1 Interaction Behavior 
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The Responding Participant receives the request with assertion and consults a local Policy 

Authority or Policy Enforcement Point (which could be a SAML authority) to establish whether it 

should perform the function. 

Assertions can convey information about methods used to authenticate the user, user attributes, 

and authorization decisions about whether users are allowed to access certain resources. A single 

assertion may contain several different internal statements about authentication, authorization, 

and attributes. 

3.5.2 SOAP Message Structure 

Figure 3.5.2-1: Non-Normative example of the position of the SAML Assertion within the SOAP 

Header 
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Figure 3.5.2-1 depicts how the SAML assertion defined here is carried within the <Security> 

element within the header of the SOAP envelope as defined by WS-Security. The eHx does not 

constrain SAML other than as defined by this specification and its underlying specifications. The 

ordering of the elements with the SAML 2.0 security header is normatively defined by the 

underlying SAML 2.0 schemas and specifications. 

The specifications that define the elements above are listed in the following section. 
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3.5.3 Underlying Standards 

Informative: The eHx Authorization Framework for SOAP/SAML is based on the OASIS Assertions 

and Protocols for the Security Assertion Markup Language (SAML) 2.0 [SAML 2.0], the OASIS 

Authentication Context for SAML 2.0 [SAML 2.0 Authentication Context], the OASIS Cross-

Enterprise Security and Privacy Authorization (XSPA) Profile of SAML for Healthcare 1.0 [Not 

specified at this time], OASIS Web Services Security: SOAP Message Security 1.1.1 [SOAP Message 

Security 1.1.1], and the OASIS Web Services Security: SAML Token Profile 1.1.1 [SAML Token 

Profile 1.1.1] specifications. 

 

CONF-004: The Initiating Participant SHALL incorporate the behavior of the following, as 

constrained by this specification: 

● The Assertion Authority and Attesting Entity in [SAML 2.0] and [SAML Token Profile 

1.1.1]. 

● The Sender in [SOAP Message Security 1.1.1] and [SAML Token Profile 1.1.1]. 

 

CONF-005: The Initiating Participant SHOULD incorporate the behavior of the following, as 

constrained by this specification: 

● The X-Assertion Provider and X-Service User in [IHE XUA]. 

 

CONF-006: The Responding Participant SHALL incorporate the behavior of the following, as 

constrained by this specification: 

● The X-Service Provider in [IHE XUA], but with ATNA audit logging requirements relaxed 

to SHOULD. 

● The Assertion Processor in [SAML Token Profile 1.1.1]. 

● The Receiver in [SOAP Message Security 1.1.1] and [SAML Token Profile 1.1.1]. 
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● The Relying Party in [SAML 2.0]. 

 

CONF-007: If the Initiating Participant supports any of the flows that reverse the authorization 

workflow (e.g. section 3.8.2.4 Alternate Flows, “Retrievable Consent Reference”), it SHALL 

incorporate the behavior of the Responding Participant, as specified in this section. 

CONF-008: If the Responding Participant supports any of the flows that reverse the authorization 

workflow (e.g. section 3.8.2.4 Alternate Flows, “Retrievable Consent Reference”), it SHALL 

incorporate the behavior of the Initiating Participant, as specified in this section. 

Informative: For prior implementers of the eHx Authorization Framework 3.0, this specification 

is intended to be backwards-compatible, but it does incorporate guidance issued over the years 

to participants via FAQs and discussions. Specific compatibility impacts are called out in detailed 

requirements. 

The related standards and key dependencies are shown below. Unused referenced standards are 

not shown. 

 

 

Figure 3.5.3-1 SOAP Security Specification Tree 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 58 of 278 

 

 58 ©eHealth Exchange  
 

 

 

● [SOAP Message Security 1.1.1] defines: 

○ Security SOAP header block: contains security-related elements targeted to a 

recipient. 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407933
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○ Timestamp element: expresses creation and expiration times for the security 

semantics. 

○ SecurityTokenReference: Allows an XML signature to reference a SAML token 

that contains its public key. In eHx, this is used by the Timestamp signature. 

● [SAML Token Profile 1.1.1] profiles a SAML assertion as a security token that can be 

passed in a Security header. 

● [XML Signature 1.0] defines the Signature element used to sign the assertion and 

timestamp. 

● [WS-Security Policy 1.2] pulls everything together in prescribed combinations that can 

be agreed to by SOAP senders and receivers. It specifies these combinations in WS-

Policy statements that may be advertised by Responding Participants in Web Services 

Description Language (WSDL). Note: 

○ One specific combination used by eHx is the SAML assertion as an 

EndorsingSupportingToken, combined with transport security (i.e. TLS). This 

implements the “Holder of Key” subject confirmation, and the message layout is 

shown in section 8.3 EndorsingSupportingTokens Assertion. 

○ WSDL can be shared and used for real-time negotiation between senders and 

receivers, but these mechanisms are not required by the eHx: 

■ Some SOAP web stacks support the “?wsdl” query to return a WSDL 

document, analogous to asking a FHIR server for a CapabilityStatement. 

■ There is a standard for including a server’s WSDL in an UDDI directory. 

○ eHx does express policy requirements as WSDL, should systems wish to use. In 

other words, most web services policy requirements are expected to be fixed 

and understood out of band. 

○ WSDL can also be used as a persisted configuration for a system’s web stack. 

● [Basic Security 1.1] adds overall profiling to the family of related security standards. It 

does not require nor constrain WSDL. 

● [XSPA SAML 1.0] defines healthcare-specific attributes to be added to the SAML 

assertion AttributeStatement. 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407973
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407947
http://docs.oasis-open.org/wss-m/wss/v1.1.1/wss-SAMLTokenProfile-v1.1.1.html
https://www.w3.org/TR/2002/REC-xmldsig-core-20020212/
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html#_Toc161826564
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html#_Toc161826564
https://www.ibm.com/docs/en/integration-bus/9.0.0?topic=wsdl-querying
https://www.oasis-open.org/committees/uddi-spec/doc/tn/uddi-spec-tc-tn-wsdl-v202-20040631.htm
https://docs.oracle.com/cd/E39820_01/doc.11121/gateway_docs/content/general_wspolicy_policy.html
http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html
https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf
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● [IHE XUA] adds healthcare-specific profiling to the SAML assertion. 

3.5.4 Processing Model 

Informative: The following is excerpted from section 3.1 of [SAML Token Profile 1.1.1] section 3.1 

Processing Model. This specification has derived normative requirements from this; see sections 

3.13 Processing Requirements: SOAP Request Security Header and 3.15 Processing 

Requirements: SOAP Request SAML Assertion 

This specification extends the token-independent processing model defined by the WSS: 

SOAP Message Security specification. 

When a receiver processes a <wsse:Security> header containing or referencing SAML 

assertions, it selects, based on its policy, the signatures and assertions that it will process. 

It is assumed that a receiver’s signature selection policy MAY rely on semantic labeling of 

<wsse:SecurityTokenReference> elements occurring in the <ds:KeyInfo> elements within 

the signatures. It is also assumed that the assertions selected for validation and 

processing will include those referenced from the <ds:KeyInfo> and <ds:SignedInfo> 

elements of the selected signatures. 

As part of its validation and processing of the selected assertions, the receiver MUST 

establish the relationship between the subject and claims of the SAML statements (of the 

referenced SAML assertions) and the entity providing the evidence to satisfy the 

confirmation method defined for the statements (i.e., the attesting entity). Two methods 

for establishing this correspondence, holder-of-key and sender-vouches are described 

below. Systems implementing this specification MUST implement the processing 

necessary to support both of these subject confirmation methods. 

https://profiles.ihe.net/ITI/TF/Volume1/ch-13.html
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397281
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397281
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3.6 Additional Options 

3.6.1 SOAP Header Options 

● Additional signatures: Initiating Participants MAY include, but are not guaranteed that these 

signatures will be verified. 

● Additional SOAP header blocks not defined by an eHx specification: Initiating Participants MAY 

include, with the following constraints: 

○ mustUnderstand SHALL be “false” unless there is an explicit agreement with the 

Responding Participant. 

○ Informative: Responding Participants are already required to reject, returning a 

SOAP fault, SOAP header blocks they do not understand that are marked 

mustUnderstand = “true” (or “1”). 

● Additional SOAP header blocks targeting different roles: Initiating Participants SHOULD 

NOT include, so as to avoid unexpected results. 

● Responding Participants MAY process additional SOAP header blocks, but this 

specification does not define any further expectations. Responding Participants are 

already required by SOAP to return faults for header blocks marked as mustUnderstand 

that they do not understand. 

3.6.2 SAML Assertion Options 

● The SAML 2.0 spec is silent on whether there is any difference between putting Attribute 

elements within a single AttributeStatement or distributing among multiple. We allow either, 

and both MUST be supported by Responding Participants. 

● Additional SAML Attributes MAY be included, but MAY be ignored by responders, unless 

there is a specific partner agreement. 

● Additional subject confirmation methods: Not constrained at this time 

3.6.3 WS-Security Policy Options 

CONF-009: Responding Participants MAY publish WSDL containing WS-Security Policy 

statements, however, eHx does not require exchange or negotiation of WSDL by Participants. 
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Informative: [WS-Security Policy 1.2] allows details about web services security to be specified in 

WSDL by a server. These may be consumed by a client and used to negotiate a mutually 

acceptable protocol. This maps to the abstract flow “Service Security Negotiation” in section 

2.2.3.5. However, this flow is not supported in SOAP. We have defined the web security 

requirements in such a way that this exchange and negotiation is unnecessary.  

Specific policy elements and their implied requirements are listed below: 

● /sp:Layout/wsp:Policy/sp:Strict: A Responding Participant may declare that it requires 

“strict layout”, meaning a particular order of elements within the Security header. As 

the eHx already prescribes this order, declaring this option has no net effect. 

● [Timestamp]: See the discussion http://sequoiatechwg.editme.com/Topic-

1537142132989. In a nutshell, we encourage Responding Participants (whether or not 

they use WSDL) to include a Timestamp element (within a Security header) in responses, 

in order to interoperate with systems that use WSDL, as they must declare the 

[Timestamp] property to include timestamps in requests, thus making them required in 

responses. 

● [RequireSignatureConfirmation]: If this option is declared, the Responding Participant 

will include SignatureConfirmation elements in its responses for each top level signature 

from the request (i.e. the timestamp signature, not the SAML signature), and expects 

the Initiating Participant to compare these signatures to what was sent in the request. 

○ The presence of the SignatureConfirmation elements in its response indicates 

the option, so discovering the policy declaration from WSDL isn’t necessary. 

○ The eHx doesn’t have a position on whether the Initiating Participant performs 

this check. 

● /sp:Wss10/wsp:Policy/sp:MustSupportRefKeyIdentifier: SHALL be present and valued 

“true” to support passing the KeyIdentifier reference to the SAML assertion in the 

timestamp signature. See section elsewhere in this document. 

● /sp:Wss10/wsp:Policy/sp:MustSupportRefIssuerSerial: unused; MAY be present. 

http://sequoiatechwg.editme.com/Topic-1537142132989
http://sequoiatechwg.editme.com/Topic-1537142132989
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3.7 SOAP/SAML Compared to FHIR/OAuth 

See section 4.7 FHIR/OAuth Compared to SOAP/SAML. 

3.8 System-Level Use Case Realizations 

This section “realizes” the abstract use cases and flows from section 2.2 using the specific design 

and mechanisms for SOAP web services. There are additional flows for SOAP/SAML-specific 

behaviors that are not part of the abstract workflow. These are marked as (SAML-specific). 

Each supported flow is shown as a sequence diagram followed by narrative steps, linking to the 

relevant detailed requirements sections. Some flows are shown only as narrative steps when the 

sequence diagram would add no further details. 

3.8.1 Use Case Requirements 

The tables below specify which use cases and flows are supported for SOAP web services, and 

which of those are required for the Initiating (I) and Receiving (R) Participants.  

3.8.1.1 Use Case: Exchange of Clinical Information 

Rqmt # Flow I/R Required to Support 

CONF-010 Basic Flow: Includes Business-to-Business (B2B) I/R SHALL 

CONF-011 Business-to-Consumer (B2C) I/R Not supported 

CONF-012 B2B: Authentication by Initiator IdP Identity 
Token 

I/R Not supported 

CONF-013 
B2B: Authentication by Requester 

I/R Not supported 
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Rqmt # Flow I/R Required to Support 

Demographics 

CONF-014 B2C: Authentication to Responder IdP I/R Not supported 

CONF-015 Server-based Mobile App, Trusted Native App, 
or Untrusted Mobile App 

I/R Out of scope* 

CONF-016 Retrievable Consent Reference I MAY 

CONF-017 

Retrievable Consent Reference 

R MAY query, retrieve 
and incorporate 
consent into access 
decision. SHALL 
ignore the reference 
without error if it is 
unsupported. 

CONF-018 Service Security Negotiation I/R Out of scope** 

CONF-019 

Complex Exchange Workflow: Related 
Independent SOAP Requests 

I/R SHALL support 
authorization; 
separate from which 
SOAP transactions are 
supported. 

CONF-020 Patient-Directed Data Exchange I/R Not supported 
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Rqmt # Flow I/R Required to Support 

CONF-021 
Zero Intermediaries (i.e. Point to Point) 

I/R N/A: transparent to 
Participants 

CONF-022 
Additional Passive Intermediary 

I/R MAY: details are out 
of scope 

CONF-023 Additional Active Intermediary I/R Not supported*** 

CONF-024 Trust Domain Bridging and Authorization 
Interface Mediation 

I/R N/A: transparent to 
Participants 

CONF-025 
Omit Protected Data 

I N/A: transparent to 
Initiator 

CONF-026 Omit Protected Data R MAY 

CONF-027 
Label Protected Data 

I/R SHALL NOT unless 
profiled, then MAY 

CONF-028 Modify or Cancel Client Registration (FHIR-
specific) 

I/R SHALL 

CONF-029 Reuse Client SAML Assertion (SAML-specific) I MAY 
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Rqmt # Flow I/R Required to Support 

CONF-030 Reuse Client SAML Assertion (SAML-specific) R SHALL 

CONF-031 

Convey an Access Denial 

I/R SHALL: Initiator needs 
to handle; Responder 
needs capability even 
if they decide 
sometimes to conceal 

CONF-032 
Conceal an Access Denial 

I N/A: transparent to 
Initiator 

CONF-033 Conceal an Access Denial R MAY 

CONF-034 Invalid Request (SOAP-specific) I/R SHALL 

CONF-035 Invalid Response (SOAP-specific) I/R SHALL 

CONF-036 

TLS Failure (SOAP-specific) 

I/R SHALL: covered in 
[eHx Messaging 
Platform] 

 

* A user at an Initiating Participant may trigger a request on the eHx from something other than 

a secure backend server, but this is largely transparent to the eHx and the Responding 

Participant, due to Local Autonomy. The only indication might be in the Authentication Context 

passed. 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
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** For SOAP, discovery of TLS requirements is implicit in the basic flow, and is covered in covered 

in [eHx Messaging Platform]. Discovery of the SOAP and SAML security and authorization details 

of the Responding Participant or eHx Hub is not specified, but may be done by other means, e.g. 

manually obtaining WSDL or inferring requirements by attempting transactions. 

*** This flow may eventually be supported, but will not be documented in this specification. It 

may be covered by IHE ITI Federation work, or by a [TEFCA QTF]-related effort. 

3.8.1.2 Use Cases Not Shown 

The following use cases, while considered, were not chosen to drive any specific design for the 

SOAP/SAML mechanism, therefore were not shown: 

● Use Case: Secondary Use of Data 

● Use Case: Diagnose Cross-Community Exceptions 

● Use Case: Respond to Request for Access Information 

 

The needs of these use cases may be met through manual analysis of system and audit logs, and 

to the extent that they drive provenance requirements, the eHx will address provenance in other 

specifications/policy. 

3.8.2 Use Case: Exchange of Clinical Information 

3.8.2.1 Additional Preconditions 

1. The Initiating Participant and Responding Participant have each been issued eHx 

certificates, and include in their respective trust stores the eHx root and root CA certs. 

Note that with PKI there is no expectation they already trust each others’ system certs. 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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3.8.2.2 Basic Flow: Includes Business-to-Business (B2B) 

 

Note: The basic flow combines two flows from the abstract use case: the Basic Flow and the 

Business-to-Business (B2B) alternate flow. 

 

1. A Requester at the Initiating Participant triggers an action using unspecified means to 

exchange clinical information with another Responding Participant. 
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2. The Initiating Participant authorizes and generates the SOAP request: 

a. It begins building the SOAP request: 

i. The initial fields in the SOAP Header as specified in the [eHx Directory], 

[eHx Messaging Platform], and eHx specific transaction specifications. 

ii. The SOAP Body as specified in the eHx specific transaction specification. 

b. It authorizes the outgoing request through unspecified means, generating a 

signed Client SAML Assertion that contains claims about the request, requester 

and security context. 

c. It builds the Security SOAP Header Block of the SOAP request: the Timestamp, 

the SAML assertion, and the Timestamp signature. 

3. The Initiating Participant sends the SOAP request to the Responding Participant’s proxy 

at the eHx Hub via SOAP/HTTPS, as specified in the [eHx Messaging Platform] 

specification. 

a. It opens a mutually authenticated TLS session with the Responding Participant’s 

proxy endpoint at the eHx Hub, which authenticates the Hub to the Initiating 

Participant system and vice versa. 

4. The eHx Hub sends the SOAP request as-is (i.e. passthrough) to the Responding 

Participant’s endpoint, via SOAP/HTTPS, as specified in the [eHx Messaging Platform] 

specification. 

a. It opens a mutually authenticated TLS session with the Responding Participant’s 

actual endpoint, which authenticates the Responding Participant system to the 

Hub and vice versa. 

5. The Responding Participant processes the SOAP request: 

a. It performs all required processing on the Security SOAP Header Block of the 

request SOAP message: 

i. It verifies the timestamp and its signature, which confirms the binding 

between the subject of the assertion (the requester) and the claims 

within using SAML holder-of-key. 

ii. It verifies the validity of the Client SAML assertion. 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
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b. It authenticates the Initiating Participant human or machine requester by 

accepting the authentication claims (e.g. subject and organization identity and 

role, and authentication method) from the Client SAML assertion, through 

unspecified means. 

c. It authorizes the incoming request through unspecified means. 

d. It enforces the authorization through unspecified means. 

e. It performs the request as specified in the eHx specific transaction specification. 

6. The Responding Participant generates and returns the SOAP response to the Initiating 

Participant via the eHx Hub. 

a. It builds the Security SOAP Header Block of the SOAP response. 

7. The eHx Hub forwards the SOAP response as-is to the Initiating Participant. 

8. The Initiating Participant processes the SOAP response, confirming the timestamp 

signature if necessary. 

3.8.2.3 Additional Postconditions 

None 

3.8.2.4 Alternate Flows 

Note: For consistency, the sequence diagrams for the alternate flows generally use the step 

numbers from the flow they are modifying rather than the steps specific to each flow. When 

alternate flows introduce unique steps (e.g. Retrievable Consent Reference) those are separately 

numbered and are shown in blue. 
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3.8.2.4.1 Retrievable Consent Reference 

 

Note: This flow only shows the “new” ACP mechanism. The legacy mechanism is still permitted; 

see section 3.12.7 Access Consent Policies. 
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● Additional precondition: the Initiating Participant has captured and hosted an access 

consent policy instance document (IACP) that can be made available as a document to 

the Responding Participant to contribute to the authorization decision. Example: SSA 

hosting a signed SSA-827 form (patient consent) formatted as a BPPC document. 

1. At step 3 of the Basic Flow, the Initiating Participant includes the policy identifier (ACP) 

and/or the document id of the IACP in its Client SAML Assertion. 

2. At step 4, the eHx Hub sends the request as-is to the Authorization Server’s token 

endpoint. 

Note: The following steps are unique to this subflow, so they are separately numbered. 

● The Responding Participant optionally queries and retrieves the IACP document via the 

proxy reference at the eHx Hub, to obtain the additional consent information. Note: This 

follows the eHx Authorization Framework, meaning the Responding Participant follows 

the Authorization Workflow as an Initiating Participant and vice versa. This is not shown 

on the diagram. 

1. The Responding Participant looks up the Initiating Participant in the eHx Directory if it is 

not previously known, searching by the Home Community Id included in the Client SAML 

Assertion, and the endpoint(s) for XCA Query and Retrieve. 

2. The eHx Directory returns the proxy endpoint(s). 

3. If an ACP policy identifier and the patient identifier (as known at the Initiating 

Participant) was passed, the Responding Participant may send a Query for Documents 

request to the Initiating Participant, via the eHx Hub, as follows: 

a. Using stored query FindDocuments 

b. $XDSDocumentEntryPatientId = the patient ID passed in 

c. $XDSDocumentEntryEventCodeList = the policy ID is passed in 

4. The eHx Hub forwards the request as-is to the Initiating Participant. 

5. The Initiating Participant returns the IACP document identifiers (document ID, 

repository ID and Home Community ID) to the eHx Hub. 

6. The eHx Hub forwards the response as-is to the Responding Participant. 
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7. If an IACP document identifier was passed, the Responding Participant may send a 

Query for Documents request to the Initiating Participant, via the eHx Hub, as follows: 

a. Using stored query GetDocuments 

b. $XDSDocumentEntryUniqueId = the document ID passed in 

8. The eHx Hub forwards the request as-is to the Initiating Participant. 

9. The Initiating Participant returns the IACP document identifiers (document ID, 

repository ID and Home Community ID) to the eHx Hub. 

10. The eHx Hub forwards the response as-is to the Responding Participant. 

11. The Responding Participant may send a Retrieve Documents request to the Initiating 

Participant, via the eHx Hub, passing the IACP document identifiers. 

12. The eHx Hub forwards the request as-is to the Initiating Participant. 

13. The Initiating Participant returns the IACP document to the eHx Hub. 

14. The eHx Hub forwards the response as-is to the Responding Participant. 

 

Note: The earlier steps resume. 

1. At step 5 of the Basic Flow, the Responding Participant optionally incorporates the IACP 

information into its authorization decision. 

2. The use case continues. 
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3.8.2.4.2 Complex Exchange Workflow: Related Independent SOAP Requests 

 

This flow is for an exchange workflow more complex than a single transaction, where subsequent 

steps in the workflow, while related, are also simple SOAP requests. This flow includes the 

following: 
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● Deferred or Asynchronous requests 

● Subscription requests 

● Creation of an IHE XDW workflow document 

● Any other arbitrary workflow defined by eHx using individual SOAP requests 

 

To illustrate, we have shown one possibility; a deferred request and response. 

 

1. In step 1, the Requester triggers a deferred SOAP request. 

2. The Authorization Workflow continues. 

3. At step 5, the Responding Participant begins processing the request. 

4. At step 6, the Responding Participant returns a simple acknowledgement (ack) message. 

5. The Authorization Workflow continues to its conclusion. 

6. Both Participants may proceed to other processing. 

7. When the Responding Participant finishes processing the deferred request, it triggers a 

deferred SOAP response back to the Initiating Participant, beginning another flow 

through the Authorization Workflow. 

8. The Authorization Workflow continues. 

9. At step 5, the Initiating Participant begins processing the response. This is what is 

shown; alternatively it may choose to fully process the response before acknowledging. 

10. At step 6, the Initiating Participant returns a simple acknowledgement (ack) message. 

11. The Authorization Workflow continues to its conclusion. 

12. The Initiating Participant finishes processing the response. 

13. Note that for any particularly long-running workflow, the SAML Assertion may expire, or 

the Responding Participant may revoke access. These alternate/error flows proceed as 

normal. 
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3.8.2.4.3 Zero Intermediaries (i.e. Point to Point) 

 

Note: This flow can be implemented simply by providing Participants with directory entries to real 

Participants, not their proxies. No additional requirements are needed, and the Participants 

perform the same steps in the flow, minus the Hub. 
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3.8.2.4.4 Trust Domain Bridging and Authorization Interface Mediation 

 

Note: This flow is effectively the same whether the Hub is bridging to another trust domain or 

simply mediating interface differences between eHx Participants. Also, note that existing flows 

already show the Hub proxying as needed between Participants. 

 

1. At step 3, if necessary for this Participant, the Hub performs translations. If the Client 

SAML Assertion was modified, it re-signs it, then regenerates and re-signs the 

timestamp, before forwarding the SOAP request to the Responding Participant. The use 

case resumes at step 4. 
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2. At step 6, if the SOAP response includes a SignatureConfirmation, the Hub confirms it, 

then replaces it with the original timestamp signature. This allows the Initiating 

Participant to confirm it. 

3.8.2.4.5 Omit Protected Data 

1. In step 5.d, the Responding Participant determines that some requested content has 

special restrictions or handling, and cannot be returned to the Initiating Participant. 

2. The Responding Participant enforces the denial by including some content and omitting 

the rest. The fact of the denial itself may be conveyed to the requester or concealed. 

3.8.2.4.6 Label Protected Data 

1. In step 2, the Initiating Participant optionally includes, in the Client SAML Assertion, a 

policy identifier indicating it has the ability and will take responsibility for consuming 

and acting on data labels for sensitivity, handling, obligations, etc. Alternatively, the eHx 

has, through policy, defined a base set of labels that all Participants must handle. 

2. In step 5.d, the Responding Participant determines that some requested content has 

special restrictions or handling, and further, that the Initiating Participant can consume 

and handle data marking that conveys these restrictions. 

3. The Responding Participant uses security labeling to mark the returned clinical data 

and/or metadata with specific restrictions. 

4. After the use case completes, the Initiating Participant acts on the labels appropriately. 
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3.8.2.4.7 Reuse Client SAML Assertion (SAML-specific) 

 

1. In step 2.b, the Initiating Participant reuses a previous unexpired Client SAML Assertion, 

rather than generating a new one. 

2. The use case resumes. 

● Example: the Initiating Participant uses the same SAML Assertion for an entire clinical 

workflow: Patient Discovery, Query for Documents, and Retrieve Documents. 
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3.8.2.5 3.8.2.5 Exception Flows 

3.8.2.5.1 Convey an Access Denial 

 

1. In step 5.c, the Responding Participant denies access in whole or in part, and conveys 

this denial to the requester in an error response. 

2. The use case ends. 

3.8.2.5.2 Conceal an Access Denial 

1. In step 5.c, the Responding Participant denies access in whole or in part, and hides this 

denial from the requester, reflecting a normal-appearing response with missing or no 

information. This is done to minimize inadvertent disclosure of access rules. 

2. The use case ends. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 81 of 278 

 

 81 ©eHealth Exchange  
 

● Example: Patient not found. 

● Example: 2 documents returned even though there really are 3. 

3.8.2.5.3 Invalid Request (SOAP-specific) 

 

1. In steps 5.a-b, the Responding Participant determines something about the request is 

invalid, and conveys this error to the Initiating Participant in a SOAP Fault. 

2. The Responding Participant takes appropriate action to log the error. 

3. Examples: The Client SAML Assertion has expired, the message Timestamp has expired, 

a signature is invalid. 

3.8.2.5.4 Invalid Response (SOAP-specific) 

1. In step 8, the Initiating Participant determines the SignatureConfirmation in the 

response is invalid. 

2. The Initiating Participant takes appropriate action to log the error. 

3. Examples: The message Timestamp has expired, the signature confirmation is invalid. 
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3.9 Overall Workflow Requirements 

Informative: This section defines requirements that span the entire SOAP/SAML Authorization 

Framework workflow. 

3.9.1 TLS and Signatures 

Informative: There are three digital signatures required for each SOAP request: 

● The assertion signature protects the assertion itself after its issuance; it is not involved 

with the WS-Security mechanisms described in [WS-Security Policy 1.2] or [SAML Token 

Profile 1.1.1]. 

● The timestamp signature protects the timestamp and accomplishes Holder-of-Key SAML 

subject confirmation, binding the subject and statements of the assertion (i.e., the 

claims) to a SOAP message. 

● The 2-way-TLS (mutually authenticated) session is considered the “message signature” 

and protects the entire message.1 

 

CONF-037: The 2-way-TLS mutual authentication, covered in the [eHx Messaging Platform] 

specification, MUST employ an eHx-managed Certification Authority issued certificate. The x.509 

certificate used by the Authorization Framework to sign the <wsse:Timestamp> and 

<saml:Assertion> apexes of the SOAP message MUST also be issued by the eHx-managed 

Certification Authority (CA). 

Informative: Operationally, as per experience to date, the certificate used to establish the 2-way-

TLS mutual gateway authentication should be the same as the certificate used to sign 

<wsse:Timestamp> and <saml:Assertion> apexes of the SOAP message. It is anticipated that 

these certificates may be different in the future, and participants are advised to build their 

 
1 There is a convention to refer to the 2-way-TLS (mutually authenticated) session as the “message signature” 

(described in [WS-Security Policy 1.2] section 8 Supporting Tokens). 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf


 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 83 of 278 

 

 83 ©eHealth Exchange  
 

systems to accept different certificates for the 2-way-TLS purposes and the SOAP message 

signatures in the future. 

Informative: XML Digital Signatures are profiled for the eHx in the Messaging Platform 

specification, section 3.4.2. One change from the 2011 3.0 version is disallowing the ds:KeyInfo 

format of ds:KeyValue/ds:RSAKeyValue in favor of ds:X509Data/ds:X509Certificate. This was 

made because with the RSA flavor the message does not include the certificate chain for 

performing IETF PKIX path validation. 

3.9.2 Namespaces 

The namespaces used in this document for SOAP messages are shown in the following table (note 

that for brevity, the examples use the prefixes listed below but do not include the URIs – those 

listed below are assumed). 

For convenience, the related specifications that define the elements, attributes and types within 

each namespace are called out. 

 

 

 

Table 3.9.2-1 Namespaces used in this specification for SOAP messages 

 

Prefix Namespace Specification 

ds http://www.w3.org/2000/09/xmldsig# [XML Signature 1.0] 
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exc14n http://www.w3.org/2001/10/xml-exc-c14n# [Exclusive XML 
Canonicalization 1.0] 

hl7 urn:hl7-org:v3 [HL7 V3] 

S http://www.w3.org/2003/05/soap-envelope [SOAP 1.2] 

saml 

 

urn:oasis:names:tc:SAML:2.0:assertion 

 

[SAML 2.0] 

wsse http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd 

[SOAP Message Security 1.1.1] 

wsse1
1 

http://docs.oasis-open.org/wss/oasis-wss-
wssecurity-secext-1.1.xsd 

[SOAP Message Security 1.1.1] 

wsu http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-utility-1.0.xsd 

[SOAP Message Security 1.1.1] 

xs http://www.w3.org/2001/XMLSchema [XML Schema Second Ed] 

xsi http://www.w3.org/2001/XMLSchema-instance [XML Schema Second Ed] 
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3.10 Message Requirements: SOAP Request Security Header 

CONF-038: The Initiating Participant SHALL include a <wsse:Security> element containing the 

entire <saml:Assertion> element as defined in [SAML Token Profile 1.1.1] and constrained by this 

specification in each SOAP/HTTP request. 

CONF-039: The Initiating Participant SHALL NOT include additional <saml:Assertion> apexes in 

SOAP/HTTP requests unless these assertions: 

● Are understood by the Responding Participant via some agreement. 

● Are clearly distinct from the eHx-specified assertion. 

 

Informative: Holder of Key, when used with mutual TLS, requires the timestamp and the 

signature covering the timestamp, using key material passed in the SAML assertion. See section 

3.11.2. 

 

CONF-040: In order to accomplish SAML Holder of Key, the wsse:Security header SHALL include 

Timestamp and Timestamp Signature elements and be structured according to [WS-Security 

Policy 1.2] section 8.3 EndorsingSupportingTokens Assertion, transport security. 

Informative: Additionally see section 2.3.2.3 of [WS-SecurityPolicy Examples Version 1.0]. This 

reference defines the following order-dependent required structure for SAML holder-of-key 

when transport security (TLS) is used: 

<S:Header> 

  <!-- other header blocks --> 

  <wsse:Security> 

    <wsu:Timestamp...>...</wsu:Timestamp> 

http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples.html#_Toc274723261
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    <saml:Assertion…>...</saml:Assertion> 

    <!-- Timestamp Signature using KeyInfo from the assertion --> 

    <ds:Signature…>...</ds:Signature> 

  </wsse:Security> 

</S:Header> 

Note that there are conflicting requirements for order of the elements in the Security header 

● [SOAP Message Security 1.1.1] section 5 Security Header: “As elements are added to a 

<wsse:Security> header block, they SHOULD be prepended to the existing elements”. 

This would imply timestamp sig, timestamp, assertion. 

● [WS-I Basic Security Profile 1.1] 8.7.4 Security Tokens Precede Their References: requires 

that a security token (e.g. SAML assertion) precedes where it is used (timestamp 

signature). 

 

CONF-041: All top-level SOAP header blocks defined in this specification SHALL target the default 

role. Additional headers targeting different roles are not constrained by this specification. 

3.11 Message Requirements: SOAP Request Timestamp and Signature 

3.11.1 Timestamp 

CONF-042: The <wsse:Security> element SHALL contain a single <wsu:Timestamp> element as 

defined in [SOAP Message Security 1.1.1] section 10 Security Timestamps, and constrained as 

follows: 

● Including /wsu:Timestamp/wsu:Expires 

● Including /wsu:Timestamp/@wsu:Id 

● /wsu:Timestamp/wsu:Expires = /wsu:Timestamp/wsu:Created + 5 minutes 

 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407933
http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html#Security_Tokens_Precede_Their_References
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407973
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Informative: 

● /wsu:Timestamp/wsu:Created is already required, and is the creation time of the SOAP 

message. Note that of the various timestamps recording past events in the SOAP 

message (e.g. saml2:Assertion/@IssueInstant) this is expected to be the most recent. 

Implementers should be aware that receivers may perform sanity checks to this effect. 

● /wsu:Timestamp/wsu:Expires is when the message expires for security purposes. 

● The ID attribute provides the ability to reference this timestamp in an XML Signature. 

● All times must be in UTC format as specified by [XML Schema] type (dateTime). 

● The ordering of the elements must be <wsu:Created> followed by <wsu:Expires>. 

 

The following example illustrates the syntax of this element: 

 

Figure 3.11.1-1 Timestamp Element Example 

<wsu:Timestamp wsu:Id="_1"> 

  <wsu:Created>2008-10-07T13:00:34Z</wsu:Created> 

  <wsu:Expires>2008-10-07T13:05:34Z</wsu:Expires> 

</wsu:Timestamp> 

3.11.2 Timestamp Signature 

Informative: The security timestamp is digitally signed as required by the “Holder-of-Key” SAML 

assertion subject confirmation method, described in section 3.12.3. Prior versions of this 

specification implied it was also signed in order to prevent the manipulation of the stated range 

of valid times for the given message by a third party in a replay attack, but this protection is 

already provided by TLS. 

In summary, the signature signing key isn’t contained directly in the signature; the KeyInfo points 

to the SAML assertion, which contains the key in its SubjectConfirmationData element. 
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CONF-043: The <wsse:Security> element SHALL contain a <ds:Signature> element as defined in 

[XML Signature 1.0], as constrained by the [eHx Messaging Platform] specification in section 

3.4.2. However, in this case, the <ds:KeyInfo> element is constrained as follows: 

● Containing a wsse:SecurityTokenReference/wsse:KeyIdentifier element referencing a 

key in a SAML assertion according to [SAML Token Profile 1.1.1], section 3.4, second “A 

key identifier reference...” and third “When a key identifier is used to reference a SAML 

assertion...” paragraphs. 

● Using the key to accomplish subject confirmation according to [SAML Token Profile 

1.1.1], section 3.4, second paragraph under “This specification describes how SAML 

assertions may be referenced in four contexts:”: “A SAML assertion may be referenced 

from a <ds:KeyInfo> element of a <ds:Signature> element in a <wsse:Security> header. 

In this case, the assertion contains a SubjectConfirmation element that identifies the key 

used in the signature calculation.” 

● Referencing the local assertion according to [SAML Token Profile 1.1.1], section 3.4.2, 

second example. wsse:SecurityTokenReference/@wsu:Id is optional; the 

wsse11:TokenType is required. The value of wsse:KeyIdentifier is the value of the 

<saml2:Assertion>/@ID attribute. 

 

The following illustrates the syntax of the <ds:KeyInfo> element (newlines added for readability): 

Figure 3.11.2-1 KeyInfo Element Example 

<ds:KeyInfo> 

  <wsse:SecurityTokenReference  

    wsse11:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"> 

    <wsse:KeyIdentifier 

      ValueType=”http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID”> 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397288
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397288
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397290
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID
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      ed62b6fb-4d73-4011-9f7c-43e0575b6317 

    </wsse:KeyIdentifier> 

  </wsse:SecurityTokenReference> 

</ds:KeyInfo> 

3.12 Message Requirements: SOAP Request SAML Assertion 

Informative: The SAML assertion contains claims made about the requester, which may be used 

in access decisions as well as audit logging. Before the claims may be considered, [SAML Token 

Profile 1.1.1] requires validating various fields in the assertion (see the sections on Processing 

Requirements, starting at 3.13) and rejecting the assertion if invalid. This specification provides 

guidance about specific fields in subsequent sections. Note that since the prior version of this 

specification, [IHE XUA] was written. We adopt that profile but note compatibility aspects in 

specific sections. 

CONF-044: The <wsse:Security> element SHALL contain a <saml:Assertion> element as defined 

in [SAML 2.0], profiled by [SAML Token Profile 1.1.1] and [IHE XUA] section 3.40.4.1.2 Message 

Semantics, and constrained by this specification. 

CONF-045: saml:Assertion/@Version SHALL be "2.0". 

Informative: eHx does not constrain the value of saml:Assertion/@ID; the underlying 

specifications identify this is a W3C ID type, which cannot start with a number. If implementers 

use a UUID, they must prepend an allowable character, e.g. an underscore ("_"). 

CONF-046: A given <saml:Assertion> MAY be reused for multiple SOAP messages as long as it is 

still considered valid (see section 3.15). 

 

CONF-047: A saml:Assertion/@ID SHALL NOT be reused for a different assertion, i.e. an assertion 

with a different signature. 

https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2
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CONF-048: saml:Assertion/@IssueInstant SHALL contain the time the assertion was issued, as an 

xs:dateTime as defined by [XML Schema]. 

Informative: The following illustrates the syntax of this element: 

 

Figure 3.12-1 Assertion Element Example 

<saml2:Assertion ID="_ed62b6fb-4d73-4011-9f7c-43e0575b6317" 

IssueInstant="2008-10-07T13:00:34.484Z" Version="2.0"> 

 

Informative: The following reflects the <saml:Assertion> schema (see [SAML 2.0] section 2.3.3) 

annotated with the cardinality of child elements as constrained in this section. 

<sequence> 

  <element ref="saml:Issuer"/>  <!-- 1..1 --> 

  <element ref="ds:Signature" minOccurs="0"/>  <!-- 1..1 --> 

  <element ref="saml:Subject" minOccurs="0"/>  <!-- 1..1 --> 

  <element ref="saml:Conditions" minOccurs="0"/>  <!-- 0..1 SHOULD --> 

  <element ref="saml:Advice" minOccurs="0"/>  <!-- 0..1 SHOULD NOT --> 

  <choice minOccurs="0" maxOccurs="unbounded"> 

    <element ref="saml:Statement"/>  <!-- 0..* SHOULD NOT --> 

    <element ref="saml:AuthnStatement"/>  <!-- 1..* (SHOULD NOT > 1) --> 

    <element ref="saml:AuthzDecisionStatement"/>  <!-- 0..* (SHOULD NOT > 1) --> 

    <element ref="saml:AttributeStatement"/>  <!-- 1..* (SHOULD = 1) --> 

  </choice> 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=15
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</sequence> 

3.12.1 Issuer 

CONF-049: saml:Issuer/@Format SHOULD be “urn:oasis:names:tc:SAML:1.1:nameid-

format:X509SubjectName”. 

CONF-050: saml:Issuer/@Format SHALL NOT be “urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified”. 

Informative: As per [SAML 2.0] section 2.3.3, saml:Issuer MUST specify the SAML authority that 

is making the claim(s) in the assertion. The issuer SHOULD be unambiguous to the intended 

relying parties, i.e. the Responding Participant, although this specification does not require any 

run-time processing or verification. 

Figure 3.12.1-1 Issuer Element Example 

<saml:Issuer Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">CN=John 

Miller,OU=Harris,O=HITS,L=Melbourne,ST=FL,C=US</saml:Issuer> 

3.12.2 Assertion Signature 

CONF-051: The saml:Assertion SHALL include a <ds:Signature> element as defined in [XML 

Signature 1.0], as constrained by [eHx Messaging Platform], and as follows: 

● ds:Signature/ds:SignedInfo/ds:Reference/URI is a fragment reference to the 

saml:Assertion/@ID. 

 

Informative: There are some limitations with XML signatures that use exclusive canonicalization; 

see [Exclusive XML Canonicalization 1.0] section 1.3 Limitations, which builds on [Canonical XML 

1.0]. Specifically, namespaces that are only used in an xsi:type string are not “visibly utilized”, 

and will be removed in canonicalization, causing a difficult-to-diagnose signature failure. For eHx 

saml:Assertion, this would be “xsd” and potentially “hl7” depending on where it is declared. To 

resolve this, Initiating Participants SHOULD: 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=16
https://www.w3.org/TR/2002/REC-xml-exc-c14n-20020718/#sec-Limitations
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● Ensure the xsd and hl7 namespace prefixes are declared. 

● Declare the xsd and hl7 namespace prefixes in exc14n:InclusiveNamespaces in both the 

ds:CanonicalizationMethod and ds:Transform. 

 

Figure 3.12.1-1 Assertion Signature SignedInfo Element Example 

 

<ds:SignedInfo> 

  <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

    <exc14n:InclusiveNamespaces PrefixList="xsd hl7"/> 

  </ds:CanonicalizationMethod> 

  <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 

  <ds:Reference URI="# _ed62b6fb-4d73-4011-9f7c-43e0575b6317"> 

    <ds:Transforms> 

      <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

      <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

        <exc14n:InclusiveNamespaces PrefixList="xsd hl7"/> 

      </ds:Transform> 

    </ds:Transforms> 

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

    <ds:DigestValue>brdx5LfG1uCoh72x04...</ds:DigestValue> 

  </ds:Reference> 

</ds:SignedInfo> 
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3.12.3 Subject 

CONF-052: The saml:Assertion SHALL include a saml:Subject with a saml:NameID element that 

identifies the individual human or subsystem from the originating system making the request. 

The NameID SHALL be unique within the saml:Issuer. 

CONF-053: The saml:Subject/saml:NameID/@Format choices SHALL be limited to  

“urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName” and 

“urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress”. 

CONF-054: The saml:Subject SHALL include a saml:SubjectConfirmation element constrained as 

follows: 

● @Method = "urn:oasis:names:tc:SAML:2.0:cm:holder-of-key". 

● Including a SubjectConfirmationData/ds:KeyInfo/ds:X509Data/ds:X509Certificate 

element, which contains the base64-encoded X.509 certificate used to sign the 

timestamp. 

● saml:SubjectConfirmationData SHOULD be typed using xsi:type to be  

"saml:KeyInfoConfirmationDataType". 

 

Informative: According to [SAML 2.0], the saml:Subject MAY include additional 

saml:SubjectConfirmation elements, and the processing rules are that satisfying any one of the 

SubjectConfirmation elements is sufficient to confirm the subject for the purpose of applying the 

assertion. 

There are three methods defined: holder-of-key, sender-vouches, and bearer. [SAML Token 

Profile 1.1.1] requires that systems support all methods; [IHE XUA] requires bearer. These 

requirements are for capabilities only, not whether a given method is used by the Initiating 

Participant or accepted by the Responding Participant. eHx requires usage and processing of 

holder-of-key only. 
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There may be additional checks specified in SubjectConfirmationData. See [SAML 2.0] section 

2.4.1.2. [SAML Token Profile 1.1.1] section 3.5 requires validating these fields if present and 

rejecting the assertion if invalid. Historically, the eHx has never required or tested these fields. 

CONF-055: The saml:SubjectConfirmationData additional checks are constrained as follows:  

● MAY include @NotBefore. 

● MAY include @NotOnOrAfter. 

● SHOULD NOT include @Recipient, @InResponseTo, or @Address. 

 

The following is an example of the <saml:Subject> element: 

Figure 3.12.3-1 Subject Element Example 

 

<saml:Subject> 

  <saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName"> 

    CN=Alex G. Bell,O=1.22.333.4444,UID=abell 

  </saml:NameID> 

  <saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key"> 

    <saml:SubjectConfirmationData xsi:type="saml:KeyInfoConfirmationDataType"> 

      <ds:KeyInfo> 

        <ds:X509Data> 

          <ds:X509Certificate>vYxVZKIzVdGMSBkW4YCSRK...</ds:X509Certificate> 

        </ds:X509Data> 

      </ds:KeyInfo> 

    </saml:SubjectConfirmationData> 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=19
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=19
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
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  </saml:SubjectConfirmation> 

</saml:Subject> 

3.12.4 Conditions 

Informative: See [SAML 2.0] section 2.5. saml:Conditions defines constraints on the assertion 

intended to be evaluated by the Responding Participant, and [SAML Token Profile 1.1.1] section 

3.5 requires validating these fields if present and rejecting the assertion if invalid.  

Historically, the eHx has never required or tested this element, however, [IHE XUA] requires some 

subelements. To maximize interoperability, we issue the following non-breaking guidance. The 

eHx Hub will add XUA required fields where they are not included. In the future, these SHOULDs 

are expected to become SHALLs. 

 

The saml:AudienceRestriction/saml:Audience field is intended to ensure the Relying Party (the 

Responding Participant) is in the allowed set of processors of this assertion, to prevent 

impersonation attacks. The eHx has other means to ensure this (e.g. PKI, directory). For XUA 

compatibility (which is currently required by the testing program), this field is required, but it is 

not specified beyond being a URI. See the processing rules in [SAML 2.0] section 2.5.1.4 and 

[SAML 2.0 Errata] E46: AudienceRestriction Clarifications. 

To address this issue, and recognizing that this field will likely not be needed for any more specific 

use, we are adopting a hard-coded URI pointing to the XUA profile that simply implies any 

implementer of the XUA profile. Additionally, Responding Participants are advised to ignore this 

field; see section 3.15.3. 

CONF-056: The saml:Assertion SHOULD include a saml:Conditions element, constrained as 

follows: 

● SHOULD populate @NotBefore. Note: [IHE XUA] requires this field. 

● MAY populate @NotOnOrAfter. Note: @NotOnOrAfter defines the time range during 

which the assertion may be reused. 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=21
https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SAMLTokenProfile.pdf#page=17
https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SAMLTokenProfile.pdf#page=17
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=23
http://docs.oasis-open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html#__RefHeading__8116_1983180497
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● SHOULD NOT populate saml:Condition unless its meaning is understood by the 

Responding Participant. Note: If it is not understood the assertion is required to be 

rejected. 

● SHOULD populate saml:AudienceRestriction/saml:Audience with 

“http://profiles.ihe.net/ITI/TF/Volume1/ch-13.html”, if a value is not otherwise 

available. Note: [IHE XUA] requires this field. 

● SHOULD NOT populate saml:OneTimeUse. Note: this is unnecessary, as assertions are 

provided with every SOAP request and not used otherwise. 

● SHOULD NOT populate saml:ProxyRestriction. Note: this element allows the Initiating 

Participant to limit how many intermediaries may use the assertion material to issue a 

new assertion, and to whom (Audience). The eHx network will not consider the contents 

of this field. 

 

See section 3.15.3 for processing requirements. 

Figure 3.12.4-1 Conditions Element Example 

<saml2:Conditions NotBefore="2022-01-12T10:59:12.811Z" NotOnOrAfter="2022-01-12T12:00:12.811Z"> 

  <saml2:AudienceRestriction> 

    <saml2:Audience>http://profiles.ihe.net/ITI/TF/Volume1/ch-13.html</saml2:Audience> 

  </saml2:AudienceRestriction> 

</saml2:Conditions> 

3.12.5 Advice and Statement 

CONF-057: The saml:Assertion SHOULD NOT include a saml:Advice or saml:Statement unless 

their meaning is understood by the Responding Participant. Note: These fields may be ignored 

by the Responding Participant. 

https://profiles.ihe.net/ITI/TF/Volume1/ch-13.html
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3.12.6 AuthnStatement 

Informative: See [SAML 2.0] section 2.7.2. The <saml:AuthnStatement> element describes how 

and when the Subject (User) was authenticated. While SAML 2.0 allows multiple instances, this 

specification only requires one, and additional instances are discouraged to avoid unexpected 

results. 

CONF-058: The saml:Assertion SHALL include one <saml:AuthnStatement> element as 

constrained in this section. 

CONF-059: The saml:Assertion SHOULD NOT include more than one <saml:AuthnStatement> 

element. 

Informative: The @AuthnInstant attribute (required) specifies the time at which the 

authentication took place. 

The @SessionIndex attribute (optional) identifies the session between the Subject and the 

Authentication Authority. 

The <saml:SubjectLocality> element (optional) specifies the DNS domain name and IP address for 

the system entity that was authenticated. 

3.12.6.1 Authentication Method 

Informative: The <saml:AuthnContext> element (required) indicates how the requesting user or 

system was authenticated by the Initiating Participant system. Note that the authentication 

statement does not provide the means to perform that authentication, such as a password, key, 

or certificate. 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=26
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CONF-060: The saml:AuthnStatement SHALL contain one saml:AuthnContextClassRef element 

identifying by URN the method by which the subject was authenticated, limited to the values in 

the following table2: 

 

 

 

Table 3.12.6.4-1 Authentication Methods 

Authentication 

Method 

URN 

Internet Protocol urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol 

Internet Protocol 

Password 

urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword 

Password urn:oasis:names:tc:SAML:2.0:ac:classes:Password 

Password Protected 

Transport 

urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspor

t 

Kerberos urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos 

 
2 Refer to [SAML 2.0 Authentication Context] section 3.4 for more information 

https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf#page=22
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Authentication 

Method 

URN 

Previous Session urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession 

Secure Remote 

Password 

urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword 

SSL/TLS Certificate urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient 

X.509 Public Key urn:oasis:names:tc:SAML:2.0:ac:classes:X509 

PGP Public Key urn:oasis:names:tc:SAML:2.0:ac:classes:PGP 

SPKI Public Key urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI 

XML Digital Signature urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig 

Unspecified urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified 

3.12.6.2 3.12.6.2 NIST SP 800-63 Assurance Levels 

Informative: As defined in [NIST SP 800-63-3] Executive Summary: 

The components of identity assurance detailed in these guidelines are as follows: 

● IAL [Identity Assurance Level] refers to the identity proofing process. 

● AAL [Authenticator Assurance Level] refers to the authentication process. 

https://pages.nist.gov/800-63-3/sp800-63-3.html
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● FAL [Federation Assurance Level] refers to the strength of an assertion in a 

federated environment, used to communicate authentication and attribute 

information (if applicable) to a relying party (RP). 

 

These values become much more important to the authorization decision when the requester is 

the patient or a personal representative. The [Login.gov SAML Developer Guide] profiles 

saml:AuthnStatement to carry the NIST identity assurance levels for the authenticated user, 

defining value sets for IAL and AAL to be carried as saml:AuthnContextClassRef classes. The FAL 

is implicitly communicated, based on the characteristics of the subject confirmation. Holder of 

Key equates to FAL3. 

The following requirement may be further constrained by a future eHx specification, e.g. making 

the IAL value mandatory. 

CONF-061: The Initiating Participant SHOULD, if known, convey in the saml:AuthnStatement 

additional saml:AuthnContextClassRef elements identifying the IAL and AAL for the 

authenticated user, using the value sets specified in [Login.gov SAML Developer Guide] Specifying 

attributes and assurance levels. 

Informative: The [Carequality QBDE IG] section 4.4.1. Access Policy Assertions defines a different 

way to assert IAL2 or IAL3 for patient or personal representative users, passing as policy 

assertions (see section 4.4.1. Access Policy Assertions). Initiating Participants may use this format, 

but the saml:AuthnContextClassRef format is preferred. If needed, the Hub will translate the 

values to/from the Carequality format. 

 

Figure 3.12.6-1 Authentication Example 

<saml:AuthnStatement AuthnInstant="2005-01-31T12:00:00Z" SessionIndex="67775277772"> 

  <saml:SubjectLocality Address="112.16.133.144" DNSName="ME001122.csrk.mynetwork.net"/> 

https://developers.login.gov/saml/#specifying-attributes-and-assurance-levels
https://developers.login.gov/saml/#specifying-attributes-and-assurance-levels
https://carequality.org/wp-content/uploads/2021/07/Query-Based-Document-Exchange-Implementation-Guide-v2.0-Published-07122021-1.pdf#page=15
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  <saml:AuthnContext> 

    <saml:AuthnContextClassRef> 

      urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport 

    </saml:AuthnContextClassRef> 

    <saml:AuthnContextClassRef> 

      http://idmanagement.gov/ns/assurance/ial/2 

    </saml:AuthnContextClassRef> 

  </saml:AuthnContext> 

</saml:AuthnStatement> 

3.12.7 Access Consent Policies 

Informative: As defined in [eHx Access Consent Policies], an Access Consent Policy is “A set of 

rules (or Access Consent Directives) that control access to information or an operation.” The term 

may be used in different contexts: 

● Held by a Responding Participant, to express a policy (which may be comprehensive) to 

be enforced controlling access to its resources. This meaning is out of scope of this 

specification. 

● Asserted by an Initiating Participant, to express adherence to a generic policy. Within 

this document, we refer to this as “an ACP” or “a policy”. An ACP is not retrievable; its 

meaning must be pre-coordinated between Participants. [Carequality QBDE IG] defines 

a number of ACPs, and further, limits its Participants to that list. 

● Asserted by an Initiating Participant, to express that it holds a retrievable patient-

specific instance of a policy, e.g. a signed or e-authorized consent form. Within this 

document, we refer to this as an “IACP” (Instance Access Consent Policy) or “policy 

instance”. This specification defines methods for hosting and retrieving IACPs. 
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CONF-062: The Initiating Participant SHALL pass an ACP and/or IACP in the request when the 

consumer (patient) has granted the Initiating Participant permission to access her medical 

records, and the requester needs to make that authorization known to the Responding 

Participant. 

Informative: The underlying assumption for this use case is that the Responding Participant has 

medical records for the consumer, but has access restrictions in place that would ordinarily 

prevent disclosure of the patient’s records to the Initiating Participant. A variation of this use case 

is that the Responding Participant’s policies or access restrictions would prevent disclosure of the 

patient’s identity to the Initiating Participant through the eHx Patient Discovery mechanism, 

effectively preventing the Initiating Participant from making a query and subsequent request for 

medical records. 

When ACPs or IACPs are asserted by an Initiating Participant, the Responding Participant may 

wish to evaluate them in order to determine if access to the requested resource(s) should be 

allowed. 

Two independent Mechanisms for ACPs/IACPs 

Informative: There are two independent mechanisms for asserting ACPs/IACPs and hosting IACPs 

for retrieval: what we will call the “new mechanism” and the “legacy mechanism”. The legacy 

mechanism is what was originally documented in eHx Authorization Framework 3.0, eHx Access 

Consent Policies 2.0, and eHx FAQs/discussion wikis. We are maintaining the legacy mechanism 

for backward compatibility, and will consolidate and clarify guidance on it below. The new 

mechanism represents work done by [IHE XUA] and [Carequality QBDE IG] to fix some flaws and 

gaps in the original eHx design. The nature of the two approaches allows them to be used side-

by-side, i.e. a Participant could potentially support both mechanisms. This specification will allow 

the legacy mechanism to be used in a transition period. 

The eHx Hub can, as needed, translate ACP references between formats, but not IACP references, 

as the newer IACP mechanism requires additional information. 
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Note: The new mechanism has been excerpted from [Carequality QBDE IG]. 

CONF-063: If the Initiating Participant needs to assert ACPs, it SHOULD use the new mechanism, 

and MAY use the legacy mechanism, each as defined in this section. 

CONF-064: If the Initiating Participant needs to assert IACPs, it SHALL use the new mechanism, 

and MAY use the legacy mechanism, each as defined in this section. 

CONF-065: If the Initiating Participant needs to assert ACPs or IACPs to a partner that does not 

yet support the new mechanism, it SHALL include them using the legacy mechanism as defined 

in this section. 

3.12.7.1 Asserting Policies and Policy Instances 

CONF-066: To assert ACPs or IACPs using the new mechanism, the Initiating Participant SHALL 

pass them as attributes under the base saml:AttributeStatement, as specified in section 3.12.8.2. 

CONF-067: To assert ACPs or IACPs using the legacy mechanism, the Initiating Participant SHALL 

pass them as attributes under the saml:AuthzDecisionStatement, as specified in section 3.12.9. 

3.12.7.2 Hosting Policy Instances for Query and Retrieval 

Informative: This section defines the requirements for Initiating Participants to host policy instance 

documents (IACPs) such that Responding Participants may retrieve them. See section 3.8.2.4 Alternate 

Flows: “Retrievable Consent Reference”. 

CONF-068: An Initiating Participant that makes IACP policy instance documents available SHALL 

support the [eHx Query for Documents] and [eHx Retrieve Documents] specifications as a 

Responding Participant. 

CONF-069: An Initiating Participant that makes IACP policy instance documents available SHALL 

respond to [eHx Query for Documents] and [eHx Retrieve Documents] transactions that are 

triggered between its own outgoing request and the Responding Participant’s response to that 

request, in order to allow the Responding Participant to incorporate these policy documents in 

its access decision. 
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Informative: The new mechanism supports two ways to query for IACPs: by document unique id 

mapped to IACP or by event code list mapped to ACP, which also requires a patient id. 

CONF-070: An Initiating Participant using the new mechanism that includes an IACP reference in 

a request: 

● SHALL make the corresponding IACP document available for query and retrieval by the 

Responding Participant. 

● SHALL support the GetDocuments query for the document. 

● MAY support additional stored queries that take $XDSDocumentEntryUniqueId for the 

document. 

 

CONF-071: An Initiating Participant using the new mechanism that includes an ACP policy id  in a 

request: 

● MAY make a corresponding IACP document available for query and retrieval by the 

Responding Participant, and if so: 

○ SHALL also include the Patient Identifier Attribute as specified in section 

3.12.8.2. 

○ SHALL support the FindDocuments query with 

$XDSDocumentEntryEventCodeList for the document. 

○ MAY support additional stored queries that take 

$XDSDocumentEntryEventCodeList for the document. 

 

Informative: The legacy mechanism supports one way to query for IACPs: by event code list, using 

the asserted IACP, which also requires a patient id. The intended mechanism was to add a scheme 

of “N/A” to the asserted IACP OID (because scheme is required in 

$XDSDocumentEntryEventCodeList). However, the details were not clearly defined, and will not 
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work as-is with the rules of XCA query.3 That said, implementers were able to make it work by 

being more flexible with their queries. Because of these issues, we offer non-breaking guidance 

below. 

CONF-072: An Initiating Participant using the legacy mechanism that includes an IACP reference 

in a request: 

● SHALL also include the Patient Identifier Attribute as specified in section 3.12.8.2. 

● SHALL make the corresponding IACP document available for query and retrieval by the 

Responding Participant. 

● SHALL support the FindDocuments query for the document, and SHOULD adopt a more 

flexible algorithm for responding to IACP queries than the required XCA/XDS query logic, 

taking into account: 

○ The intent was to filter by $XDSDocumentEntryEventCodeList, but some 

Initiating Participants ignored this field, as the combination of 

$XDSDocumentEntryPatientId, $XDSDocumentEntryAvailabilityStatus, 

$XDSDocumentEntryClassCode and $XDSDocumentEntryFormatCode was 

typically enough to select a single document. 

○ Either the ACP OID or the IACP OID might be passed. 

○ The scheme “N/A” may or may not be added by the Responding Participant, e.g. 

‘urn:oid:1.2.3.4^^N/A'. 

○ If the Initiating Participant had passed a document unique id with an extension, 

e.g. “urn:oid:1.2.3.4^ext”, this is not a valid URN format, so it may or may not be 

used as is by the Responding Participant, e.g. ‘urn:oid:1.2.3.4^ext^^N/A'. 

 

 
3 See http://sequoiatechwg.editme.com/Topic-1537140768381  

http://sequoiatechwg.editme.com/Topic-1537140768381
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CONF-073: Unless otherwise specified by eHx policy, an Initiating Participant that makes IACP 

policy instance documents available SHALL ensure each document and its metadata conforms to 

one of the following supported types: 

● IHE Basic Patient Privacy Consents: Patient Privacy Consent Acknowledgment Document 

Specification With no Scanned Document Part (BPPC), as specified in [IHE ITI TF] Volume 

3, section 5.1.2. 

● IHE Basic Patient Privacy Consents: Patient Privacy Consent Acknowledgment Document 

Specification With Scanned Document (BPPC-SD), as specified in [IHE ITI TF] Volume 3, 

section 5.1.3. 

○ Informative: This is used when there is a scanned document with a wet 

signature. 

● The XACML format specified in [eHx Access Consent Policies]. 

 

CONF-074: An Initiating Participant using the new mechanism that makes IACP policy instance 

documents based on HL7 CDA available SHALL NOT use an extension value in the CDA document 

id. 

CONF-075: An Initiating Participant using the new mechanism that makes IACP policy instance 

documents based on HL7 CDA available SHALL NOT include the caret “^” in the XDS document 

unique id when there is no extension value in the CDA document id. 

Informative: the above two requirements are derived from the following: 

● IHE XDS requires that the CDA document id be reflected in the document entry unique 

ID of the metadata. 

● This specification defines a mechanism to query for an IACP Patient Permission 

document by document unique ID as passed in [IHE XUA]. 

● In [IHE XUA], the Patient Permission document id in a SAML assertion is formatted as an 

OID-as-URI, and there is no defined way to encode a document extension in a URI. 
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● Policy instance documents based on CDA, such as IHE BPPC, pull in the IHE PCC 

Technical Framework Volume 2, section 4.1.1, which links the document id in the CDA 

with the document id in the metadata. However, the PCC requirement includes the 

carat, which is in conflict with the XDS metadata definition in IHE ITI Technical 

Framework Volume 3, Table 4.1-5 Document Metadata Attribute Definition. 

 

Informative: The eHx adopts the value sets for XDS document metadata coded attributes defined 

in [HITSP C80]. These also apply to policy instance documents. 

 

CONF-076: An Initiating Participant that makes IACP policy instance documents available SHOULD 

use the following XDS metadata values: 

● confidentialityCode: N (Normal) 

● healthcareFacilityTypeCode: 385432009 (SNOMED CT code for Not Applicable) 

● practiceSettingCode: 385432009 (SNOMED CT code for Not Applicable) 

 

CONF-077: An Initiating Participant using the new mechanism that makes IACP policy instance 

documents available SHALL use the following XDS metadata values: 

● eventCodeList: includes an entry with: 

○ Code: The exact policy URI that is asserted in requests as the ACP value 

○ Coding scheme: 2.16.840.1.113883.4.873, expressed as a raw OID (not URN) 

 

CONF-078: An Initiating Participant using the legacy mechanism that makes IACP policy instance 

documents available SHOULD use the following XDS metadata values: 

● eventCodeList: includes an entry with: 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 108 of 278 

 

 108 ©eHealth Exchange  
 

○ Code: The exact policy URI that is asserted in requests as the ACP value 

○ Coding scheme: 2.16.840.1.113883.4.873, expressed as a raw OID (not URN) 

 

Informative: The coding scheme is defined by HL7 specifically for URI identifiers. See 

https://www.hl7.org/fhir/identifier-registry.html and https://www.hl7.org/oid/index.cfm. 

 

CONF-079: An Initiating Participant using the new mechanism that makes IACP policy instance 

documents based on IHE BPPC available SHALL use the following values in the Patient Privacy 

Acknowledgement Service Event (see ITI TF 3: 5.1.2.2.6): 

● <code> code attribute: The exact policy URI that is asserted in requests as the ACP value 

● <code> codeSystem attribute: 2.16.840.1.113883.4.873, expressed as a raw OID (not 

URN) 

 

CONF-080: An Initiating Participant using the legacy mechanism that makes IACP policy instance 

documents based on IHE BPPC available SHOULD use the following values in the Patient Privacy 

Acknowledgement Service Event (see ITI TF 3: 5.1.2.2.6): 

● <code> code attribute: The exact policy URI that is asserted in requests as the ACP value 

● <code> codeSystem attribute: 2.16.840.1.113883.4.873, expressed as a raw OID (not 

URN) 

3.12.8 AttributeStatement 

Informative: See [SAML 2.0] section 2.7.3. The saml:AttributeStatement element describes a 

statement by the SAML authority asserting that the requesting user or system is associated with 

the specified attributes. 

In the context of initiating a healthcare transaction and passing a SAML assertion, the SAML 

attributes contain a set of claims about the requester that the responder can use to make an 

https://www.hl7.org/oid/index.cfm
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=29
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access determination. In other words, all claims are connected by AND: “I am making this claim 

AND this claim...”. When the responder is making its access determination, some rules might 

treat these claims as granting access: “Grant access if the requester makes this claim OR this 

claim...”, while others might treat a claim as denying access: “Grant access to all except the 

patient’s primary care physician, if expressed as a role”. 

This simple AND interpretation for claims contrasts with the more complex way query filters (in 

the Query for Documents specification) can be expressed in AND and OR relationships. 

 

Note: This is a like future policy topic to be addressed in an eHx OP&P 

Value Set Transformation 

Coded values in SAML attributes are bound to value sets, and over time eHx may choose to 

transition these to new value sets. One example is migrating from the legacy eHx Purpose of 

Use vocabulary to the TEFCA vocabulary. We considered managing these transitions by 

allowing the sending of codes with translations, but ultimately decided against it, in favor of 

keeping the interface clean, passing only values from a single value set. eHx will instead likely 

leverage the Hub capabilities to perform translations in-line if and as needed.   

Note that in most cases the transition plan to mediate differences is to track and translate 

based on Responding Gateways and Receiving Gateways, not Initiating Gateways. 

As an example, consider transitioning from value set A to B. eHx will manage the state of each 

Responding Participant: 

Trigger: Hub has translations in place between value set A and value set B, ready to be applied 

per- Responding Participant. 

State: Responding Participant understands A 
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 Hub translates B to A for this Responding Participant if needed 

State: Responding Participant understands A and B 

 Hub removes translation for this Responding Participant 

With this approach, the individual state of Initiating Participants in migrating from sending 
value set A to value set B does not need to be tracked. 

 

3.12.8.1 Format Requirements 

Informative: The saml:AttributeStatement element contains one or more saml:Attribute 

elements, which are unique by @Name and @NameFormat (see [SAML 2.0 Errata] E49: 

Clarification on Attribute Name Format). The saml:AttributeStatement may occur multiple times, 

and SAML does not offer guidance as to whether attributes should be combined in a single 

saml:AttributeStatement or distributed across multiple. The eHx has seen both in production, so 

requires support for both by Responding Participants. 

CONF-081: saml:Attribute elements MAY be distributed across multiple saml:AttributeStatement 

elements, but SHOULD be combined into one. 

Informative: A given saml:Attribute may need to have multiple values, meaning multiple claims 

are being made, e.g. the requester is asserting Purpose of Use A AND B. 

CONF-082: When populating multiple values of a single saml:Attribute, the Initiating Participant: 

● SHALL use a single saml:Attribute element, containing one saml:AttributeValue element 

for each value. 

● SHALL NOT use multiple saml:Attribute elements with the same @Name, either in one 

saml:AttributeStatement or distributed across multiple. 

http://docs.oasis-open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html#__RefHeading__8122_1983180497
http://docs.oasis-open.org/security/saml/v2.0/errata05/os/saml-v2.0-errata05-os.html#__RefHeading__8122_1983180497
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Informative: For coded attributes, the underlying standards and data types would allow senders 

to support multiple vocabularies by passing equivalent codes (i.e. translations). This specification 

does not make use of this ability, defining single value sets for each attribute. Higher level profiles 

or eHx policy may do so. 

CONF-083: The Initiating Participant SHALL NOT pass translations for coded attributes, unless 

superseded by policy or another eHx specification. This includes: 

● When the attribute format is HL7 V3 CE (Coded with Equivalents), populating the child 

<hl7:translation> element. 

● Including additional instances of saml:AttributeValue for a given saml:Attribute. 

 

The eHx Hub may translate values as needed during a transitional phase. 

Informative: [XSPA SAML 1.0] section 2.10 Namespace Requirements requires @NameFormat 

for all attributes to be “urn:oasis:names:tc:SAML:2.0:attrname-format:uri.”. According to [SAML 

2.0] section 2.7.3.1 Element <Attribute>, the default @NameFormat is 

“urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified”. Both the original eHx specification 

and [IHE XUA] omit @NameFormat, so we issue the following non-breaking guidance. The eHx 

Hub will add @NameFormat as needed. 

CONF-084: Unless otherwise specified, the Initiating Participant SHALL specify @NameFormat = 

“urn:oasis:names:tc:SAML:2.0:attrname-format:uri” for all attributes. 

CONF-085: Unless otherwise specified, the Initiating Participant MAY specify the type of the 

saml:AttributeValue element using xsi:type, and if so, SHALL use a compatible type for the 

definition, for example xs:string or xs:anyURI. 

 

https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf#page=9
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=29
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3.12.8.2 Attributes 

Informative: [IHE XUA] has modified some attributes from the original eHx design. eHx and 

Carequality uses the historical eHx attributes with the exception of ACP/IACP. 

To maximize interoperability, we issue the following non-breaking guidance. The eHx Hub will 

add XUA required fields/encodings where they are not included. In the future, these SHOULDs 

are expected to become SHALLs. 

CONF-086: The saml:AttributeStatement SHALL contain saml:Attribute elements as defined by 

[IHE XUA] section 3.40.4.1.2 Message Semantics and constrained as follows and in this section: 

● 1..1 Subject ID 

● 1..* Subject Organization 

● 1..* Subject Organization ID 

● 1..1 Home Community ID, optionally encoded as multiple attributes (see below) 

● 1..1 Subject Role ([IHE XUA] section 3.40.4.1.2.1) 

● 1..* Purpose Of Use ([IHE XUA] section 3.40.4.1.2.3) 

● 0..* National Provider Identifier 

● 0..* Other Provider Identifier 

● 0..* Access Consent Policy ([IHE XUA] section 3.40.4.1.2.2) 

● 0..* Instance Access Consent Policy ([IHE XUA] section 3.40.4.1.2.2) 

● 0..1 Patient Identifier ([IHE XUA] section 3.40.4.1.2.2.1) 

● 0..* Custom Attributes 

 

CONF-087: When populating the Subject ID, Subject Organization, Subject Organization ID, 

Subject Role, National Provider Identifier, and Other Provider Identifier, the Initiating Participant 

SHALL identify the original requesting organization/user/system, even if the request has passed 

through intermediaries. In the case where an organization exists in the directory in a hierarchy, 

the finest-grained organization SHALL be used. Additional Subject Organizations and 

Organization IDs MAY be included. 

https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.1
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.3
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.2.1
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Informative: [IHE XUA] updated @Name for Home Community ID to 

"urn:ihe:iti:xca:2010:homeCommunityId". 

CONF-088: When populating the Home Community ID, the Initiating Participant: 

● SHALL identify the eHx Participant sending the request. In the case of intermediaries 

(other than the eHx Hub), the HCID would be the last intermediary to send the message 

before the Hub.  

● SHOULD include the saml:Attribute as defined by [IHE XUA]. 

● MAY include an equivalent saml:Attribute as defined by [IHE XUA] but with @Name = 

“urn:nhin:names:saml:homeCommunityId”.  

 

Informative: Note that the eHx Hub, while an intermediary, will not change the HCID for intra-

eHx traffic. 

Informative: [OASIS SAML XSPA] has conflicting names for the NPI attribute: see sections 2.12.2 

and Table 2. This specification adopts the name used by [IHE XUA] but allows the one used 

historically by the eHx. 

CONF-089: When populating the National Provider Identifier, the Initiating Participant: 

● SHOULD include the saml:Attribute as defined by [IHE XUA]. 

● MAY include an equivalent saml:Attribute as defined by [IHE XUA] but with @Name = 

“urn:oasis:names:tc:xspa:2.0:subject:npi”. 

● SHOULD use a string rather than the HL7 CE format, as NPIs in the US already have an 

implicit assigning authority. 

Informative: [IHE XUA] does not constrain the Subject Role values. The following reflects the 

historical value set of the eHx. Current state is that these values and their usage are not 

standardized enough to enable true role-based access control across communities. However, 

over time, we anticipate increased evolution in this space. The eHx is seeking a better, managed 

value set for user roles. 

https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf#page=9
https://docs.oasis-open.org/security/xspa/v1.0/saml-xspa-1.0-os.pdf#page=13
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CONF-090: When populating the Subject Role, the Initiating Participant: 

● SHALL use @codeSystem “2.16.840.1.113883.6.96". 

● SHALL use @codeSystemName "SNOMED_CT". 

● SHALL use value set “Author Role”, OID 2.16.840.1.113883.3.18.6.1.15, from [HITSP C80 

2.0.1], Table 2-155. This value set is available here (select “Relational and 

Representational Attributes”). 

● SHALL use the @code and @displayName representing the role that the user or system 

is playing when making the request. 

 

Informative: [IHE XUA] does not constrain the Purpose Of Use values, and allows multiple values. 

Historically the eHx did not specify whether multiple values would be allowed or what the 

semantics would be. This specification adds semantics. 

CONF-091: When populating the Purpose Of Use, the Initiating Participant: 

● MAY include multiple values to convey more than one purpose of use is requested. 

● SHALL use the NHIN Authorization Framework v3 PurposeOfUse value set currently 

maintained at https://s3.amazonaws.com/seqprojectehex/wp-

content/uploads/2018/09/28214743/nhin-authorization-framework-production-

specification-v3.0.pdf: 

● @codeSystem = “2.16.840.1.113883.3.18.7.1" 

● @codeSystemName = "nhin-purpose" 

● Value set available maintained by HL7 at https://www.hl7.org/fhir/codesystem-

nhin-purposeofuse.html 

 

Informative: The PurposeOfUse value set is reproduced below for convenience: 

This code system http://healthit.gov/nhin/purposeofuse defines the following codes: 

Code Display Definition 

TREATMENT Treatment Treatment 

https://ushik.ahrq.gov/ViewItemDetails?&system=mdr&itemKey=168472000
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PAYMENT Payment Payment 

OPERATIONS Operations Healthcare Operations 

SYSADMIN Sysadmin System Administration 

FRAUD Fraud Fraud detection 

PSYCHOTHERAPY Psychotherapy Use or disclosure of Psychotherapy Notes 

TRAINING Training Use or disclosure by the covered entity for its own 

training programs 

LEGAL Legal Use or disclosure by the covered entity to defend itself 

in a legal action 

MARKETING Marketing Marketing 

DIRECTORY Directory Use and disclosure for facility directories 

FAMILY Family Disclose to a family member, other relative, or a close 

personal friend of the individual 

PRESENT Present Uses and disclosures with the individual present. 

EMERGENCY Emergency Permission cannot practicably be provided because of 

the individual's incapacity or an emergency. 

DISASTER Disaster Use and disclosures for disaster relief purposes. 

PUBLICHEALTH Public Health Uses and disclosures for public health activities. 

ABUSE Abuse Disclosures about victims of abuse, neglect or domestic 

violence. 

OVERSIGHT Oversight Uses and disclosures for health oversight activities. 

JUDICIAL Judicial Disclosures for judicial and administrative proceedings. 

LAW Law 

Enforcement 

Disclosures for law enforcement purposes. 

DECEASED Deceased Uses and disclosures about decedents. 

DONATION Donation Uses and disclosures for cadaveric organ, eye or tissue 

donation purposes 

RESEARCH Research Uses and disclosures for research purposes. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 116 of 278 

 

 116 ©eHealth Exchange  
 

THREAT Threat Uses and disclosures to avert a serious threat to health 

or safety. 

GOVERNMENT Government Uses and disclosures for specialized government 

functions. 

WORKERSCOMP Worker's Comp Disclosures for workers' compensation. 

COVERAGE Coverage Disclosures for insurance or disability coverage 

determination 

REQUEST Request Request of the Individual 

 
 

 

CONF-092: When asserting Access Consent Policies, Initiating Participants SHALL be limited to 

the value set in [Carequality QBDE IG] CONF-085. The eHx may define additional values in the 

future. 

3.12.9 AuthzDecisionStatement 

Informative: See [SAML 2.0] section 2.7.4. The <saml:AuthzDecisionStatement> element 

describes a statement by the SAML authority asserting that a request for access by the 

statement’s subject to the specified resource has resulted in the specified authorization decision 

based on some optionally specified evidence. This specification uses this element only for the 

historical eHx format for ACPs/IACPs. 

CONF-093: Initiating Participants MAY include one saml:AuthzDecisionStatement element as 

specified in this section to pass ACP or IACP values. 

CONF-094: Initiating Participants SHOULD NOT include a saml:AuthzDecisionStatement element 

if not passing ACP or IACP values, unless the usage is understood by the Responding Participant. 

CONF-095: If included, the saml:AuthzDecisionStatement SHALL be constrained as follows: 

● @Decision = “Permit” 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=31
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● @Resource = the URI of the endpoint to which the request is addressed (i.e. the value of 

S:Header/wsa:To) or an empty URI reference (“”). 

● One saml:Action element with @Namespace of 

“urn:oasis:names:tc:SAML:1.0:action:rwedc” and value of “Execute” (quotes not 

included). 

● One saml:Evidence element containing one saml:Assertion element with: 

○ @Version, @ID, and @IssueInstant attributes constrained according to section 

3.12. 

○ Issuer element constrained according to section 3.12.1. 

○ At least one saml:AttributeStatement. 

 

CONF-096: The saml:AttributeStatement element within the saml:AuthzDecisionStatement 

SHALL be constrained according to section 3.12.8.1 and including at least one of the following: 

● A saml:Attribute element with @Name = “AccessConsentPolicy” and @NameFormat = 

“http://www.hhs.gov/healthit/nhin”. The value(s) for this attribute will be the OIDs of 

the access policies that the asserting entity has previously agreed to with other entities. 

The OIDs MUST be expressed using the urn format (e.g. - urn:oid:1.2.3.4). 

● A saml:Attribute element with the name “InstanceAccessConsentPolicy” and 

NameFormat “http://www.hhs.gov/healthit/nhin”. The value(s) of this attribute will be 

the OIDs of the patient specific access policy instances. The OIDs MUST be expressed 

using the urn format (e.g. - urn:oid:1.2.3.4.123456789). 

 

Informative: The above is what the historical requirements were for the eHx. Note that the IACP 

reference was not formatted as a document unique id, rather as a URN-encoded OID. Some 

participants used a document unique id with an extension, e.g. “urn:oid:1.2.3.4^ext”. This is not 

a valid URN format, so SHOULD NOT be used. 
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3.13 Processing Requirements: SOAP Request Security Header 

Informative: According to [SAML Token Profile 1.1.1] section 3.1 Processing Model: “When a 

receiver processes a <wsse:Security> header containing or referencing SAML assertions, it 

selects, based on its policy, the signatures and assertions that it will process.”. This specification 

defines a single assertion and requires its processing. 

CONF-097: The Responding Participant SHALL, according to [SAML Token Profile 1.1.1], process 

the <saml:Assertion> element defined by this specification in each SOAP/HTTP request, as 

constrained by this specification. 

CONF-098: The Responding Participant SHALL reject, by returning a SOAP fault, a SOAP/HTTP 

request missing the <saml:Assertion> element defined by this specification. 

CONF-099: The Responding Participant SHOULD reject, by returning a SOAP fault, an additional 

<saml:Assertion> element not defined by this specification, unless that assertion is understood 

by the Responding Participant via some agreement. 

3.14 Processing Requirements: SOAP Request Timestamp and Signature 

Informative: According to [SOAP Message Security 1.1.1] section 10 Security Timestamps: “It is 

strongly RECOMMENDED that recipients (anyone who processes this message) discard (ignore) 

any message whose security semantics have passed their expiration”. This specification 

strengthens the requirement. Also, note that the namespace for the MessageExpired fault code 

differs in sections 10 (“wsu”) and 12 (“wsse”). We are considering “wsse” the normative 

definition. 

 

CONF-100: The Responding Participant SHALL verify the wsu:Timestamp as follows, returning a 

SOAP fault with Fault/Code/Value of env:Sender if it is invalid, and SHOULD use the subcodes and 

text as specified in [SOAP Message Security 1.1.1] section 12 Error Handling: 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397281
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407973
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
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● If the current time is after wsu:Timestamp/wsu:Expires, subcode=wsse:MessageExpired. 

● If the current time is before wsu:Timestamp/wsu:Created, 

subcode=wsse:InvalidSecurity. 

● Both checks SHALL allow for clock skew as specified in [IHE Consistent Time] (5 seconds 

in either direction). 

 

Informative: Verifying the timestamp signature confirms the subject via Holder-of-Key. The key 

information is in the SAML Subject element; see sections 3.11.2 and 3.12.3. 

CONF-101: The Responding Participant SHALL verify the Timestamp Signature element as defined 

in [XML Signature 1.0], as constrained by [eHx Messaging Platform]. 

3.15 Processing Requirements: SOAP Request SAML Assertion 

Informative: According to [SAML Token Profile 1.1.1] section 3.5, Subject Confirmation of SAML 

Assertions: “Any processor of SAML assertions MUST conform to the required validation and 

processing rules defined in the corresponding SAML specification including the validation of 

assertion signatures, the processing of <saml:Condition> elements within assertions, and the 

processing of <saml2:SubjectConfirmationData> attributes.”. This section clarifies and constrains 

the above required processing. 

 

This specification does not define an exhaustive list of validation checks that must be performed 

on the SAML assertion (e.g. perform XML schema validation, make sure saml:Assertion/@Version 

= "2.0", etc.). Ultimately it is up to the Responding Participant to find the right balance between 

Postel’s Law (i.e. be forgiving) and potential vulnerabilities. 

Apart from whether the assertion is valid is the question of what the requester is authorized to 

do. This specification does not define any rules in this area; because of the principle of local 

autonomy this is entirely up to the Responding Participant. The hooks and data are there to 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
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support a spectrum from very simple authorization (treatment only, no per-patient controls), to 

complex business rules (e.g. per-patient restrictions on content, role-based access control, 

different rules for different purposes of use, different rules for different requesting organizations, 

access contingent on asserting specific policies like SSA-827 or 42 CFR Part 2, etc.). 

See section 3.15.9 Access Denials for how to express access denials in the response. 

3.15.1 Issuer and Assertion Signature 

Informative: According to [SAML 2.0] section 2.3.3 Element <Assertion>: “...the issuer of a SAML 

assertion may often need to be authenticated....The SAML assertion MAY be signed, which 

provides both authentication of the issuer and integrity protection. If such a signature is used, 

then the <ds:Signature> element MUST be present, and a relying party MUST verify that the 

signature is valid (that is, that the assertion has not been tampered with) in accordance with 

[XMLSig]. If it is invalid, then the relying party MUST NOT rely on the contents of the assertion. If 

it is valid, then the relying party SHOULD evaluate the signature to determine the identity and 

appropriateness of the issuer”. 

 

As we see above, verifying the assertion signature authenticates the issuer (and hence the 

Participant) is in good standing, as mentioned in the DURSA “digital credentials” related 

statements. 

The saml:Issuer may be included in audit logs. See section 6. 

CONF-102: The Responding Participant SHALL verify the saml:Assertion/ds:Signature element as 

defined in [XML Signature 1.0], as constrained by [eHx Messaging Platform]. 

3.15.2 Subject 

Informative: To confirm the subject, in addition to verifying the timestamp signature for Holder 

of Key (see section 3.14), there may be additional checks included in SubjectConfirmationData. 

See [SAML 2.0] section 2.4.1.2. [SAML Token Profile 1.1.1] section 3.5 requires validating these 

fields if present and rejecting the assertion if invalid. 

https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=16
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=19
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
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Historically, the eHx has never required or tested these checks. 

CONF-103: The Responding Participant SHOULD verify saml:SubjectConfirmationData, and in the 

following cases, return a SOAP fault with Fault/Code/Value of env:Sender and subcode of 

wsse:InvalidSecurityToken as specified in [SOAP Message Security 1.1.1] section 12 Error 

Handling: 

● If @NotBefore is present and the current time is earlier. 

● If @NotOnOrAfter is present and the current time is later. 

 

The time checks SHALL allow for clock skew as specified in [IHE Consistent Time] (5 seconds in 

either direction). 

 

Informative: Note that attributes @Recipient, @InResponseTo, and @Address, even if present, 

are intentionally ignored. This is a relaxation of the required checking. 

Informative: The saml:Subject may be included in audit logs. See section 6. 

3.15.3 Conditions 

Informative: See [SAML 2.0] section 2.5. saml:Conditions defines constraints on the assertion 

intended to be evaluated by the Responding Participant, and [SAML Token Profile 1.1.1] section 

3.5 requires validating these fields if present and rejecting the assertion if invalid. 

Historically, the eHx has never required or tested these checks. In the future, these SHOULDs are 

expected to become SHALLs. 

CONF-104: The Responding Participant SHOULD verify saml:Conditions, and in the following 

cases, return a SOAP fault with Fault/Code/Value of env:Sender and subcode of 

wsse:InvalidSecurityToken as specified in [SOAP Message Security 1.1.1] section 12 Error 

Handling: 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf#page=21
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SAMLTokenProfile-v1.1.1-os.html#_Toc307397294
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
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● If @NotBefore is present and the current time is earlier. 

● If @NotOnOrAfter is present and the current time is later. 

● If saml:Condition is present and understood, and verification fails. 

● If saml:Condition is present and not understood. 

 

The time checks SHALL allow for clock skew as specified in [IHE Consistent Time] (5 seconds in 

either direction). 

 

Informative: Note that fields saml:AudienceRestriction/saml:Audience, saml:OneTimeUse, and 

saml:ProxyRestriction, even if present, are intentionally ignored. This is a relaxation of the 

required checking. 

3.15.4 Advice and Statement 

CONF-105: The Responding Participant SHOULD ignore saml:Advice or saml:Statement if 

supplied, unless their meaning has been coordinated with the Initiating Participant. 

3.15.5 AuthnStatement 

CONF-106: The Responding Participant MAY consider the authentication context of the subject 

when making a determination to allow access. 

The saml:AuthnStatement may be included in audit logs.  

3.15.6 Access Consent Policies 

CONF-107: The Responding Participant SHOULD support the new mechanism for ACPs/IACPs as 

defined in section 3.12.7. 

CONF-108: The Responding Participant MAY support the legacy mechanism for ACPs/IACPs as 

defined in section 3.12.7. 
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CONF-109: The Responding Participant MAY evaluate any asserted Access Consent Policies when 

making a determination to allow access. 

CONF-110: The Responding Participant MAY query, retrieve and evaluate any asserted Instance 

Access Consent Policies when making a determination to allow access. 

Informative: See the content specifications for specific IACP formats (e.g. [IHE BPPC]) for 

processing guidance. This specification does not define processing further. 

CONF-111: A Responding Participant that wishes to query and retrieve IACP policy instance 

documents SHALL support the [eHx Query for Documents] and [eHx Retrieve Documents] 

specifications as an Initiating Participant. 

CONF-112: A Responding Participant that wishes to query and retrieve IACP policy instance 

documents MAY execute the [eHx Query for Documents] and [eHx Retrieve Documents] 

transactions before responding to the Initiating Participant’s original request, in order to 

incorporate these documents in its access decision. 

Informative: The following requirement prevents an endless loop of IACP retrievals. 

CONF-113: A Responding Participant that wishes to query and retrieve IACP policy instance 

documents SHALL NOT include ACP or IACP references in IACP query and retrieve requests. 

Informative: The new mechanism supports two ways to query for IACPs: by document unique id 

mapped to IACP or by event code list mapped to ACP, which also requires a patient id. 

CONF-114: A Responding Participant using the new mechanism that wishes to query for IACP 

policy instance documents by IACP document id passed in a request SHALL constrain the 

document query as follows: 

● MAY use any stored query that takes document unique id, e.g. GetDocuments. 

However, note that only GetDocuments is required to be fully supported by the 

Initiating Participant. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 124 of 278 

 

 124 ©eHealth Exchange  
 

● In the slot $XDSDocumentEntryUniqueId, strip off the “urn:oid:” prefix from the IACP 

document ID received in the SAML assertion of the request. 

 

CONF-115: A Responding Participant using the new mechanism that wishes to query for IACP 

policy instance documents by ACP policy id passed in a request SHALL constrain the document 

query as follows: 

● MAY use any stored query that takes event code list, e.g. FindDocuments. However, 

note that only FindDocuments is required to be fully supported by the Initiating 

Participant. 

● In the slot $XDSDocumentEntryPatientId, use the exact Patient Identifier Attribute 

received in the SAML assertion of the request. 

● In the slot $XDSDocumentEntryEventCodeList, include a value with: 

○ Code: The exact policy URI received in the SAML assertion of the request. 

○ Coding scheme: 2.16.840.1.113883.4.873, expressed as a raw OID (not URN). 

 

Informative: Initiating Participants may host multiple policy instance documents for a given 

patient and policy. Responding Participants may wish to apply further filters, such as format code, 

class code, service dates (which are typically tied to a document’s effective dates) or status 

(because deprecated versions may exist). These filters are not constrained by this guide. 

Informative: The legacy mechanism for referencing and querying IACPs will not work with the 

rules of XCA query. The following complements the non-breaking guidance for initiators in 

section 3.12.7.2. 

CONF-116: A Responding Participant using the legacy mechanism that wishes to query for IACP 

policy instance documents by IACP reference passed in a request: 

● SHALL use the exact Patient Identifier Attribute received in the SAML assertion of the 

request in the slot $XDSDocumentEntryPatientId,  
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● SHOULD filter by $XDSDocumentEntryEventCodeList, including a value with: 

○ Code: The exact IACP OID received in the SAML assertion of the request. 

○ Coding scheme: “N/A”. 

○ Example: ‘urn:oid:1.2.3.4^^N/A' 

● MAY filter by $XDSDocumentEntryClassCode (e.g. 57016-8: Privacy Policy 

Acknowledgement Document or 57017-6: Privacy Policy) or 

$XDSDocumentEntryFormatCode (e.g. urn:ihe:iti:bppc:2007, urn:ihe:iti:bppc-sd:2007 or 

urn:nhin:names:acp:XACML) in addition to or instead of 

$XDSDocumentEntryEventCodeList. 

3.15.7 AttributeStatement 

CONF-117: A Responding Participant SHALL be able to process saml:Attribute elements 

regardless of whether they are distributed across multiple saml:AttributeStatement elements or 

combined into one. 

CONF-118: A Responding Participant SHALL be able to process saml:Attribute elements with 

multiple saml:AttributeValue elements. 

CONF-119: The Responding Participant SHALL return a SOAP fault with subcode of 

wsse:InvalidSecurityToken as specified in section 3.18: 

● If a required saml:Attribute element is missing. 

● If a required saml:Attribute element has an empty or invalid saml:AttributeValue. 

 

CONF-120: A Responding Participant SHALL be able to process saml:Attribute elements defined 

in section 3.12.8.2, constrained as follows: 

● SHOULD support [IHE XUA] encoding of Home Community ID, MAY support alternate 

with @Name = “urn:nhin:names:saml:homeCommunityId”. 

● SHOULD support [IHE XUA] encoding of National Provider Identifier, MAY support 

alternate with @Name = “urn:oasis:names:tc:xspa:2.0:subject:npi”. 
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● SHOULD support Other Provider Identifier. 

● SHALL be able to process the ACP/IACP values as specified in [IHE XUA] section 

3.40.4.1.2.2 Authz-Consent Option if it supports the new mechanism for ACPs or IACPs 

as defined in section 3.12.7. 

● MAY support additional saml:Attributes. 

 

Informative: Current state is that role values and their usage are not standardized enough to 

enable true role-based access control across communities. Carequality is one trust framework 

that has disallowed use of role in access decisions. We are following this pattern, but will revisit 

as the area matures. 

CONF-121: A Responding Participant SHALL NOT use Subject Role values to determine access 

decisions. 

Informative: For Subject Role, we allow non-understood codes so that initiators may add more 

detail as needed beyond the required codes. For Purpose of Use, we require all codes to be 

understood by the responder to ensure they know exactly the purposes for which they are 

granting access. 

CONF-122: The Responding Participant SHALL return a SOAP fault with subcode of 

wsse:InvalidSecurityToken as specified in section 3.18 if the Subject Role saml:Attribute element 

has no saml:AttributeValue that is understood by the Responding Participant. The Text SHALL 

reflect that no code that was understood was received. 

CONF-123: Responding Participants SHALL understand legacy eHx codes for Purpose Of Use. 

CONF-124: The Responding Participant SHALL return a SOAP fault with subcode of 

wsse:InvalidSecurityToken as specified in section 3.18 if the Purpose Of Use saml:Attribute 

element has any saml:AttributeValue that is not understood by the Responding Participant. The 

Text SHALL reflect that a code that was not understood was received. 

https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2.2
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CONF-125: When interpreting multiple values for Purpose Of Use, a Responding Participant 

SHALL evaluate all codes as the purposes being requested. If any purpose is not permitted, the 

request SHALL be rejected. 

Informative: saml:Attributes may be included in audit logs. See section 6. 

3.15.8 AuthzDecisionStatement 

CONF-126: A Responding Participant that supports the legacy mechanism for ACPs or IACPs as 

defined in section 3.12.7 SHALL be able to process the saml:AuthzDecisionStatement as specified 

in section 3.12.9. 

Informative: ACP/IACP values may be included in audit logs. See section 6. 

3.15.9 Access Denials 

Informative: Based on the principle of local autonomy, Responding Participants may deny access 

in whole or in part based on local business rules, which may involve organizational rules, 

limitations on purposes of use, as well as patient-directed access restrictions. 

The eHx Authorization Framework 3.0 and Access Consent Policies 2.0 specifications did not say 

how responders were to convey access denials, but the FAQs and discussion wikis made clear 

that both conveying the denial (via a SOAP fault) and concealing the denial (via omitting content 

from the response) were allowed. 

Carequality went further: based on a need to convey details about the denial, it introduced a new 

AccessDenial SOAP header block to be returned in a SOAP response and disallowed the use of 

SOAP faults for access denials: see [Carequality QBDE IG], section 8.4.5. For backwards 

compatibility, this block is marked with a mustUnderstand value of “false” or “0”. 

For interoperability, 

● If an eHx Initiating Participant receives an AccessDenial SOAP header block, it may 

process it or ignore it if not understood. This will make the response equivalent to 

concealing the denial. 
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● If an eHx Responding Participant denies access by returning a SOAP fault, the Hub would 

need to translate it to a regular response with an AccessDenial block. This would need to 

be coordinated with each participant. 

 

CONF-127: The Responding Participant MAY reflect full denial of access by returning a SOAP fault 

with subcode of wsse:FailedAuthentication as specified in section 3.18. 

CONF-128: The Responding Participant MAY reflect partial or full denial of access by returning a 

SOAP response including an AccessDenial SOAP header block as specified in section 3.16. 

CONF-129: The Responding Participant MAY reflect partial or full denial of access by returning a 

normal SOAP response (i.e. no SOAP Fault or AccessDenial SOAP header block), with some or all 

content omitted (e.g. patient not found). 

3.16 Message Requirements: SOAP Response Security Header 

Informative: See Closed issue 12.3.1: Should SOAP responses contain timestamps? 

CONF-130: The Responding Participant SHOULD include a Timestamp as specified in section 

3.11.1 in each SOAP response. 

CONF-131: The Responding Participant SHOULD include wsse11:SignatureConfirmation elements 

in each SOAP response, constrained as follows: 

● SHALL follow the wsse:Timestamp. 

● SHALL include one SignatureConfirmation element per top-level signature in the 

request, in order of original occurrence, as specified in [SOAP Message Security 1.1.1] 

sections 8.5 and 8.5.1. 

 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407959
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Informative: The standard eHx request has only one top-level signature, the Timestamp 

signature. The order is specified by [WS-Security Policy 1.2] section C.1.3 Recipient to Initiator 

Messages (transport security, strict binding). If the Responding Participant declares policies in 

WSDL, use of SignatureConfirmation would be declared using the 

sp:RequireSignatureConfirmation statement. 

CONF-132: The Responding Participant MAY reflect denial of access in whole or in part by 

including an AccessDenial SOAP header block as specified in [Carequality QBDE IG], section 8.4.5 

in a SOAP response. 

3.17 Processing Requirements: SOAP Response Header 

CONF-133: If a SOAP response includes wsse11:SignatureConfirmation elements, the Initiating 

Participant SHOULD verify them as specified in [SOAP Message Security 1.1.1] section 8.5.2. 

Informative: Verifying a response offers no in-band way to report a failure. Initiating Participants 

SHOULD report the failure to the Responding Participant using other means. 

Also, in order to preserve this check, the Hub will replace the wsse11:SignatureConfirmation 

element when present. This will be transparent to Participants. See section 9.3.7. 

3.18 Message Requirements: SOAP Fault 

Informative: All of the faults specified in this specification are related to a problem with the 

sender, whether it is an invalid message, a requester who can’t be authenticated or authorized, 

or some other security problem. This specification does not constrain or forbid other kinds of 

faults, for example, where a subsystem did not respond. 

SOAP Message Security gives general requirements; each fault requirement in this specification 

specifies the triggering criteria and the subcode to use. 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407961
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CONF-134: When returning a SOAP fault indicated by this specification, the Responding 

Participant SHALL follow the requirements in [SOAP Message Security 1.1.1] section 12 Error 

Handling. 

3.19 Data Labeling 

Informative: As an alternative to omitting sensitive data from responses or denying access, the 

Responding Participant could opt to mark such data using security labels, provided the FHIR 

Initiating Participant is sufficiently trusted and has the ability to process and handle such data 

appropriately. 

 

This mechanism would need to be profiled for eHx Participants or by private agreement, by 

defining a set of accepted security labels, expected behavior upon receipt, and an expectation 

or mechanism by which Initiators would demonstrate their ability to uphold their obligations. 

For example, [Carequality QBDE IG] Initiators assert a specific policy identifier (i.e. ACP) to claim 

their ability to process 42 CFR Part 2 marked data (see section 4.4.1. Access Policy Assertions). 

Alternatively, eHx could define through policy a set of values all Participants must be able to 

process. 

While this specification does not define any such profiles, it sets baseline requirements. 

CONF-135: A Responding Participant SHALL NOT return data marked with security labels unless 

it knows that the Initiating Participant is sufficiently trusted and has the ability to process and 

handle such data appropriately. The mechanism by which it determines this is not specified. 

CONF-136: A Initiating Participant that has claimed the ability to process and handle data marked 

with security labels SHALL handle all agreed upon security labels on data received and fulfill any 

obligations indicated by those labels. 

http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
http://docs.oasis-open.org/wss-m/wss/v1.1.1/os/wss-SOAPMessageSecurity-v1.1.1-os.html#_Toc307407975
https://carequality.org/wp-content/uploads/2021/07/Query-Based-Document-Exchange-Implementation-Guide-v2.0-Published-07122021-1.pdf#page=23
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CONF-137: A Initiating Participant that receives data marked with security labels that it has not 

agreed to or does not understand: 

● SHALL reject and discard that data. 

● SHALL log the error as appropriate. 

● SHALL notify the Responding Participant in accordance with eHx policies for data 

breaches. 

4 HL7 FHIR RESTFUL WEB SERVICES FRAMEWORK DESCRIPTION 

4.1 Changes Since Prior Version 

Not applicable; no prior version. 

4.2 Definitions 

Security terminology is similar, but not identical between SOAP/SAML (section 3) and 

RESTful/OAuth (section 4) web services. These definitions are intended to be comprehensive for 

section 4. 

See the underlying OAuth RFCs and OIDC specifications (link to underlying spec section). Key 

terms are further clarified and constrained below: 

● A security token is a collection of claims made by an issuer about a subject. The formats 

used in this section are X.509 certificates, JSON Web Tokens (JWTs) and opaque strings. 

The specific tokens are OAuth 2.1 client assertions, access tokens and refresh tokens. 

● Digital signatures over a token confirm a binding between the identity of the subject 

and the claims made in the token. The format used in this section is JSON Web 

Signatures (JWSs), included in the JWTs they sign. 
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● Tokens may be used to issue or protect other tokens, for example, X.509 certificates 

can be used to sign JWTs. In this case, the subject of the signing token becomes the 

issuer of the signed token. 

● From [OAuth 2.1] section 1. Introduction (bolding and capitalization of key terms 

added): “In OAuth, the client requests access to resources controlled by the resource 

owner and hosted by the Resource Server.  Instead of using the resource owner's 

credentials to access protected resources, the client obtains an access token - a 

credential representing a specific set of access attributes such as scope and lifetime.  

Access tokens are issued to clients by an Authorization Server with the approval of the 

resource owner.  The client uses the access token to access the protected resources 

hosted by the resource server.” Some key takeaways: the resource owner trusts the 

authorization server to protect the resource server, and the two servers may coordinate 

in opaque ways. 

● An OAuth authorization grant is a credential representing the resource owner's 

authorization that the client gives to the authorization server to obtain the access token. 

It is an abstract term; specific grant types support different use cases. The types used in 

this section are: 

○ Authorization Code Grant: used when the requester is a human (i.e. B2C: 

Business-to-Consumer) who has an identity (and typically an account) at the 

Authorization Server. The user logs in to the Authorization Server and grants 

access to the resources available to the requester to the client. The user is most 

often a patient. Note: in this grant flow, OAuth uses the term resource owner for 

the human who grants access. But it’s not really a single owner; it might be 

better thought of as “an account that has access to a resource”: for example, a 

provider logs into her account at system A to grant system B access to the 

patients she provides care to. 

○ Client Credentials Grant: used when the requester’s credentials by themselves 

are sufficient to obtain access, usually due to a strong business/legal relationship 

and technical trust between the client system and Authorization Server, as well 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-1
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as a privileged user role with a higher threshold for inadvertent disclosure. 

Because this interaction is more about the relationship between organizations 

than an individual with their records, it is referred to as “B2B” or Business-to-

Business. The requester is most often a provider. 

○ Refresh Token Grant: used with the Authorization Code Grant to obtain a fresh 

access token because the previous one had expired or a different scope is 

required. 

● An assertion in the context of OAuth is a kind of security token passed in an access 

token request. This term is introduced in OAuth Assertion Framework [RFC7521], and 

two formats are defined: a SAML Bearer assertion [RFC 7522] and a JWT Bearer Token 

[RFC 7523]. The assertion can be used as an authorization grant or for client 

authentication, combined with other grants. This section uses the JWT for client 

authentication (see Client Authentication Token below). 

 

The following definitions are specific to section 4:  

● The requester is the human or application that wants access to the protected resources. 

This is finer-grained than the client, which is the requesting system. 

● The Client Authentication Token is a JWT Bearer Token signed with an asymmetric key, 

passed as a client assertion in an OAuth access token request. This token authenticates 

the client, and through extension claims, provides key information about the request 

that the Responding Participant may use to make an authorization decision for the 

requested function. See section 4.12.2 Obtain Access Token. 

● The Authorization Workflow is the FHIR/OAuth implementation of the primary 

authorization use case: section 2.2.3 Use Case: Exchange of Clinical Information. The 

workflow is “realized” (i.e. implemented) in FHIR/OAuth in section 4.8.2. 

● The FHIR Initiating Participant participates in the Authorization Workflow by sending 

RESTful web services requests to a Responding Participant and processing the 

responses. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 134 of 278 

 

 134 ©eHealth Exchange  
 

● The FHIR Responding Participant participates in the Authorization Workflow initiated by 

the Initiating Participant. It processes the RESTful web services requests and returns 

responses. 

 

The following diagram shows the Participants in the Authorization Workflow specific to 

FHIR/OAuth. Within each Participant is the functionality it represents from the various underlying 

specifications. The STS is shown as a separate component because that is a typical architecture, 

but it does not have to be - that is why it is shown with dotted borders. 

 

This allocation of functionality to Participants is made explicit in section 4.5.3. 
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4.2.1 Request Definition 

eHx requests are defined by the applicable service interface, the interface operation, and the 

identity of the record target (unambiguous person identity in the FHIR Responding Participant, 

when known). 

4.2.2 Identity of the Patient 

In most eHx requests, Patient Discovery a notable exception, the patient is the unambiguous 

person identity as known by the FHIR Responding Participant. The assertion contained in the 

Authorization Framework declares that the requester is authorized by the FHIR Initiating 

Participant to access information about this person. It also may be required for HIPAA Privacy 

Disclosure Accounting. 

4.3 Assumptions 

None specific to FHIR/OAuth. 

4.4 Triggers 

CONF-138: The Authorization Workflow, performing authentication and authorization using 

OAuth 2.0/2.1 as constrained by this specification, SHALL be triggered when a FHIR Initiating 

Participant needs to send a FHIR HTTP request to a FHIR Responding Participant. 

 CONF-139: The “Service Security Discovery/Registration” flow of the Authorization Workflow 

MAY be triggered by a FHIR Initiating Participant prior to the need to send a FHIR HTTP request 

to a FHIR Responding Participant. 

4.5 Framework Definition 

4.5.1 Interaction Behavior 

According to the eHx local accountability principle, the FHIR Initiating Participant must 

determine if a local user/system is authorized to perform a given function; in this context, to 
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make a specific request. If the request is authorized, the FHIR Initiating Participant proceeds with 

the authorization workflow, which at a high level can be thought of as two steps: obtain 

authorization, and make a resource request. For the first step: 

● The Initiating Participant first creates a JWT assertion (perhaps using a Security Token 

Service) to authenticate it to the FHIR Responding Participant’s Authorization Server. 

● If the flow is B2B, the FHIR Initiating Participant includes extra claims in the JWT 

describing the request, then kicks off the OAuth client credentials flow, passing the JWT 

in an access token request to the FHIR Responding Participant’s Authorization Server. 

● If the flow is B2C, the FHIR Initiating Participant kicks off the OAuth authorization code 

flow, handing control to the FHIR Responding Participant’s Authorization Server to 

capture user login and consent, receiving an authorization code, and ultimately passing 

the code and the JWT in an access token request to the FHIR Responding Participant’s 

Authorization Server. 

● The FHIR Responding Participant’s Authorization Server validates and authorizes the 

request and returns an access token. 

 

For the second step, if the request is authorized, the FHIR Initiating Participant includes the 

OAuth access token in the request to the FHIR Responding Participant’s Resource Server. 

 

The FHIR Responding Participant begins the authorization workflow with the understanding that 

the FHIR Initiating Participant has locally authorized the user to make the request. However, 

according to the local autonomy principle, the decision to grant the request is that of the FHIR 

Responding Participant, and it has two opportunities to make that decision: 

● Via its Authorization Server, which decides whether to return an access token, and 

which specific access rights that token allows. 
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● Via its Resource Server, which may further refine the access decision in deciding what 

actions to perform or what resources to return. 

 

The information needed to inform that decision is conveyed via the JWT assertion for B2B or by 

interaction with the user agent for B2C. 

The specific interactions and variations are detailed in section 4.8. 

Figure 4.5.1-1 Interaction Behavior 

 

4.5.2 FHIR/OAuth Message Structure 

 

Figure 4.5.2-1: Non-Normative example of the structure of the access token request 
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Figure 4.5.2-1 depicts the structure of the access token request as defined by this specification 

and its underlying specifications. The ordering of the elements is normatively defined by the 

underlying specifications. 
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While there are other messages used in OAuth, the access token request is the most complex. 

Other messages are shown with examples. 

The particular specifications that define the elements above are listed in the following section. 

4.5.3 Underlying Standards 

Informative: The eHx Authorization Framework for FHIR/OAuth is based on OAuth 2.0 and 2.1, 

as profiled by [HL7 UDAP], [SMART App Launch], and [IHE IUA], and including multiple extensions 

to the basic OAuth framework, as listed below. 

CONF-140: The FHIR Initiating Participant SHALL incorporate the behavior of the following, as 

constrained by this specification: 

● The Confidential Client in [RFC 6749], [HL7 UDAP], [UDAP.org]. 

● The client instance in [RFC 7591]. 

● The Client and Issuer (security token service (STS) or self-issued) in [RFC 7521] and [RFC 

7523]. 

● The JWT agent, creator, parser, processor and principal in [RFC 7519]. 

● The client in [RFC 6750], [RFC 7230], [RFC 7231], [RFC 7232], [RFC 7233], [RFC 7234], 

[RFC 7235]. 

 

CONF-141: The FHIR Initiating Participant SHALL incorporate the behavior of the following if it 

supports the authorization code flow, as constrained by this specification: 

● The user agent in [RFC 6749]. 

● The user agent in the family of HTTP 1.1 specifications: [RFC 7230], [RFC 7231], [RFC 

7232], [RFC 7233], [RFC 7234], [RFC 7235]. 

 

CONF-142: The FHIR Responding Participant SHALL incorporate the behavior of the following, as 

constrained by this specification: 
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● The Authorization Server and Resource Server in [RFC 6749], [RFC 7591], [HL7 UDAP], 

[UDAP.org]. 

● The Server and Relying Party in [RFC 7521] and [RFC 7523]. 

● The JWT agent, creator, parser, processor and principal in [RFC 7519]. 

● The server in [RFC 6750], [RFC 7230], [RFC 7231], [RFC 7232], [RFC 7233], [RFC 7234], 

[RFC 7235]. 

 

CONF-143: The FHIR Participant SHOULD incorporate the behavior of the above roles in [OAuth 

2.1], as constrained by this specification. 

Informative: Regarding OAuth 2.1 vs 2.0: Readers are advised that OAuth 2.1 is backward-

compatible - it consolidates information from various OAuth-related RFCs and requires 

accumulated best practices. From OAuth 2.1: 

1.8.  Compatibility with OAuth 2.0: “OAuth 2.1 is compatible with OAuth 2.0 with the 

extensions and restrictions from known best current practices applied. Specifically, 

features not specified in OAuth 2.0 core, such as PKCE, are required in OAuth 2.1.  

Additionally, some features available in OAuth 2.0, such as the Implicit or Resource Owner 

Credentials grant types, are not specified in OAuth 2.1.  Furthermore, some behaviors 

allowed in OAuth 2.0 are restricted in OAuth 2.1, such as the strict string matching of 

redirect URIs required by OAuth 2.1.” 

However, this specification has not fully adopted OAuth 2.1 requirements. We make OAuth 2.1 

a SHOULD in general, and we reference OAuth 2.1 over 2.0 specifically in the following cases: 

● When a topic is explained informationally in a better way in 2.1 than in 2.0 

● To explicitly require something from 2.1 

● To explain a difference introduced by 2.1 and offer guidance 
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CONF-144: The FHIR Initiating Participant SHALL incorporate the behavior of the following, as 

constrained by section 4.9.2 OAuth 2 Scopes: 

● The client in [SMART App Launch] section 3. App Launch: Scopes and Launch Context. 

 

CONF-145: The FHIR Responding Participant SHALL incorporate the behavior of the following, as 

constrained by section 4.9.2 OAuth 2 Scopes: 

● The server in [SMART App Launch] section 3. App Launch: Scopes and Launch Context. 

 

CONF-146: The FHIR Initiating Participant MAY incorporate the behavior of the following, as 

constrained by this specification: 

● The Authorization Client in [IHE IUA]. 

● The Authorization Server in [IHE IUA]. 

 

Informative: A client with its own OAuth Authorization Server (the second bullet above) is a 

deployment that has been mentioned in IUA discussions, where the Initiating Participant would 

use a local OAuth AS to authorize the outgoing request and generate the Client Authentication 

Token. Note that the token it produces is not compatible with the one required by UDAP, so if 

used, it would need to be transformed first. 

CONF-147: The FHIR Responding Participant MAY incorporate the behavior of the following, as 

constrained by this specification: 

● The Authorization Server and Resource Server in [IHE IUA]. 

 

http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#app-launch-scopes-and-launch-context
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#app-launch-scopes-and-launch-context
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CONF-148: If the Initiating Participant supports any of the flows that reverse the authorization 

workflow (e.g. section 4.8.2.4 Alternate Flows, “Retrievable Consent Reference”), it SHALL 

incorporate the behavior of the Responding Participant, as specified in this section. 

CONF-149: If the Responding Participant supports any of the flows that reverse the authorization 

workflow (e.g. section 4.8.2.4 Alternate Flows, “Retrievable Consent Reference”), it SHALL 

incorporate the behavior of the Initiating Participant, as specified in this section. 

The related standards and key dependencies are shown below. Unused referenced standards are 

not shown. 

● [RFC 6749] (OAuth 2.0) and [OAuth 2.1] define the base capabilities of OAuth 2: the key 

roles of Authorization Server and Resource Server, and the grant types used by this 

specification. 

● [HL7 UDAP] profiles OAuth 2.0 for healthcare. It depends on [UDAP.org], which provides 

common profiling. 

● [RFC 7591] defines a mechanism to dynamically register an OAuth client. 

● [RFC 7521] (incorporated into OAuth 2.1) defines a generic framework for passing 

assertions in OAuth access token requests. 

● [RFC 7523] (incorporated into OAuth 2.1) implements this framework with a JWT Bearer 

Token. 

● [RFC 6750] defines a Bearer format for passing an OAuth access token to a Resource 

Server. 

● [RFC 7519] defines the JSON Web Token (JWT) format. It depends on [RFC 7518] JSON 

Web Algorithms (JWA) and [RFC 7515] JSON Web Signature (JWS). 

● [RFC 7230], [RFC 7231], [RFC 7232], [RFC 7233], [RFC 7234], [RFC 7235] are the core 

HTTP 1.1 specifications. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 143 of 278 

 

 143 ©eHealth Exchange  
 

4.5.3.1 OAuth 2 Extensions and Profiling 

Informative: the sequence diagram below shows how the OAuth 2 extension RFCs and OAuth 2 

profiles that we considered relate to and build on the base OAuth 2 transactions (i.e. [RFC 6749]). 

Some we did not adopt. 
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4.5.4 Processing Model 

The processing model is based entirely on OAuth 2. For an overview see [OAuth 2.1] section 1. 

Introduction. 

4.5.5 Must Support 

The Authorization Framework does not directly use FHIR transactions, and the [HL7 UDAP] 

specification has no concept of “must support”, so this is not applicable. 

4.6 Additional Options 

4.6.1 General OAuth Options 

● Within the underlying specifications, there are many fields that have been constrained 

out or simply not mentioned, for example, additional server metadata defined in [RFC 

8414], or custom claims added to the Client Authentication Token. The general rule in 

these cases is a Participant MAY include these fields, but has no guarantee that other 

Participants will be able to process them. 

● Grant types not covered by this specification or any other eHx specification or policy, for 

example Implicit, are not permitted. 

● Public clients, unless specified by another eHx specification or policy, are not currently 

permitted. 

● Authenticating the client with a shared secret (as SMART on FHIR does) is not permitted 

for eHx traffic. 

● Other variations from the specification that could be mediated by the eHx Hub will be 

considered on a case-by-case basis. 

4.6.2 Supporting Multiple OAuth Profiles 

A given system may support multiple OAuth Profiles, e.g. [HL7 UDAP], [SMART on FHIR], [IHE 

IUA], etc. While these profiles are mostly compatible, they are not completely so. In order to 

support more than one, a FHIR Responding Participant will likely need different endpoints for the 

Authorization Server to trigger profile-specific behavior. Fortunately this is possible, given that 

https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#section-1
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#section-1
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profiles use different well known URLs for Authorization Server Discovery. See section 4.10.1 

Compatibility with other OAuth profiles. 

4.6.3 Optional OAuth Scopes 

Many optional scopes are permitted. See section 4.9.2. 

4.7 FHIR/OAuth Compared to SOAP/SAML 

The key differences with FHIR/RESTful web services from SOAP/SAML as used by this 

specification: 

● The Authorization Server is a distinct, third actor that mediates the workflow with its 

own set of transactions. 

● The authorization code flow, where a human user logs in and grants herself access from 

one system to another, has no analog in SOAP/SAML. 

● As FHIR is to SOAP, OAuth is to SAML in that FHIR/OAuth use the base HTTP capabilities 

rather than the higher layer SOAP/XML. 

 

Beyond that, there are more variations available. The interactions are potentially more complex, 

and more interactions are specified explicitly that in SOAP/SAML are left as implementation 

details. Compare the use case realization flows in section 4.8 with section 3.8 for more details. 

4.8 System-Level Use Case Realizations 

This section “realizes” the abstract use cases and flows from section 2.2 using the specific design 

and mechanisms for RESTful FHIR web services. There are additional flows for FHIR/OAuth-

specific behaviors that are not part of the abstract workflow. These are marked as (FHIR-specific). 

Each supported flow is shown as a sequence diagram followed by narrative steps, linking to the 

relevant detailed requirements sections. Some flows are shown only as narrative steps when the 

sequence diagram would add no further details. 
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4.8.1 Use Case Requirements 

The tables below specify which use cases and flows are supported for RESTful FHIR web services, 

and which of those are required for the FHIR Initiating (I) and Receiving (R) Participants.  

4.8.1.1 Use Case: Exchange of Clinical Information 

Rqmt # Flow I/R Required to Support 

CONF-150 Basic Flow: Includes Business-to-Business 
(B2B) 

I SHALL support at 
least one: this flow or 
Business-to-
Consumer (B2C) 

CONF-151 Basic Flow: Includes Business-to-Business 
(B2B) 

R SHALL 

CONF-152 Business-to-Consumer (B2C) I SHALL support at 
least one: this flow or 
Business-to-Business 
(B2B) 

CONF-153 Business-to-Consumer (B2C) R SHALL 

CONF-154 B2B: Authentication by Initiator IdP Identity 
Token 

I/R Not supported* 

CONF-155 B2B: Authentication by Requester 
Demographics 

I/R Not supported* 

CONF-156 B2C: Authentication to Responder IdP I/R MAY 

CONF-157 Server-based Mobile App or Trusted Native 
App 

I MAY 

CONF-158 Server-based Mobile App or Trusted Native 
App 

R SHALL 
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Rqmt # Flow I/R Required to Support 

CONF-159 Untrusted Mobile App I/R Not supported** 

CONF-160 Retrievable Consent Reference I MAY 

CONF-161 Retrievable Consent Reference R MAY query, retrieve 
and incorporate 
consent into access 
decision. SHALL 
ignore the reference 
without error if it is 
unsupported. 

CONF-162 Service Security Negotiation I/R SHALL 

CONF-163 Complex Exchange Workflow: Related 
Independent REST Requests 

I/R SHALL support 
authorization; 
separate from which 
FHIR capabilities are 
supported. 

CONF-164 Complex Exchange Workflow: Subscription 
Using REST Hook 

I/R MAY 

CONF-165 Patient-Directed Data Exchange I/R Not supported* 

CONF-166 Zero Intermediaries (i.e. Point to Point) I/R N/A: transparent to 
Participants 

CONF-167 Additional Passive Intermediary I/R MAY: details are out 
of scope 

CONF-168 Additional Active Intermediary I/R Not supported*** 

CONF-169 Trust Domain Bridging and Authorization I/R N/A: transparent to 
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Rqmt # Flow I/R Required to Support 

Interface Mediation Participants 

CONF-170 Omit Protected Data I N/A: transparent to 
Initiator 

CONF-171 Omit Protected Data R MAY 

CONF-172 Label Protected Data I/R SHALL NOT unless 
profiled, then MAY 

CONF-173 Modify or Cancel Client Registration (FHIR-
specific) 

I/R SHALL 

CONF-174 Reuse Access Token (FHIR-specific) I SHOULD 

CONF-175 Reuse Access Token (FHIR-specific) R SHALL 

CONF-176 Refresh (FHIR-specific) I SHALL if support B2C 

CONF-177 Refresh (FHIR-specific) R SHOULD 

CONF-178 Convey an Access Denial I/R SHALL: Initiator needs 
to handle; Responder 
needs capability even 
if they decide 
sometimes to conceal 

CONF-179 Conceal an Access Denial I N/A: transparent to 
Initiator 

CONF-180 Conceal an Access Denial R MAY 

CONF-181 Invalid Request (FHIR-specific) I/R SHALL 

CONF-182 Invalid Response (FHIR-specific) I/R SHALL 
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Rqmt # Flow I/R Required to Support 

CONF-183 TLS Failure (FHIR-specific) I/R SHALL: covered in 
[eHx Messaging 
Platform] 

 

* Other groups (Carequality FHIR IG WG, UDAP.org, ONC FAST Identity) may be looking into this 

capability. We may adopt what they come up with. 

** This is supported by [SMART App Launch] but not by [HL7 UDAP] yet. 

*** This flow will eventually be supported, but will not be documented in this specification. It 

may be covered by the [HL7 ONC FAST - Hybrid/Intermediary Exchange IG], or by a [TEFCA QTF]-

related effort. 

4.8.1.2 Use Cases Not Shown 

The following use cases, while considered, were not chosen to drive any specific design for the 

FHIR/OAuth mechanism, therefore were not shown: 

● Use Case: Secondary Use of Data 

● Use Case: Diagnose Cross-Community Exceptions 

● Use Case: Respond to Request for Access Information 

 

The needs of these use cases may be met through manual analysis of system and audit logs, and 

to the extent that they drive provenance requirements, the eHx will address provenance in other 

specifications/policy. 

https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://hl7.org/fhir/us/exchange-routing/2022Jan/
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
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4.8.2 Use Case: Exchange of Clinical Information 

4.8.2.1 Additional Preconditions 

1. The Initiating Participant and Responding Participant have each been issued eHx 

certificates, and include in their respective trust stores the eHx root and root CA certs. 

Note that with PKI there is no expectation they already trust each others’ system certs. 

4.8.2.2 4.8.2.2 Basic Flow: Includes Business-to-Business (B2B) 
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Note: The basic flow combines two flows from the abstract use case: the Basic Flow and the 

Business-to-Business (B2B) alternate flow. It uses the OAuth 2 client credentials grant flow. 

1. A Requester at the Initiating Participant triggers an action using unspecified means to 

exchange clinical information with another Responding Participant. In FHIR, this flow 

covers any individual HTTP REST request (e.g. read, write, transaction/batch, operation, 

etc.). 

2. The Initiating Participant authorizes the outgoing request through unspecified means, 

generating a Client Authentication Token that contains additional claims for the B2B use 

case about the request and requester. 

3. The Initiating Participant POSTs an OAuth 2 Access Token Request using the Client 

Credentials Grant, including the Client Authentication Token, to the Authorization 

Server’s token endpoint proxy at the eHx Hub via HTTPS, which authenticates the Hub to 

the Initiating Participant system. 

4. The eHx Hub sends the request as-is (i.e. passthrough) to the Authorization Server’s 

token endpoint via HTTPS, which authenticates the Authorization Server to the Hub. 

5. The Authorization Server processes the Access Token request: 

a. It verifies the validity of the Client Authentication Token. This authenticates the 

Initiating Participant client system according to OAuth rules. 

b. Because it now trusts the client, it can now authenticate details of the human or 

machine requester by validating and accepting the claims in the token (e.g. 

identities, role). 

c. It authorizes the incoming FHIR request through unspecified means. 

d. It generates the Access Token. 

6. The Authorization Server returns the Access Token response to the Initiating Participant 

via the eHx Hub. 

7. The eHx Hub forwards the response as-is to the Initiating Participant. 

8. The Initiating Participant sends an OAuth 2 Resource Access Request, consisting of the 

FHIR REST request with the Access Token as Bearer, to the Resource Server’s proxy at 

the eHx Hub. 

https://www.hl7.org/fhir/http.html
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9. The eHx Hub sends the request as-is to the Resource Server. 

10. The Resource Server processes the FHIR request: 

a. It verifies the access token. 

b. It optionally performs any final authorization steps through unspecified means. 

c. It enforces the authorization through unspecified means. 

d. It performs the request as specified in the eHx specific transaction specification. 

11. The Resource Server returns the response as specified in the eHx specific transaction 

specification to the Initiating Participant via the eHx Hub. 

12. The eHx Hub forwards the response as-is to the Initiating Participant. 

4.8.2.3 Additional Postconditions 

None 

4.8.2.4 Alternate Flows 

Note: For consistency, the sequence diagrams for the alternate flows generally use the step 

numbers from the flow they are modifying rather than the steps specific to each flow. When 

alternate flows introduce unique steps (e.g. B2C, Service Security Negotiation, and Refresh) those 

are separately numbered and are shown in blue. 
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4.8.2.4.1 Business-to-Consumer (B2C) 
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Note: This flow uses the OAuth 2 Authorization Code Grant Flow. 

● In step 2, instead of the client credentials grant flow, the Initiating Participant begins the 

authorization code grant flow. It generates a Client Authentication Token. Note that the 

token does not have the extra claims that are used in the B2B flow. Also note that the 

token is not needed until step 11 of this flow, so this can be done any time before that. 

1. The Initiating Participant GETs an OAuth 2 Authorization Code Request at the 

Authorization Server’s authorization endpoint proxy at the eHx Hub via HTTPS, which 

authenticates the Hub to the Initiating Participant system. The request includes a URI at 

the Initiating Participant to redirect to upon success. 

2. The eHx Hub sends the request as-is (i.e. passthrough) to the Authorization Server’s 

authorization endpoint via HTTPS, which authenticates the Authorization Server to the 

Hub. 

3. The Authorization Server authorizes the client application through unspecified means 

and prepares a login/consent page for the user. 

4. The Authorization Server returns the login/consent page to the Initiating Participant via 

the eHx Hub. 

5. The eHx Hub forwards the page as-is to the Initiating Participant. 

6. The Initiating Participant’s user agent displays the login/consent page. 

7. The requesting user logs in to her identity/account and grants to the Initiating 

Participant access to her clinical information at the Responding Participant’s Resource 

Server. Note that the next few interactions are not being proxied through the eHx 

Hub. 

8. The Authorization Server authorizes the user and the request and generates an 

authorization code. 

9. The Authorization Server returns a redirect to the previously supplied URI, along with 

the authorization code, to the Initiating Participant. 

10. The Initiating Participant directs its user agent to GET the redirect URI, passing the code. 

Note that we resume proxying through the eHx Hub. 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 156 of 278 

 

 156 ©eHealth Exchange  
 

11. The Initiating Participant POSTs an OAuth 2 Access Token Request using the 

Authorization Code Grant, including the code, the redirect URI, and the Client 

Authentication Token, to the Authorization Server’s token endpoint proxy at the eHx 

Hub. 

12. The eHx Hub sends the request as-is to the Authorization Server’s token endpoint. 

13. The Authorization Server processes the Access Token Request: 

a. It verifies the validity of the Client Authentication Token. This authenticates the 

Initiating Participant client system according to OAuth rules. 

b. It authorizes the incoming FHIR request through unspecified means. 

c. It generates the Access Token. 

14. The Authorization Server returns the Access Token response to the Initiating Participant 

via the eHx Hub. 

15. The eHx Hub forwards the response as-is to the Initiating Participant. 

● The use case resumes at step 8 of the Basic Flow. 
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4.8.2.4.2 B2C: Authentication to Responder IdP 
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● In step 1 of the Business-to-Consumer (B2C) flow, the Initiating Participant identifies a 

preferred third party Identity Provider it would like to authenticate to. 

1. After authorizing the app in step 3, the Responding Participant’s Authorization Server, if 

needed, performs flow Service Security Negotiation with the Identity Provider, with the 

Authorization Server in the role of client and the Identity Provider in the role of 

Resource Server and Authorization Server. 

2. The Authorization Server GETs an OAuth 2 Authorization Code Request at the Identity 

Provider’s authorization endpoint. The request includes a URI at the Responding 

Participant’s Authorization Server to redirect to upon success. 

3. The Identity Provider returns the login page to the Authorization Server. 

4. The Authorization Server forwards the page as-is to the eHx Hub. 

5. The eHx Hub forwards the page as-is to the Initiating Participant. 

6. The Initiating Participant’s user agent displays the login/consent page. 

7. The requesting user logs in to her identity at the Identity Provider. Note that the next 

few interactions are not being proxied through the eHx Hub. 

8. The Identity Provider authenticates the user and generates an authorization code. 

9. The Identity Provider returns a redirect to the URI supplied by the Responding 

Participant’s Authorization Server, along with the authorization code, to the Initiating 

Participant. 

10. The Initiating Participant directs its user agent to GET the redirect URI, passing the code. 

11. The Authorization Server authenticates the user by the identity token returned by the 

IDP and authorizes the user to continue. 

12. The Authorization Server returns a consent page to the Initiating Participant. 

13. The Initiating Participant’s user agent displays the consent page. 

14. The requesting user grants to the Initiating Participant access to her clinical information 

at the Responding Participant’s Resource Server. 

15. The Authorization Server authorizes the request and generates an authorization code. 

16. The Authorization Server returns a redirect to the previously supplied URI, along with 

the authorization code, to the Initiating Participant. 
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● The use case resumes at step 10 of the Business-to-Consumer (B2C) flow. Note that we 

resume proxying through the eHx Hub. 

4.8.2.4.3 Server-based Mobile App or Trusted Native App 

● Assumption: The Initiating Participant is communicating through a mobile app that runs 

on a trusted server, or a trusted native app, i.e. that can protect a secret. 

● Both of these app types are considered “confidential clients” within OAuth 2, and are 

thus no different to the Authorization Workflow than a backend system. See section 5 

Security Considerations for special requirements for apps. 

● The Basic Flow proceeds as normal. 
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4.8.2.4.4 Retrievable Consent Reference 

 

Note: if the only extra information supplied is the consent_policy identifier, the authorization 

workflow is not changed. So this flow only covers the cases where actual reference information is 

passed. 

 

● Additional precondition: the Initiating Participant has captured and hosted a consent 

policy instance (IACP) that can be made available as a FHIR resource to the Responding 

Participant to contribute to the authorization decision. Example: SSA hosting a signed 
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SSA-827 form (patient consent) formatted as a BPPC document, stored along with a 

DocumentReference resource. 

1. At step 3, the Initiating Participant includes a reference to the IACP in its Client 

Authentication Token that it includes in the access token request to the Responding 

Participant via the eHx Hub. 

2. At step 4, the eHx Hub sends the request to the Authorization Server’s token endpoint, 

substituting the IACP reference with a proxy reference at the Hub. 

 

Note: The following steps are unique to this subflow, so they are separately numbered. 

1. The Responding Participant optionally makes a resource access request to the IACP 

proxy reference at the eHx Hub, to obtain the additional consent information. Note: This 

follows the eHx Authorization Framework, meaning the Responding Participant follows 

the Authorization Workflow as an Initiating Participant and vice versa. This is not shown 

on the diagram. 

2. The eHx Hub makes a resource access request to the IACP real reference at the Initiating 

Participant. 

3. The Initiating Participant returns the IACP resource to the eHx Hub. 

4. The eHx Hub forwards the IACP resource as-is to the Responding Participant. 

 

Note: The earlier steps resume. 

 

3. At step 5 of the Basic Flow, the Responding Participant optionally incorporates the IACP 

information into its authorization decision. 

4. The use case continues. 
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4.8.2.4.5 Service Security Negotiation 
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1. Prior to step 2, the Initiating Participant discovers via the directory a FHIR Responding 

Participant it has not previously communicated with via FHIR. 

2. The eHx Directory returns the RESTful base URL for the FHIR Responding Participant’s 

proxy at the Hub. 

3. The Initiating Participant GETs an OAuth 2 Authorization Server Metadata Request from 

the Authorization Server Metadata endpoint (/.well-known/udap) at the Resource 

Server’s proxy at the eHx Hub via HTTPS. 

4. The eHx Hub sends the request as-is (i.e. passthrough) to the Authorization Server 

Metadata endpoint at the Resource Server via HTTPS. 

5. The Resource Server returns the Authorization Server metadata to the Initiating 

Participant via the eHx Hub. 

6. The eHx Hub forwards the response as-is to the Initiating Participant. 

7. The Initiating Participant POSTs an OAuth 2 Dynamic Client Registration Request to the 

Authorization Server’s registration endpoint proxy at the eHx Hub via HTTPS. 

8. The eHx Hub sends the request as-is (i.e. passthrough) to the Authorization Server’s 

registration endpoint via HTTPS. 

9. The Authorization Server returns the Client Registration metadata to the Initiating 

Participant via the eHx Hub. 

10. The eHx Hub forwards the response as-is to the Initiating Participant. 

● The use case resumes at step 2. 

4.8.2.4.6 Complex Exchange Workflow: Related Independent REST Requests 

1. In step 1, the Requester triggers an HTTP REST request kicking off an exchange workflow 

more complex than a single transaction, where subsequent steps in the workflow, while 

related, are also HTTP REST requests. This flow includes the following: 

1. FHIR Async requests (i.e. poll-based) 

2. Asynchronous FHIR Messaging using the RESTful API 

3. Workflow, when all resources are manipulated via REST 

4. Any other arbitrary workflow using FHIR resources 

2. The use case continues. 

https://www.hl7.org/fhir/async.html
http://hl7.org/fhir/r4/messaging.html#rest
https://www.hl7.org/fhir/workflow.html
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3. Each subsequent step in the workflow triggers a full Authorization Workflow. 

4. Note that for any particularly long-running workflow, the access token or refresh token 

may expire, or the Authorization Server may revoke access. These alternate/error flows 

proceed as normal. 

5. Note also that there may be vulnerabilities in Responding Participants caching long-

running or batch requests. See https://nordicapis.com/how-to-handle-batch-processing-

with-oauth-2-0/.  

4.8.2.4.7 Complex Exchange Workflow: Subscription Using REST Hook 

Note: This flow only covers the notification channel of REST Hook; it is agnostic with respect to 

the subscription mechanism used (FHIR R4, FHIR R5, Subscriptions R5 Backport). 

1. In step 1, the Initiating Participant triggers a subscription workflow using a REST Hook 

notification channel type. 

2. The Initiating Participant generates a Bearer secret token and a dedicated notification 

endpoint URL for this subscription.  

3. The Initiating Participant performs the Basic Flow to POST a Subscription resource to the 

Responding Participant, which includes the notification endpoint and the Bearer secret 

token for the Responding Participant to use when notifying. 

4. When a subscribed event occurs, the Responding Participant POSTs a notification to the 

Initiating Participant’s notification endpoint. It passes the Bearer secret token in the 

Authorization header. Note that this does not use the full Authorization Workflow. 

5. The Initiating Participant performs the Basic Flow to retrieve any information of interest 

from the Responding Participant. 

https://nordicapis.com/how-to-handle-batch-processing-with-oauth-2-0/
https://nordicapis.com/how-to-handle-batch-processing-with-oauth-2-0/
http://hl7.org/fhir/r4/subscription.html
https://build.fhir.org/subscription.html
https://build.fhir.org/ig/HL7/fhir-subscription-backport-ig/index.html
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4.8.2.4.8 Zero Intermediaries (i.e. Point to Point) 

 

Note: This flow can be implemented simply by providing Participants with directory entries to real 

Participants, not their proxies. No additional requirements are needed, and the Participants 

perform the same steps in the flow, minus the Hub. 
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4.8.2.4.9 Trust Domain Bridging and Authorization Interface Mediation 

 

Note: This flow is effectively the same whether the Hub is bridging to another trust domain or 

simply mediating interface differences between eHx Participants. Also, note that existing flows 

already show the Hub proxying as needed between Participants. 

 

1. At step 3, if necessary for this Participant, the Hub performs translations. If the Client 

Authentication Token was modified, it re-signs it before forwarding the OAuth 2 Access 

Token request to the Responding Participant. 
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4.8.2.4.10 Omit Protected Data 

1. In step 5 and/or 10, the Responding Participant determines that some requested 

content has special restrictions or handling, and cannot be returned to the Initiating 

Participant. 

2. In step 10, the Responding Participant enforces the denial by including some content 

and omitting the rest. The fact of the denial itself may be conveyed to the requester or 

concealed. 

4.8.2.4.11 Label Protected Data 

1. In step 2, the Initiating Participant optionally includes, in the Client Authentication 

Token, a policy identifier indicating it has the ability and will take responsibility for 

consuming and acting on data labels for sensitivity, handling, obligations, etc. 

Alternatively, the eHx has, through policy, defined a base set of labels that all 

Participants must handle. 

2. In step 5 and/or 10, the Responding Participant determines that some requested 

content has special restrictions or handling, and further, that the Initiating Participant 

can consume and handle data marking that conveys these restrictions. 

3. In step 10, the Responding Participant uses security labeling to mark the returned 

clinical data and/or metadata with specific restrictions. 

4. After the use case completes, the Initiating Participant acts on the labels appropriately. 
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4.8.2.4.12 Modify or Cancel Client Registration (FHIR-specific) 

 

1. At any point before, after or during the use case, an admin user or a triggering process 

at the Initiating Participant determines its client registration at a particular Responding 

Participant needs to be updated or canceled. 

2. The Initiating Participant POSTs an OAuth 2 Dynamic Client Registration Request to the 

Authorization Server’s registration endpoint proxy at the eHx Hub via HTTPS, as follows: 

1. The registration uses the same “iss” value as the original registration 
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2. If the need is to update, the client metadata has updated values. 

3. If the need is to cancel, the client metadata has no supported grant types. 

3. The eHx Hub sends the request as-is (i.e. passthrough) to the Authorization Server’s 

registration endpoint via HTTPS. 

1. Although not shown on the diagram, the Authorization Server applies the 

changes. 

2. The cancel operation, if chosen, functions like a “soft delete”. 

4. The Authorization Server returns the Client Registration metadata to the Initiating 

Participant via the eHx Hub. 

5. The eHx Hub forwards the response as-is to the Initiating Participant. 

● The use case resumes at step 2. 

4.8.2.4.13 Reuse Access Token (FHIR-specific) 
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1. In step 2, the Initiating Participant decides to reuse a previous unexpired Access Token, 

rather than generating a new one. 

2. The use case skips steps 3-7. 

3. At step 8, the Initiating Participant passes the reused Access Token in the resource 

request. 

4. Example: the Initiating Participant uses the same access token for an entire clinical 

workflow: Patient Discovery, Query for Documents, and Retrieve Documents. 
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4.8.2.4.14 Refresh (FHIR-specific) 
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1. At step 1 of the Authorization Code Grant flow, the Initiating Participant includes the 

scope offline_access in the Authorization Request. 

2. The subflow resumes. 

3. At step 14, the Authorization Server generates a refresh token and an access token. 

4. At step 15, the Authorization Server returns the authorized scope offline_access and 

both tokens in the Access Token Response. 

5. The use case runs to completion. 

6. In subsequent use case executions, the Initiating Participant performs alternate flow 

Reuse Access Token. 

7. One of the following triggers occurs at or before step 10 in alternate flow Reuse Access 

Token, making the access token invalid: 

i. The Resource Server returns an expired access token error. See flow Invalid 

Request. 

ii. The Initiating Participant determines the access token has expired. 

iii. The Initiating Participant determines it needs a different scope than the 

currently issued access token. 

 

Note: The following steps are unique to this subflow, so they are separately numbered. 

 

1. The Initiating Participant POSTs an OAuth 2 Access Token Request using the Refresh 

Grant, including the refresh token, to the Authorization Server’s token endpoint proxy at 

the eHx Hub. 

2. The eHx Hub sends the request as-is to the Authorization Server’s token endpoint. 

3. The Authorization Server verifies the validity of the Refresh Token, authorizes the 

continued access, and generates an Access Token. 

4. The Authorization Server returns the Access Token Response to the Initiating Participant 

via the eHx Hub. 
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5. The eHx Hub forwards the response as-is to the Initiating Participant. 

● The use case resumes at step 8 of the Basic Flow. 

4.8.2.5 Exception Flows 

4.8.2.5.1 Convey an Access Denial 

3. In step 5 and/or 10, the Responding Participant denies access in whole or in part, and 

conveys this denial to the requester in an error response. 

1. Conveying the denial in step 5 

2. Conveying the denial in step 10 

4. The use case ends. 

4.8.2.5.2 Conceal an Access Denial 

1. In step 5 and/or 10, the Responding Participant denies access in whole or in part, and 

hides this denial from the requester, reflecting a normal-appearing response with 

missing or no information. This is done to minimize inadvertent disclosure of access 

rules. 

1. Concealing the denial in step 5 

2. Concealing the denial in step 10 

2. The use case ends. 
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4.8.2.5.3 Invalid Request (FHIR-specific) 
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1. In any Responding Participant validation step (step 5 or step 10 of the Basic Flow, or 

step 3, step 8 or step 14 of the Authorization Code Grant Flow), the Responding 

Participant determines something about the request is invalid. 

2. The Responding Participant conveys this error to the Initiating Participant in an error 

response. Note the different mechanisms for doing so in the diagram. 

3. The Responding Participant takes appropriate action to log the error. 

4. The Initiating Participant may attempt to resolve the problem and try again. 

5. Examples: A Client Authentication Token has expired, an Access Token has expired, a 

Refresh Token has expired, A JWT jti value was reused, a JWT aud value is unknown, a 

signature is invalid. 

4.8.2.5.4 Invalid Response (FHIR-specific) 

1. In any step where the Initiating Participant receives a response (step 7 or 12 of the Basic 

Flow, step 5, 9 or 15 of the Authorization Code Grant Flow), the Initiating Participant 

determines something about the response is invalid. 

● Example: In step 9 of the Authorization Code Grant Flow, the Initiating 

Participant detects a Cross-Site Request Forgery (CSRF) attack by comparing the 

“state” parameter in the 302 redirect with what it passed in in step 1. See 

[OAuth 2.1], section 7.10. Cross-Site Request Forgery. 

2. The Initiating Participant takes appropriate action to log the error. 

4.9 Overall Workflow Requirements 

Informative: This section defines requirements that span the entire FHIR/OAuth Authorization 

Framework workflow. 

4.9.1 TLS and Signatures 

Informative: Participant systems may be connected to multiple health information exchanges, 

but need to use eHx-managed certificates when exchanging within the eHx network proper. 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-06#section-7.10
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In SOAP web services, this specification requires client system authentication through 2-way-TLS 

mutual authentication. In FHIR/OAuth2, this specification uses one-way TLS that allows the client 

to authenticate the server only, and instead the server authenticates the client system via the 

client assertion. [RFC 8705] defines a way for the server to authenticate the client by binding 

access tokens to a client's mutual-TLS certificate, but it is not currently used. 

CONF-184: The FHIR Initiating Participant SHALL employ an eHx-managed Certification Authority 

issued certificate for one-way TLS authentication, covered in the [eHx Messaging Platform] 

specification, for all of the following HTTP endpoints deployed in the eHx (note that not all 

endpoints are required): 

● FHIR Messaging endpoints 

● Client endpoints registered with the Authorization Server: client_uri, logo_uri, tos_uri, 

policy_uri, jwks_uri4 

● Client redirect_uris registered with the Authorization Server, if they are externally 

accessible web sites5 

● REST-Hook endpoints used for Subscription notifications 

● Email endpoints used for Subscription notifications 

 

CONF-185: The FHIR Responding Participant SHALL employ an eHx-managed Certification 

Authority issued certificate for one-way TLS authentication, covered in the [eHx Messaging 

Platform] specification, for its HTTP endpoints deployed in the eHx: 

● Resource Server’s Authorization Server Metadata endpoints 

● Resource Server’s FHIR Base endpoints 

 
4 Note jwks_uri is not necessary, because JWK lookup isn't done - [HL7 UDAP] requires that all JWT signatures include 

the cert chain directly as the x5c value. 

5 See [RFC 7591] section 5. Security Considerations for other kinds of redirect URIs. 

https://www.rfc-editor.org/rfc/rfc8705.html
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214546/nhin-messaging-platform-production-specification-v3.0.pdf
https://datatracker.ietf.org/doc/html/rfc7591#section-5
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● FHIR Messaging endpoints 

● Authorization Server’s Registration endpoints 

● Authorization Server’s Authorization endpoints 

● Authorization Server’s Token endpoints 

 

Informative: A JSON Web Token (JWT), defined in [RFC 7519], is “A string representing a set of 

claims as a JSON object that is encoded in a JWS [a JSON Web Signature] or JWE [JSON Web 

Encryption], enabling the claims to be digitally signed or MACed and/or encrypted”. As profiled 

in [HL7 UDAP] 1.2 JSON Web Token (JWT) Requirements and used in this specification, all JWTs 

are JWSs. Further, [HL7 UDAP] limits JWTs to use the “x5c” field for including the signing 

certificate chain directly in the JWT. This allows consumers to verify signatures, performing IETF 

PKIX path validation, without having to retrieve public keys remotely. This is analogous to the 

eHx restriction to ds:X509Data/ds:X509Certificate for XML signatures. 

 

CONF-186: The FHIR Initiating Participant SHALL employ an eHx-managed Certification Authority 

issued certificate for all JWTs included in messages traversing the eHx. 

CONF-187: The FHIR Responding Participant SHALL employ an eHx-managed Certification 

Authority issued certificate for all JWTs included in messages traversing the eHx. 

CONF-188: The FHIR Initiating Participant SHALL accept from FHIR Responding Participants only 

eHx-managed Certification Authority issued certificates for TLS sessions and JWTs. 

CONF-189: The FHIR Responding Participant SHALL accept from FHIR Initiating Participants only 

eHx-managed Certification Authority issued certificates for TLS sessions and JWTs. 

Informative: The same certificate needs to be used to sign the Software Statement JWT at client 

registration and the Client Authentication Token at authorization - this is how the FHIR 

Responding Participant authenticates the client at authorization (normative requirements are in 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/index.html#json-web-token-jwt-requirements
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other sections). This implies that if a FHIR Initiating Participant generates a new certificate, it will 

have to register again with all FHIR Responding Participants. 

4.9.2 OAuth 2 Scopes 

Note: The eHx is interested in learning more from Participants about how they currently utilize 

scopes and wish to do so in the future. 

 

Informative: [OAuth 2.0] 3.3. Access Token Scope defines a generic “scope” mechanism to 

constrain the type of access needed and granted: 

● An Authorization Server’s metadata can advertise what scopes it supports. 

● A client’s dynamic registration can list the scopes it will potentially request. 

● When a client attempts to obtain an access token, it can specify scopes. 

● When an Authorization Server grants access, it can return the scopes granted. 

 

Scopes are an optional (per OAuth) negotiation layer above the full access rules for a given 

requester or requesting system that are known and enforced by the Responding Participant and 

are typically opaque and not shared. 

Scopes as defined by OAuth are generic strings; in order to be interoperable, Participants must 

agree on what scopes mean and which must be supported. Both [SMART App Launch] section 3 

App Launch: Scopes and Launch Context and [IHE MHD] (e.g. ITI-65) define scopes. [HL7 UDAP], 

while it does not require specific scope values (it mentions SMART), does require scopes to be 

specified at client registration (see [HL7 UDAP] section 3.1 Software Statement). 

For this reason, this section defines a default “floor” for Participants to support if they do not 

wish to make more detailed use of scopes. It effectively equates to “everything I can access”. 

Additional scope support may be added in the future by eHx specifications or policies, or 

Participant-specific agreements. 

https://www.rfc-editor.org/rfc/rfc6749#section-3.3
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#app-launch-scopes-and-launch-context
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#app-launch-scopes-and-launch-context
https://profiles.ihe.net/ITI/IUA/index.html#36552-use-with-the-internet-user-authorization-iua-profile
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#software-statement
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Note that If a FHIR Responding Participant adjusts the scopes granted, it must convey the 

difference in the access token response. This is a base requirement: see [OAuth 2.0] section 3.3. 

For example, if the requester asks for all resources as a wildcard (e.g. “system/*.cruds”), but only 

a subset of resources are granted, they need to be specified (e.g. 

“system/AllergyIntolerance.cruds system/Observation.cruds ...”). 

CONF-190: In the following requirements, the meaning of “support <a particular scope>” for FHIR 

Participants is defined as follows: 

● Understand the scope, e.g. “system”. 

● Understand allowable variations, e.g. “*.cds”, “*.rs”, “AllergyIntolerance.cruds”. 

 

CONF-191: A FHIR Participant SHALL support the following [SMART on FHIR] scopes with the 

client credentials grant flow: 

● “system/*.cruds”: these scopes convey “full access” relative to a server’s pre-configured 

client-specific policy (based on the DURSA). 

CONF-192: A FHIR Participant SHOULD support the following [SMART on FHIR] scopes with the 

authorization code grant flow: 

● offline_access: requests a refresh token 

Informative: A patient user performing the authorization code grant flow is getting access to their 

own data, so it makes sense to scope to the patient. 

CONF-193: A FHIR Participant SHALL support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a patient or other non-clinical representative: 

● “patient/*.rs”: these scopes convey “full read access” relative to a patient’s permissions 

for their account at the FHIR Responding Participant. 

https://www.rfc-editor.org/rfc/rfc6749#section-3.3
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CONF-194: A FHIR Participant that supports patient read/write access use cases (e.g. Patient 

Request for Corrections) SHALL support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a patient or other non-clinical representative: 

● “patient/*.cruds”: these scopes convey “full access” relative to a patient’s permissions 

for their account at the FHIR Responding Participant. 

Informative: For patients, returning context about the logged in patient can save the FHIR 

Initiating Participant steps in establishing context, and greatly reduce the chance of inadvertent 

disclosure. See section 4.12.2.9.1 Returning Scopes and Launch Context. 

CONF-195: A FHIR Participant SHOULD support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a patient or other non-clinical representative: 

● launch/patient: requests patient context be returned. 

 

CONF-196: A FHIR Participant MAY support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a patient or other non-clinical representative: 

● launch/<resource type other than patient>: requests resource context be returned. 

● openid: requests an OpenID Connect id token representing the user be returned. 

● fhirUser: requests reference to the FHIR resource representing the user be returned. 

Informative: A provider or clinical staff user performing the authorization code grant flow is more 

likely to have access to more than one patient, so the simplest scope to use would be user. 

CONF-197: A FHIR Participant SHALL support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a provider or clinical staff: 

● “user/*.cruds”: these scopes convey “full access” relative to a user’s permissions for 

their account at the FHIR Responding Participant. 
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Informative: An advanced feature for a provider or clinical staff user performing the authorization 

code grant flow would be for the Authorization Server to allow them to select a specific patient 

and optionally other context when they login and grant access. 

CONF-198: A FHIR Participant MAY support the following [SMART on FHIR] scopes with the 

authorization code grant flow, when the user is a provider or clinical staff: 

● “patient/*.cruds”: these scopes limit access to a selected patient at the FHIR Responding 

Participant. 

● launch/patient: requests patient context be returned. 

● launch/<resource type other than patient>: requests resource context be returned. 

● openid: requests an OpenID Connect id token representing the user be returned. 

● fhirUser: requests reference to the FHIR resource representing the user be returned. 

 

CONF-199: A FHIR Participant SHALL support the following [IHE MHD] scopes if they support the 

corresponding transactions: ITI-65, ITI-66, ITI-67, ITI-68. 

Informative: Some scopes are inappropriate for some cases, and are constrained out below. 

CONF-200: A FHIR Participant SHALL NOT use the following [SMART on FHIR] scopes: 

● launch: only used in SMART on FHIR EHR launch 

CONF-201: A FHIR Participant SHALL NOT use the following [SMART on FHIR] scopes with the 

authorization code grant flow: 

● online_access: refresh token that depends on session state; not appropriate for cross-

community access 

CONF-202: A FHIR Participant SHALL NOT use the following [SMART on FHIR] scopes with the 

client credentials grant flow: 

● online_access 

https://profiles.ihe.net/ITI/IUA/index.html#36552-use-with-the-internet-user-authorization-iua-profile
https://profiles.ihe.net/ITI/IUA/index.html#36652-use-with-the-internet-user-authorization-iua-profile
https://profiles.ihe.net/ITI/IUA/index.html#36752-use-with-the-internet-user-authorization-iua-profile
https://profiles.ihe.net/ITI/IUA/index.html#36852-use-with-the-internet-user-authorization-iua-profile
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● offline_access 

● openid 

● fhirUser 

 

CONF-203: Any scopes not mentioned in this section MAY be requested or granted, but in the 

absence of an eHx specification or policy, there is no guarantee they will be understood or acted 

on. 

4.10 OAuth 2 Authorization Server Discovery 

Informative: Authorization Server Discovery refers to the mechanism by which a FHIR Responding 

Participant makes its OAuth Authorization Server’s authorization, token, and registration 

endpoints and associated metadata available for discovery by FHIR Initiating Participants. The 

metadata is accessed by making a GET request to a well-known Authorization Server Metadata 

endpoint at the FHIR Responding Participant’s Resource Server: {baseURL}/.well-known/udap. 

This specification uses the mechanism as defined in [HL7 UDAP Security]. [RFC 8414] is the 

definitive specification, but [HL7 UDAP Security] does not require it, although it is generally 

compatible with it (it reuses metadata fields but uses a different well-known URI). 

CONF-204: A FHIR Responding Participant SHALL follow the requirements for a FHIR Server in 

[HL7 UDAP Security], section 2 Discovery, as constrained by this section. 

Informative: [HL7 UDAP Security] forbids FHIR Responding Participants from requiring client 

authentication, but is silent on whether the well-known URI must be secure. 

CONF-205: A FHIR Responding Participant SHALL use HTTPS for its Authorization Server Metadata 

endpoint.  

CONF-206: A FHIR Initiating Participant SHALL follow the requirements for a client application in 

[HL7 UDAP Security], section 2 Discovery, as constrained by this section. 

https://www.rfc-editor.org/rfc/rfc8414.html
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/discovery.html#discovery
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/discovery.html#discovery
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Informative: There is an implied requirement that the Initiating Participant will use and likely 

persist the metadata returned for each Responding Participant to inform its future interactions 

(it will certainly need its client id), but this is not a hard requirement. For example, a Responding 

Participant might advertise only the authorization_code grant type, and later the Initiating 

Participant may attempt to use the client_credentials grant type. Likewise, there is an implied 

requirement that Responding Participants will be robust enough to catch these attempts. 

Informative: [HL7 UDAP Security] 2.2 Required UDAP Metadata defines fields 

udap_certifications_supported and udap_certifications_required for Authorization Servers to 

express supported and required certifications and endorsements for clients. At dynamic 

registration, clients may express support by passing in a signed JWT for each (see [HL7 UDAP 

Security] 3.3 Inclusion of Certifications and Endorsements). This is analogous to a server requiring 

and a client declaring support for a FHIR profile, but in the authorization realm. Depending on 

who signs the certification, this concept supports both self-attestation as well as an authoritative 

certifying body. 

The [Carequality FHIR IG] defines two such profiles, both of which are optional for clients and 

servers to use: 

● [Carequality FHIR IG] Section 9.3.3.2 Carequality Basic App Certification Profile: This 

allows an app to register any of the claims it makes in its Client Authentication Tokens 

that do not vary across Access Token requests. This could be used by Participants using 

the Client Credentials Grant (aka B2B). 

● [Carequality Consumer‐Facing App Certification Profile]: This allows an end-user app to 

register “any BAAs with health systems, its funding, a simple representation of its data 

use, access and retention policies and a few key abilities of the consumer to see and 

manage their data following authorization.” Then, during the Authorization Code 

request step of the Authorization Code Grant Flow (aka B2C), the user can be presented 

with this information when they decide whether to grant access to their data to their 

app. 

 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/discovery.html#required-udap-metadata
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#inclusion-of-certifications-and-endorsements
https://docs.google.com/document/d/12RVSHeJNySz9jvQ-xJlR-xUkVFHFVYUb/edit#heading=h.1664s55
https://carequality.org/wp-content/uploads/2020/12/Carequality-Consumer-Facing-App-Certification-Profile.pdf
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The eHx has decided not to use any certifications and endorsements profiles at this time. A 

FHIR Initiating Participant may express profiles, but a FHIR Responding Participant cannot require 

them. Participants are advised that other networks the eHx connects to may begin to require 

support for these profiles in the future. eHx will issue updated specifications/policy in this case. 

CONF-207: A FHIR Responding Participant SHALL NOT include any profiles in the 

udap_certifications_required field unless specified or allowed by another eHx specification or 

policy. 

Informative: [HL7 UDAP Security] 2.2 Required UDAP Metadata defines fields 

udap_authorization_extensions_supported, udap_authorization_extensions_required for 

Authorization Servers to express supported and required Authorization Extension Objects for 

clients, which are custom claims (e.g. purpose_of_use) that clients add to Client Authentication 

Tokens when making access requests. 

CONF-208: A FHIR Responding Participant that supports the client credentials grant flow SHALL 

populate udap_authorization_extensions_supported with all of the extensions it supports. See 

section 4.12.2.2 Initiator Requirements: B2B Additional Claims. 

Informative: Note that udap_authorization_extensions_required refers to all token requests, and 

since the extensions this specification uses are only used for the client credentials grant flow, it 

would be incorrect to populate this array unless only the client credentials grant flow is 

supported. 

CONF-209: A FHIR Responding Participant that supports both the client credentials and 

authorization code grant flows SHALL NOT populate values in the 

udap_authorization_extensions_required field. 

 

CONF-210: If the server metadata contains the signed_endpoints element, then the FHIR 

Initiating Participant SHALL validate the metadata element according to [UDAP Server Metadata], 

section 3 Client validation of signed endpoints. 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/discovery.html#required-udap-metadata
https://www.udap.org/udap-server-metadata.html
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Informative: [IHE IUA] 3.103.4.2.2 Message Semantics defines additional metadata fields, some 

but not all of which are compatible with this specification. For this reason, this specification only 

pulls in what it needs below. 

CONF-211: A FHIR Responding Participant that supports [IHE IUA] defined access tokens SHALL 

populate metadata fields from the following list if required by IUA: introspection_endpoint, 

introspection_endpoint_auth_methods_supported, access_token_format. 

Informative: Beyond the metadata defined by [HL7 UDAP Security], other RFC and profiles define 

additional fields. There is an IANA registry for OAuth Authorization Server metadata types. 

CONF-212: A FHIR Responding Participant MAY return additional authorization metadata fields, 

but they are not guaranteed to be understood by Initiating Participants. 

CONF-213: A FHIR Initiating Participant MAY ignore additional authorization metadata fields 

returned that are not defined by this specification. 

Informative: The metadata for a given FHIR Responding Participant is expected to be fairly stable, 

changing on the scale of months or years if at all. FHIR Initiating Participants may choose to cache 

this information for performance reasons. In the event something does change, FHIR Initiating 

Participants may trigger re-discovery after receiving an error in the authorization workflow. 

Informative: The eHx Hub will proxy all FHIR Responding Participant endpoints, so it will adjust 

the metadata response to include those proxy endpoints instead. It may adjust other fields as 

needed to mediate the interface. This will be transparent to Participants, not requiring any 

special behavior. 

4.10.1 Compatibility with other OAuth profiles 

Informative: For FHIR Responding Participants that support other OAuth profiles (e.g. [SMART], 

[IHE IUA], [RFC8414]), [HL7 UDAP Security] has attempted to be generally compatible, such that 

the same endpoints may be able to support multiple profiles, but FHIR Responding Participants 

may find it simpler to use different endpoints for different profiles to avoid any compatibility 

issues. 

https://profiles.ihe.net/ITI/IUA/index.html#3103422-message-semantics
https://www.iana.org/assignments/oauth-parameters/oauth-parameters.xhtml#authorization-server-metadata
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This difference is enabled by virtue of the fact that each profile uses a different well-known 

endpoint to discover server metadata: 

● [HL7 UDAP Security]: {baseURL}/.well-known/udap 

● [RFC8414]: {baseURL}/.well-known/oauth-authorization-server 

● [SMART]: {baseURL}/.well-known/smart-configuration 

● [IHE IUA]: unspecified 

4.10.2 Authorization Server Discovery Examples 

Informative: 

Request (where {baseURL} = “www.example.com/fhir”): 

   GET /fhir/.well-known/udap HTTP/1.1 

   Host: www.example.com 

Response: 

   HTTP/1.1 200 OK 

     Content-Type: application/json 

 

     { 

      "udap_versions_supported": 

        ["1"], 

      "udap_profiles_supported": 

        ["udap_dcr", "udap_authn", "udap_authz", "udap_to"], 
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      "udap_profiles_supported": 

        ["udap_dcr", "udap_authn", "udap_authz", "udap_to"], 

 

      "authorization_endpoint": 

        "https://server.example.com/authorize", 

      "token_endpoint": 

        "https://server.example.com/token", 

      "token_endpoint_auth_methods_supported": 

        ["client_secret_basic", "private_key_jwt"], 

      "token_endpoint_auth_signing_alg_values_supported": 

        ["RS256", "ES256"], 

      "userinfo_endpoint": 

        "https://server.example.com/userinfo", 

      "jwks_uri": 

        "https://server.example.com/jwks.json", 

      "registration_endpoint": 

        "https://server.example.com/register", 

      "scopes_supported": 

        ["openid", "profile", "email", "address", 
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         "phone", "offline_access"], 

      "response_types_supported": 

        ["code", "code token"], 

      "service_documentation": 

        "http://server.example.com/service_documentation.html", 

      "ui_locales_supported": 

        ["en-US", "en-GB", "en-CA", "fr-FR", "fr-CA"] 

     } 

4.11 OAuth 2 Dynamic Client Registration 

Informative: A key identity in OAuth is the client id, which is assigned by the OAuth Authorization 

Server (automatically or administratively), and identifies a specific client from the perspective of 

that Authorization Server. There isn’t an analog to this in the eHx use of SOAP/SAML, because 

the use of TLS with bidirectional authentication (authenticating the client to the server) combined 

with Public Key Infrastructure (PKI) removes the need for specific clients to be known by specific 

servers in advance. 

Beyond the identity of the client, the Authorization Server also needs to know metadata about 

the client, due to the optionality of OAuth. 

A client can be pre-registered out of band, or dynamically registered. Client Registration refers 

to the latter mechanism, by which a FHIR Initiating Participant registers itself with a given FHIR 

Responding Participant, specifically its OAuth Authorization Server. The mechanism is defined in 

[RFC 7591] and profiled by [HL7 UDAP Security]. 
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Note that the UDAP registration requires the client to be able to protect a secret, in this case an 

X.509 private key. This means that “Public” apps can’t register this way. 

CONF-214: A FHIR Responding Participant that supports dynamic client registration SHALL follow 

the requirements for an Authorization Server in [HL7 UDAP Security], section 3 Registration, as 

constrained by this section. 

CONF-215: A FHIR Initiating Participant that supports dynamic client registration SHALL follow 

the requirements for a client application in [HL7 UDAP Security], section 3 Registration. 

CONF-216: A FHIR Responding Participant that supports dynamic client registration SHALL persist 

the public key set used to sign the Software Statement JWT and bind it to the client id for later 

authenticating the client to the token endpoint.6 

Informative: [RFC 7591] 1.3. Protocol Flow allows the Authorization Server to require the client 

to supply an Initial Access Token to access the registration endpoint. This is not needed by this 

specification because the Software Statement JWT is itself a signed token. 

CONF-217: A FHIR Responding Participant that supports dynamic client registration SHALL NOT 

require the client to supply an Initial Access Token to access the registration endpoint. 

Informative: [RFC 7591] 2. Client Metadata allows client metadata to be passed directly in the 

registration, in a “Software Statement” JWT, or both. [HL7 UDAP Security] requires the values to 

be passed in the JWT. That said, responders need to be aware of the requirements in [RFC 7591] 

to give precedence to the values in the JWT in case they are passed in both places. 

 
6 The need to persist the binding is implied but not stated by [HL7 UDAP Security]. [SMART on FHIR V2] makes this 

much more explicit, but it uses different fields for the keys (jku rather than x5c) so isn’t suitable to pull in. 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#registration
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#registration
https://datatracker.ietf.org/doc/html/rfc7591#section-1.3
https://datatracker.ietf.org/doc/html/rfc7591#section-2
https://hl7.org/fhir/smart-app-launch/client-confidential-asymmetric.html#registering-a-client-communicting-public-keys
https://hl7.org/fhir/smart-app-launch/client-confidential-asymmetric.html#registering-a-client-communicting-public-keys
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Informative: The registration request may include a handful of client-based URLs used by the 

Authorization Server during the Authorization Code Flow. The guidance below ensures they are 

safe. 

CONF-218: A FHIR Responding Participant that receives a dynamic client registration containing 

client URLs SHOULD protect the user from malicious content hosted at the URLs where possible 

by following the guidance in [RFC 7591] section 5. Security Considerations. 

Informative: [HL7 UDAP Security] section 3.3 Inclusion of Certifications and Endorsements 

defines a mechanism by which Authorization Servers can express supported and required 

certifications and endorsements for clients. The eHx is not using any certifications and 

endorsements profiles at this time. See section 4.10. 

CONF-219: A FHIR Initiating Participant SHOULD NOT include any profiles in the extension 

parameter “certifications” field of the registration request unless specified or allowed by another 

eHx specification or policy. 

Informative: [RFC 7592] defines a RESTful mechanism for accessing, modifying or deleting 

registrations, but this is not used by [HL7 UDAP Security]. Instead, UDAP defines a mechanism to 

modify or cancel a registration by reusing the registration transaction, passing the same “iss” 

value as that used in the original registration (i.e. the value in Subject Alternative Name). Specific 

notes: 

● For modification, the client metadata replaces any existing values, so full metadata must 

be supplied. 

● For cancellation, this is accomplished not by actually deleting the registration but by 

removing all its grant types. 

● The mechanism should still work after a re-key of the cert, as the new cert can use the 

same Subject Alternative Name. FHIR Initiating Participants should note that the AS may 

return a new client_id. 

https://datatracker.ietf.org/doc/html/rfc7591#section-5
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#inclusion-of-certifications-and-endorsements
https://datatracker.ietf.org/doc/html/rfc7592
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CONF-220: A FHIR Initiating Participant that supports dynamic client registration SHALL support 

the mechanisms for modifying or canceling registrations in [HL7 UDAP Security], section 3.4 

Modifying and Cancelling Registrations. 

CONF-221: A FHIR Responding Participant that supports dynamic client registration SHALL 

support the mechanisms for modifying or canceling registrations in [HL7 UDAP Security], section 

3.4 Modifying and Cancelling Registrations. 

 

Additional OAuth 2.1 considerations 

Informative: Note that if the client intends to use the authorization code grant, it must supply 

any redirect_uris at registration that it will use during authorization, and these must match 

exactly. See [OAuth 2.1] 4.1.1. Authorization Request. OAuth 2.0 had allowed the URLs registered 

to be components of the ones actually used. If any state needs to be communicated per-

authorization, the “state” parameter can be used. 

4.11.1 Client Registration Examples 

All examples are informative. 

Examples for the pre-encoded software statement may be found in [HL7 UDAP Security] 3.2 

Example. Note that this specification would categorize a user app using the authorization code 

grant as B2C, not B2B as in the prior examples. We have adjusted the example below to reflect 

that. 

Registration response: 

POST /register HTTP/1.1 

Host: server.example.com 

Content-Type: application/json 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#modifying-and-cancelling-registrations
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#modifying-and-cancelling-registrations
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#modifying-and-cancelling-registrations
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#modifying-and-cancelling-registrations
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-06#section-4.1.1
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#example
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/registration.html#example
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{ 

   "software_statement": "eyJh...", 

   "udap": "1" 

} 

 

Registration response: 

HTTP/1.1 201 Created 

Content-Type: application/json 

{ 

   "client_id": "example_client_id_issued_by_AS", 

   "software_statement": "<the software statement as 

submitted by the client>", 

   "client_name": "Acme B2C User App", 

   "redirect_uris": ["https://b2c-

app.example.com/redirect"], 

   "contacts": ["mailto:b2c-operations@example.com"], 

   "logo_uri": "https://b2c-app.example.com/B2CApp.png", 

   "grant_types": ["authorization_code", "refresh_token"], 

   "response_types": ["code"], 
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   "token_endpoint_auth_method": "private_key_jwt", 

   "scope": "user/Patient.read user/Procedure.read 

offline_access" 

} 

 

Registration modification response: 

HTTP/1.1 200 OK 

Content-Type: application/json 

{ 

   "client_id": "potentially_new_client_id_issued_by_AS", 

   "software_statement": "<the software statement as 

submitted by the client>", 

   "client_name": "Acme B2C User App", 

   <all remaining client metadata, whether updated or not...> 

} 

4.12 OAuth 2 Authorization 

Informative: Because of the considerable overlap in requirements between grant types, we have 

organized this section in the order of the authorization portion of the workflow, calling out grant-

specific requirements as needed. 
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4.12.1 Obtain Authorization Code 

Informative: For the Authorization Code Grant only, this section defines a workflow by which the 

Initiating Participant, through its user agent and human user, interacts with the Authorization 

Server to obtain an Authorization Code, which will then be used to request an Access Token. See 

section 4.8.2.4 Alternate Flows, “Business-to-Consumer (B2C)” for an example. 

CONF-222: When using the authorization code grant flow, the FHIR Initiating Participant SHALL 

request the OAuth 2 authorization code from the Authorization Server as defined in [RFC 6749] 

sections 4.1.1 and 4.1.2, profiled by [HL7 UDAP] section 4.1 Obtaining an authorization code, and 

constrained in this section. 

CONF-223: When using the authorization code grant flow, the FHIR Responding Participant’s 

Authorization Server SHALL respond to the OAuth 2 authorization code request as defined in [RFC 

6749] sections 4.1.1 and 4.1.2, profiled by [HL7 UDAP] section 4.1 Obtaining an authorization 

code, and constrained in this section. 

Informative: During this step, the Authorization Server authenticates the user, e.g. by recognizing 

a session cookie or by prompting for a login. Next, the Authorization Server asks the user to 

authorize the client, and may ask for details of which clinical data to share. 

Additional OAuth 2.1 considerations 

Informative: There are vulnerabilities in the authorization code grant flow, and [OAuth 2.1] 

reflects the latest thinking and techniques on mitigating those threats. See [OAuth 2.1] section 

7.5. Protecting the Authorization Code Flow. Specifically, it brings in the code_challenge and 

code_verifier technique from PKCE [RFC 7636]. This protects against injection of authorization 

codes as well as Cross-Site Request Forgery. 

4.12.1.1 Tiered OAuth 

CONF-224: When using the authorization code grant flow, the FHIR Initiating Participant MAY 

request the [HL7 UDAP] Tiered OAuth for User Authentication flow from the Authorization Server 

https://datatracker.ietf.org/doc/html/rfc6749#section-4.1.1
https://datatracker.ietf.org/doc/html/rfc6749#section-4.1.2
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/consumer.html#obtaining-an-authorization-code
https://datatracker.ietf.org/doc/html/rfc6749#section-4.1.1
https://datatracker.ietf.org/doc/html/rfc6749#section-4.1.2
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/consumer.html#obtaining-an-authorization-code
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/consumer.html#obtaining-an-authorization-code
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-7.5
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-7.5
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as defined in [HL7 UDAP] section 6, and constrained in this section. If it is accepted, the FHIR 

Initiating Participant SHALL follow all requirements. 

Informative: Note that this flow is also optional for the FHIR Responding Participant. It might 

respond with “invalid_idp” or it might substitute its own IdP; see [HL7 UDAP] section 6.2. Not 

supporting this flow would mean not checking for the idp parameter, thus using its own IdP. 

CONF-225: When using the authorization code grant flow, the FHIR Responding Participant’s 

Authorization Server MAY support the [HL7 UDAP] Tiered OAuth for User Authentication flow as 

defined in [HL7 UDAP] section 6, and constrained in this section. If it is supported, the FHIR 

Responding Participant SHALL follow all requirements. 

4.12.1.2 Requesting Scopes and Launch Context 

CONF-226: When using the authorization code grant flow, the FHIR Initiating Participant MAY 

request scopes and/or launch context as specified in [OAuth 2.1] section 4.1.1. Authorization 

Request and as constrained in section 4.9.2. 

4.12.1.3 Handling User Agent Interaction Across the eHx Hub 

Informative: The authorization code grant flow has the following participants: the client, the 

client’s user agent, and the Authorization Server. During the authorization code request, the user 

agent renders page(s) returned by the Authorization Server for the user to login and grant access, 

and may involve redirects.  

Our current approach is the following, which is transparent to the Participants: 

● The Hub will proxy the Authorization Server’s authorization and token endpoints. 

● The FHIR Initiating Participant requests an authorization code from the Authorization 

Server via the Hub. 

● Any page content or redirects returned by the Authorization Server are passed as-is by 

the Hub to the FHIR Initiating Participant. 

● The FHIR Initiating Participant’s user agent interacts directly with the FHIR Responding 

Participant’s Authorization Server. 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/user.html#tiered-oauth-for-user-authentication
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/user.html#data-holder-authentication-request-to-idp
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/user.html#tiered-oauth-for-user-authentication
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#section-4.1.1
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#section-4.1.1
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● After granting access, the FHIR Responding Participant’s Authorization Server redirects 

back to the FHIR Initiating Participant’s user agent directly. 

● The FHIR Initiating Participant requests an access token from the Authorization Server 

via the Hub. 

 

This approach is shown in section 4.8.2.4 Alternate Flows, “Business-to-Consumer (B2C)”. 

4.12.2 Obtain Access Token 

Informative: This section defines the transaction where the FHIR Initiating Participant requests 

and obtains an access token from the token endpoint of the FHIR Responding Participant’s 

Authorization Server. 

4.12.2.1 Initiator Requirements: Client Authentication Token 

Informative: In OAuth 2, confidential clients need to authenticate to the Authorization Server’s 

token endpoint, and can do so in various ways. Public clients do not authenticate because they 

cannot protect a secret. In these cases, the user can authenticate or the Authorization Server can 

simply limit access. This specification currently supports only confidential clients and one 

method of client authentication: a Bearer JSON Web Token (JWT) signed with an asymmetric 

key. This specification does not constrain how the Initiating Participant obtains the token, only 

its format. 

Other authentication options that were considered are listed in Appendix 12.4.1 OAuth 2 Client 

Authentication Options. 

CONF-227: A FHIR Initiating Participant that is a confidential client SHALL authenticate its client 

to the Authorization Server’s token endpoint by passing as a client assertion a JWT bearer token 

as defined in [RFC 7523] Section 2.2. Using JWTs for Client Authentication and Section 3. JWT 

Format and Processing Requirements, profiled by [HL7 UDAP] Section 5.2.1 Constructing 

Authentication Token and constrained in this specification. This token is referred to in this 

specification as a Client Authentication Token. 

https://www.rfc-editor.org/rfc/rfc7523#section-2.2
https://www.rfc-editor.org/rfc/rfc7523#section-3
https://www.rfc-editor.org/rfc/rfc7523#section-3
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#constructing-authentication-token
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#constructing-authentication-token
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Informative: [HL7 UDAP] does not allow the Client Authentication Token to be reused, even if it 

has not expired. This is to prevent replay attacks. 

Informative: While the Client Authentication Token is similar to the SAML assertion we use for 

SOAP, this token does not provide a mechanism for conveying authentication context for the 

logged in user, e.g. NIST IAL and AAL values. 

4.12.2.2 Initiator Requirements: B2B Additional Claims 

Informative: For the client credentials grant flow (i.e. B2B), because there is no user interaction, 

[HL7 UDAP] adds to the Client Authentication Token additional claims about the request that 

allow the Responder to make a more precise access determination. 

CONF-228: When using the client credentials grant flow, the Client Authentication Token SHALL 

include "hl7-b2b" extension claims as defined in [HL7 UDAP] 5.2.1.1 B2B Authorization Extension 

Object constrained as follows and in this section: 

● 1..1 subject_name 

● 0..1 subject_id: US Realm National Provider Identifier, required if known 

● 1..1 subject_role 

● 1..1 organization_name 

● 1..1 organization_id 

● 1..* purpose_of_use 

● 0..* consent_policy (see section 4.12.2.3.2) 

● 0..* consent_reference (see section 4.12.2.3.2) 

 

Informative: [IHE IUA] defines extension claims, but only on the returned OAuth access token. 

This specification repurposes them for the Client Authentication Token. 

CONF-229: When using the client credentials grant flow, the Client Authentication Token SHALL 

include "ihe_iua" extension claims as defined in [IHE IUA] Section 3.71.4.2.2.1.1. JWT IUA 

extension constrained as follows and in this section: 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#b2b-authorization-extension-object
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#b2b-authorization-extension-object
https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
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● 1..1 home_community_id 

● 0..1 person_id: patient identifier at the requesting organization 

● Other claims under this extension MAY be included but MAY be ignored 

 

CONF-230: When populating the subject_name, subject_id, subject_role, organization_name, 

and organization_id, the FHIR Initiating Participant SHALL identify the original requesting 

organization/user/system, even if the request has passed through intermediaries. In the case 

where an organization exists in the directory in a hierarchy, the finest-grained organization SHALL 

be used. 

CONF-231: When populating the home_community_id, the FHIR Initiating Participant SHALL 

identify the eHx Participant sending the request. In the case of intermediaries (other than the 

eHx Hub), the HCID would be the last intermediary to send the message before the Hub.  

Informative: Note that the eHx Hub, while an intermediary, will not change the HCID for intra-

eHx traffic. 

Informative: [HL7 UDAP] does not constrain the subject_role values. The following reflects the 

historical value set of the eHx. Current state is that these values and their usage are not 

standardized enough to enable true role-based access control across communities. However, 

over time, we anticipate increased evolution in this space. The eHx is seeking a better, managed 

value set for user roles. 

CONF-232: When populating the subject_role, the FHIR Initiating Participant: 

● SHALL use code system “2.16.840.1.113883.6.96". 

● SHALL use value set “Author Role”, OID 2.16.840.1.113883.3.18.6.1.15, from [HITSP C80 

2.0.1], Table 2-155. This value set is available here (select “Relational and 

Representational Attributes”). 

● SHALL use the code representing the role that the user or system is playing when 

making the request. 

https://ushik.ahrq.gov/ViewItemDetails?&system=mdr&itemKey=168472000
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Informative: [HL7 UDAP] does not constrain the purpose_of_use values. 

CONF-233: When populating the purpose_of_use, the FHIR Initiating Participant SHALL use the 

[HL7 Terminology] PurposeOfUse value set at https://terminology.hl7.org/3.0.0/ValueSet-v3-

PurposeOfUse.html 

4.12.2.3 4.12.2.3 Initiator Requirements: B2B Access Consent Policies 

Informative: Access Consent Policies are supported in the B2B flow. The basic concepts of 

ACPs/IACPs are explained in section 3.12.7, and OAuth-specific details are added here. 

4.12.2.3.1 4.12.2.3.1 Hosting Policy Instances for Query and Retrieval 

Informative: This section defines the requirements for FHIR Initiating Participants to host policy 

instances (IACPs) such that FHIR Responding Participants may retrieve them. See section 4.8.2.4 

Alternate Flows: “Retrievable Consent Reference”. 

 

[HL7 UDAP] already requires consent_reference to be resolvable to a Consent or 

DocumentReference resource. This specification does not constrain the Consent resource, but 

does constrain DocumentReference. 

CONF-234: Unless otherwise specified by eHx policy, a FHIR Initiating Participant that makes IACP 

policy instance documents available by DocumentReference SHALL ensure each document and 

its metadata conforms to one of the following supported types: 

● IHE Basic Patient Privacy Consents: Patient Privacy Consent Acknowledgment Document 

Specification With no Scanned Document Part (BPPC), as specified in [IHE ITI TF] Volume 

3, section 5.1.2. 

● IHE Basic Patient Privacy Consents: Patient Privacy Consent Acknowledgment Document 

Specification With Scanned Document (BPPC-SD), as specified in [IHE ITI TF] Volume 3, 

section 5.1.3. 

https://terminology.hl7.org/3.0.0/ValueSet-v3-PurposeOfUse.html
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○ Informative: This is used when there is a scanned document with a wet 

signature. 

● The XACML format specified in [eHx Access Consent Policies]. 

 

Informative: The eHx adopts the value sets for document metadata coded attributes defined in 

[HITSP C80]. These also apply to policy instance documents. 

CONF-235: A FHIR Initiating Participant that makes IACP policy instance documents available by 

DocumentReference SHOULD use the following metadata values: 

● DocumentReference.securityLabel: N (Normal) 

● DocumentReference.context.facilityType: 385432009 (SNOMED CT code for Not 

Applicable) 

● DocumentReference.context.practiceSetting: 385432009 (SNOMED CT code for Not 

Applicable) 

● DocumentReference.context.event: includes an entry with: 

○ coding.code: The exact policy URI that is asserted in requests as the ACP value 

○ coding.system: urn:ietf:rfc:3986 

 

CONF-236: A FHIR Initiating Participant that makes IACP policy instance documents based on IHE 

BPPC available SHALL use the following values in the Patient Privacy Acknowledgement Service 

Event (see ITI TF 3: 5.1.2.2.6): 

● <code> code attribute: The exact policy URI that is asserted in requests as the ACP value 

● <code> codeSystem attribute: 2.16.840.1.113883.4.873, expressed as a raw OID (not 

URN) 

4.12.2.3.2 Asserting Policies and Policy Instances 

CONF-237: The FHIR Initiating Participant SHALL pass an ACP and/or IACP in the request when 

the consumer (patient) has granted the FHIR Initiating Participant permission to access her 
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medical records, and the requester needs to make that authorization known to the Responding 

Participant. 

CONF-238: To assert an ACP, the FHIR Initiating Participant SHALL use the [HL7 UDAP] "hl7-b2b" 

“consent_policy” claim as specified in section 4.12.2.3 Message Requirements: B2B Additional 

Claims. 

CONF-239: The [HL7 UDAP] "hl7-b2b" consent_policy claim SHALL be limited to the value set in 

[Carequality QBDE IG] CONF-085. The eHx may define additional values in the future. 

CONF-240: To assert an IACP, the FHIR Initiating Participant SHALL use the [HL7 UDAP] "hl7-b2b" 

“consent_reference” claim as specified in section 4.12.2.3 Message Requirements: B2B 

Additional Claims. 

 

Informative: Note that rather than DocumentReference, IHE BPPC consent documents could be 

referenced by the [IHE IUA] "ihe_bppc" extension identifiers. This option was considered and 

rejected. See Appendix 12.5.2 Make IHE BPPC document available via SOAP web services. 

4.12.2.4 Initiator Requirements: Access Token Request 

CONF-241: When using the authorization code grant flow, the FHIR Initiating Participant SHALL 

request the OAuth 2 access token from the Authorization Server as defined in [HL7 UDAP] section 

5.2.2.1 Authorization code grant. 

CONF-242: When using the client credentials grant flow, the FHIR Initiating Participant SHALL 

request the OAuth 2 access token from the Authorization Server as defined in [HL7 UDAP] section 

5.2.2.2 Client credentials grant. 

Informative: The following refers to using a refresh token to request an access token, and is 

processed like other access token requests. For how to request refresh tokens and more details, 

see section 4.12.3. 

https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#authorization-code-grant
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#authorization-code-grant
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#client-credentials-grant
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#client-credentials-grant
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CONF-243: When using the refresh token grant flow, the FHIR Initiating Participant SHALL request 

the OAuth 2 access token from the Authorization Server as defined in [HL7 UDAP] section 5.3 

Refresh tokens. 

Informative: In an authorization code grant flow or client credentials grant flow, the error code 

"invalid_grant” may mean access is denied based on business rules. In a refresh token grant flow, 

the error code "invalid_grant” may mean the refresh token has expired, or that access once 

granted has been revoked. Additional information may be available via an extension object; see 

section 4.12.2.7 Processing Requirements: Authorizing the Request. 

4.12.2.5 4.12.2.4.1 Requesting Scopes 

CONF-244: When using the client credentials grant flow, the FHIR Initiating Participant MAY 

request scopes on the access token request as specified in [OAuth 2.1] section 3.2.2. Token 

Request and as constrained in section 4.9.2. 

Informative: When using the authorization code grant flow, the FHIR Initiating Participant has 

already requested scopes in the authorization code request. OAuth 2.1 is silent on what it would 

mean to request them again in the access token request. It might be that the original requested 

scopes are replaced. 

CONF-245: When using the authorization code grant flow, the FHIR Initiating Participant SHOULD 

NOT request scopes or launch context on the access token request. 

Informative: A long-lived refresh token is typically scoped for any access that might be needed. 

This scope can and should be reduced for specific access needs. 

CONF-246: When using the refresh token grant flow, the FHIR Initiating Participant SHOULD 

request the minimum scopes needed for the transactions that will use this access token. 

4.12.2.6 Example Request 

Informative: See [RFC 7523] section 2.2. Using JWTs for Client Authentication. 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#refresh-tokens
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#refresh-tokens
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.2
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.2
https://www.rfc-editor.org/rfc/rfc7523#section-2.2


 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 203 of 278 

 

 203 ©eHealth Exchange  
 

4.12.2.7 Processing Requirements: Access Token Request with Client Authentication Token 

CONF-247: The FHIR Responding Participant SHALL process the access token request as follows 

and as constrained in this specification: 

● General access token request processing as defined in [OAuth 2.1] sections 3.2.3. Token 

Response and 3.2.3.1. Error Response. 

● Client Authentication Token processing as defined in [RFC 7523] sections 3. JWT Format 

and Processing Requirements and 3.2. Client Authentication Processing. 

● Access token request processing as profiled by [HL7 UDAP] section 5.2.2 Submitting a 

token request and [UDAP.org] JWT-based client authentication sections 6 and 7. 

 

Informative: Aside from the error requirements in [OAuth 2.1] and elsewhere in this specification, 

the requirements below address specific gaps, ambiguities and conflicts. 

The following clarifies that [RFC 7523] section 3.2 (which requires "invalid_client”) takes 

precedence for any problems related to the Client Authentication Token. This resolves 

ambiguities and conflicts with [HL7 UDAP] section 7.2, which suggests “invalid_request” for an 

invalid signature, and [OAuth 2.1] section 3.2.3.1, which requires “invalid_request” for problems 

with parameters.  

CONF-248: The FHIR Responding Participant SHALL use an error code of "invalid_client” if 

anything about the Client Authentication Token is invalid, e.g. an invalid signature, missing a 

required parameter, or including an unsupported parameter value. 

Informative: The following is implied by [HL7 UDAP] to prevent replay attacks. 

CONF-249: The FHIR Responding Participant SHALL deny access if the Client Authentication Token 

“jti” value has been used in a previous token request, before that token has expired. 

Informative: The following authenticates the client according to OAuth rules. 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.3
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.3
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.3.1
https://www.rfc-editor.org/rfc/rfc7523#section-3
https://www.rfc-editor.org/rfc/rfc7523#section-3
https://www.rfc-editor.org/rfc/rfc7523#section-3.2
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#submitting-a-token-request
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#submitting-a-token-request
https://www.udap.org/udap-jwt-client-auth.html
https://www.rfc-editor.org/rfc/rfc7523#section-3.2
https://www.udap.org/udap-jwt-client-auth.html
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.3.1
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CONF-250: The FHIR Responding Participant SHALL deny access if the public key used to sign the 

Client Authentication Token is not the same as that used to sign the Software Statement JWT for 

this client id at registration. 

Informative: The following resolves the conflict between [HL7 UDAP] section 5.2.1 that requires 

the AS’s token endpoint URL and [UDAP.org] section 6.3 that requires the AS’s base URL. 

CONF-251: The FHIR Responding Participant SHALL deny access if the Client Authentication Token 

“aud” value does not contain the Authorization Server’s token endpoint URL. 

4.12.2.8 Processing Requirements: B2B Additional Claims 

CONF-252: When processing the client credentials grant flow, the FHIR Responding Participant 

SHALL return an error with a code of "invalid_client” in the following cases: 

● If a required extension claim is missing. 

● If a required extension claim has an empty or invalid value. 

 

Informative: Current state is that role values and their usage are not standardized enough to 

enable true role-based access control across communities. Carequality is one trust framework 

that has disallowed use of role in access decisions. We are following this pattern, but will revisit 

as the area matures. 

CONF-253: A FHIR Responding Participant SHALL NOT use subject_role values to determine 

access decisions. 

Informative: Unlike in SAML, only one subject_role code can be passed, so even though it is not 

used in the decision, we require it to be understood. 

CONF-254: The FHIR Responding Participant SHALL return an error with a code of "invalid_client” 

if the subject_role code is not understood. The error_description SHALL reflect this. 

https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#constructing-authentication-token
https://www.udap.org/udap-jwt-client-auth.html
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Informative: For Purpose of Use, we require all codes to be understood by the responder to 

ensure they know exactly the purposes for which they are granting access. 

CONF-255: The FHIR Responding Participant SHALL return an error with a code of "invalid_client” 

if any purpose_of_use code is not understood. The error_description SHALL reflect this. 

CONF-256: When interpreting multiple values for purpose_of_use, a FHIR Responding Participant 

SHALL evaluate all codes as the purposes being requested. If any purpose is not permitted, the 

request SHALL be rejected. 

Informative: B2B extension claims may be included in audit logs. See section 6 Auditing. 

4.12.2.9 Processing Requirements: B2B Access Consent Policies 

CONF-257: The FHIR Responding Participant MAY evaluate any asserted Access Consent Policies 

when making a determination to allow access. 

CONF-258: The FHIR Responding Participant MAY query, retrieve and evaluate any asserted 

Instance Access Consent Policies when making a determination to allow access. 

Informative: See the specifications for specific IACP formats (e.g. [IHE BPPC], profiles on the 

Consent resource) for processing guidance. This specification does not define processing further. 

CONF-259: A FHIR Responding Participant that wishes to query and retrieve IACP policy instance 

DocumentReference resources SHALL support the [eHx Query for Documents] and [eHx Retrieve 

Documents] specifications as a FHIR Initiating Participant. 

CONF-260: A FHIR Responding Participant that wishes to query and retrieve IACP policy instance 

Consent resources SHALL support the [eHx resource access] specification as a FHIR Initiating 

Participant. 

CONF-261: A FHIR Responding Participant MAY execute the transactions to query and retrieve 

IACP policy instances before responding to the FHIR Initiating Participant’s original request, in 

order to incorporate these consents in its access decision. 
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Informative: The following requirement prevents an endless loop of IACP retrievals. 

CONF-262: A FHIR Responding Participant that wishes to query and retrieve IACP policy instances 

SHALL NOT include ACP or IACP references in IACP query and retrieve requests. 

Informative: In the typical ACP/IACP flow, the FHIR Responding Participant attempts to retrieve 

an IACP only if one is passed by a direct reference in the request, and then only that IACP. 

However, there are additional edge cases supported by this specification. Initiating Participants 

may host multiple policy instances for a given patient and policy. Responding Participants may 

wish to apply further filters, such as (for DocumentReference) format code, class code, service 

dates (which are typically tied to a document’s effective dates) or status (because deprecated 

versions may exist). These cases are permitted by this guide, but should be specified by additional 

specifications, policy or partner agreement. 

4.12.2.10 Processing Requirements: Authorizing the Request 

Informative: Apart from whether the request is valid is the question of what the requester is 

authorized to do. This specification does not define any rules in this area; because of the principle 

of local autonomy this is entirely up to the FHIR Responding Participant. The hooks and data are 

there to support a spectrum from very simple authorization (treatment only, no per-patient 

controls), to complex business rules (e.g. per-patient restrictions on content, role-based access 

control, different rules for different purposes of use, different rules for different requesting 

organizations, access contingent on asserting specific policies like SSA-827 or 42 CFR Part 2, etc.). 

The underlying mechanisms support the following access denial cases, some of which are 

described in the use case alternate/error flows (see sections 4.8.2.4 and 4.8.2.5): 

● Deny the request completely 

● Permit the request but adjust the scopes granted 

● Permit the request but omit sensitive data 

● Permit the request but mark sensitive data for further handling 

● Convey a full or partial denial 

● Conceal a full or partial denial 
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This specification is silent on how the authorization processing is distributed between the 

Authorization Server and the Resource Server, and mostly silent on how the Authorization Server 

communicates its decision (see section 4.12.2.9 Processing Requirements: Access Token 

Response). Some edge cases, like omitting or marking sensitive data, need the involvement of 

the Resource Server (see sections 4.13.2 and 4.13.3), but the Authorization Server could still play 

a role, for example, specifying the criteria by which resources need to be omitted or marked, and 

conveying these instructions to the Resource Server via the access token. 

 

To conceal a denial, the Authorization Server might return an access token and granted scopes 

as normal, then the Resource Server might adjust the returned results. This specification does 

not constrain these techniques. 

To convey a denial, it depends whether the denial is full or partial. 

CONF-263: A FHIR Responding Participant, responding to an access token request, that wishes to 

explicitly convey a full denial of access SHALL use the "invalid_grant" error code and include an 

error_description clarifying the reason. 

CONF-264: A FHIR Responding Participant, responding to an access token request, that wishes to 

explicitly convey a full denial of access due to a missing policy SHOULD use the B2B Authorization 

Extension Error object defined in [Carequality FHIR IG] section 9.3.5 Client Credentials Grant Type 

(2-legged OAuth 2.0). 

Informative: If a partial denial involves reducing the scopes granted from those requested, 

conveying this information is already required by [OAuth 2.1] section 3.2.3. Token Response. If it 

goes beyond that, e.g. returning some resources but not others in a searchset, then conveying 

the denial needs to be done in the resource response. See section 4.13.2 Access Denials. 

https://docs.google.com/document/d/12RVSHeJNySz9jvQ-xJlR-xUkVFHFVYUb/edit#heading=h.1jlao46
https://docs.google.com/document/d/12RVSHeJNySz9jvQ-xJlR-xUkVFHFVYUb/edit#heading=h.1jlao46
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-3.2.3
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4.12.2.11 Processing Requirements: Access Token Response 

Informative: After authorizing access, the Authorization Server returns an access token response 

to the Initiating Participant. 

CONF-265: The Authorization Server SHALL return the OAuth 2 access token as specified in [IHE 

IUA] Volume 2, section 3.71.4.2 Get Access Token Response. 

 

Informative: Note that the above requirement by itself does not require any of the IUA token 

options; nor does this specification - see below. 

The response contains parameters that tell the Initiating Participant details about what was 

granted, as well as the access token itself, which is typically opaque to the Initiating Participant 

but understood by the Resource Server. 

Regardless of what access the Authorization Server grants to the Initiating Participant, the 

Resource Server still needs the ability to make the final access decision, for example, to perform 

alternate flows “Omit Protected Data” or “Label Protected Data”. 

[OAuth 2.1] and [HL7 UDAP] do not specify the format of the returned access token. [RFC 9068] 

specifies a JWT token format, and [RFC 7662] specifies an introspection API to discover the claims 

of an otherwise opaque token. [IHE IUA] makes use of both of these mechanisms. The 

requirement below ensures the Resource Server has the information needed. 

CONF-266: The Authorization Server SHALL provide a mechanism for the Resource Server to 

understand the details of the request as well as the details of what access has been granted. This 

mechanism is unspecified, but the following are potential ways: 

● Format the OAuth 2 access token as defined in [IHE IUA] Volume 2, section 3.71.4.2.2.1. 

JSON Web Token Option. 

● Format the OAuth 2 access token as defined in [IHE IUA] Volume 2, section 3.71.4.2.2.2. 

SAML Token Option. 

https://profiles.ihe.net/ITI/IUA/index.html#37142-get-access-token-response
https://datatracker.ietf.org/doc/html/rfc9068
https://datatracker.ietf.org/doc/html/rfc7662
https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
https://profiles.ihe.net/ITI/IUA/index.html#3714222-saml-token-option
https://profiles.ihe.net/ITI/IUA/index.html#3714222-saml-token-option
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● Format the OAuth 2 access token as defined in [IHE IUA] Volume 2, section 3.71.4.2.2.3. 

Token Introspection Option, and implement [IHE IUA] transaction ITI-102, Introspect 

Token. 

 

Informative: The formats defined by [IHE IUA] explicitly include the scopes granted by the 

Authorization Server, which may be different from those requested.  

This specification does not limit the amount of information exchanged or coordination between 

the Authorization Server and the Resource Server; there may be more than is defined by [IHE 

IUA], for example, conveying further restrictions to reflect patient access control. 

Regardless of the access token format, it must be time-limited. Note that the expiration is 

returned to the client in the field "expires_in", but this is not explicitly part of the access token if 

IUA profiling is not used. 

CONF-267: The Authorization Server SHALL make the following specific details about an access 

token available to the Resource Server: 

● Expiration of the access token. 

 

Informative: Claims are made by the requester in the client authentication token and must be 

preserved in the information associated with the authorization token. These claims are 

immutable inputs to the authorization decision. By contrast, the scopes granted by the 

Authorization Server are allowed to differ from those requested. Scopes are inputs to and 

outputs from the authorization decision. 

For example, the Client Authentication Token may have claimed two purposes of use. The 

Authorization Server cannot choose to approve only one purpose of use and include only that in 

the access token it returns. Instead, it should deny the request as a whole, because not all claims 

were satisfactory. The requester could then choose to try again with narrower claims. 

https://profiles.ihe.net/ITI/IUA/index.html#3714223-token-introspection-option
https://profiles.ihe.net/ITI/IUA/index.html#3714223-token-introspection-option
https://profiles.ihe.net/ITI/IUA/index.html#3102-introspect-token-iti-102
https://profiles.ihe.net/ITI/IUA/index.html#3102-introspect-token-iti-102
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CONF-268: The Authorization Server SHALL reflect the claims made in the Client Authentication 

Token in the information it makes available to the Resource Server, not modifying except to 

convert format. 

4.12.2.11.1 Returning Scopes and Launch Context 

CONF-269: The FHIR Responding Participant SHALL process scopes and/or launch context as 

specified in [OAuth 2.1] section 3.2.2.1. Access Token Scope and as constrained in section 4.9.2. 

Informative: For the authorization code grant, [SMART App Launch] section 3.0.3.2 Standalone 

apps defines extra parameters that can be returned with the access token response that provide 

additional context about the logged in user, for example: 

 

{ 

  "access_token": "Nxfve4q3H9...”, 

  "patient": "123", 

  "encounter": "456", 

  "fhirContext": ["DiagnosticReport/123", "Organization/789"], 

//... 

} 

 

This can save the Initiator steps in establishing context, and greatly reduce the chance of 

inadvertent disclosure. For example, consider a patient access workflow. Without this context, 

the Authorization Server would have to return an access token that permits Patient Discovery 

https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#section-3.2.2.1
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#standalone-apps
http://hl7.org/fhir/smart-app-launch/scopes-and-launch-context.html#standalone-apps
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(i.e. the /Patient/$match operation). With this context, the access token could be scoped to this 

exact patient. 

 

Context can be requested by passing “launch/patient”, “launch/encounter”, etc. as scopes in the 

authorization request (see section 4.12.1.2). However, the FHIR Responding Participant can infer 

and return context whether or not it is requested. SMART requires launch/patient to be inferred 

if requested scope is to one patient. 

4.12.3 Obtain Refresh Token 

Informative: A refresh token, optionally returned with the access token, allows the Initiating 

Participant to request a new access token without the user needing to interact again. It is only 

needed for the authorization code grant, as the client credentials grant doesn’t require user 

interaction. This supports the following cases: 

● The access token has expired. 

● The Initiating Participant wishes to request a subset of the original scope granted, e.g. in 

order to use minimal necessary privilege. 

 

As [HL7 UDAP] section 5.3 states, the Authorization Server MAY return a refresh token along with 

the access token in any access token response. 

 

SMART defines the offline_access scope which the Initiating Participant can use to request a 

refresh token. The Responding Participant can choose to return a refresh token even if not 

requested. 

CONF-270: When using the authorization code grant flow, the FHIR Initiating Participant MAY 

request the SMART V2 scope offline_access to request a refresh token. 

https://www.hl7.org/fhir/patient-operation-match.html
https://build.fhir.org/ig/HL7/fhir-udap-security-ig/branches/main/b2b.html#refresh-tokens
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CONF-271: When using the authorization code grant flow, the FHIR Responding Participant 

SHOULD return a refresh token if the SMART V2 scope offline_access is requested and policy 

permits. 

CONF-272: When using the client credentials grant flow, the FHIR Initiating Participant SHOULD 

NOT request the SMART V2 scope offline_access to request a refresh token. 

CONF-273: When using the client credentials grant flow, the FHIR Responding Participant SHALL 

NOT return a refresh token. 

Informative: Initiating Participants should be aware that Responding Participants may mitigate 

some threats by making refresh tokens one-time use, returning a new refresh token in the token 

request response. See [RFC 6749] section 6. 

4.13 OAuth 2 Resource Access Request 

Informative: Accessing OAuth 2 protected resources by presenting a Bearer access token is 

defined by [RFC 6750] section 2.1. Authorization Request Header Field, which was later 

incorporated into [OAuth 2.1]. The Resource Server needs to validate the token, and as discussed 

in section 4.13.2, it also has the ability to refine the access decision made by the Authorization 

Server. 

CONF-274: When sending FHIR REST requests to Responding Participants with resources 

protected by OAuth 2, the FHIR Initiating Participant SHALL pass the OAuth 2 access token to the 

FHIR Responding Participant as a Bearer Token as defined in [OAuth 2.1] Section 5.2.1.1. 

Authorization Request Header Field, and constrained in this section. 

 

CONF-275: The FHIR Initiating Participant MAY reuse an unexpired OAuth 2 access token. 

https://datatracker.ietf.org/doc/html/rfc6749#section-6
https://www.rfc-editor.org/rfc/rfc6750.html#section-2.1
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-5.2.1.1
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-5.2.1.1
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4.13.1 Basic Processing 

Informative: “Basic processing” as defined by this specification means validating the access token 

is present, that it was issued by the Authorization Server, that it is not expired, etc.: in other 

words, processing not involving the specific business rules for this resource or requester. Our 

philosophy for these errors is to transparently report them for the purposes of interoperability. 

CONF-276: A FHIR Responding Participant SHALL verify a resource request as specified in [OAuth 

2.1] section 5.2.2. The WWW-Authenticate Response Header Field, and [OAuth 2.1] section 5.2.3. 

Error Codes. 

Informative: This specification does not specialize the realm or authorization_uri attributes on 

the WWW-Authenticate header, because the Authorization Server Metadata is available through 

other means. 

CONF-277: A FHIR Responding Participant supporting [IHE IUA] profiled access tokens SHALL 

additionally process the request as specified in [IHE IUA] 3.72.4.3 Expected Actions. 

CONF-278: A FHIR Initiating Participant receiving an OAuth error response from a resource 

request SHOULD clear the token from any caches and begin the Authorization Workflow again to 

obtain a new access token. 

Informative: Note that the same error code of invalid_token is used for multiple cases: expired, 

revoked, malformed, etc. This means that simply retrying, for example, using the refresh grant, 

may not always solve the issue, so FHIR Initiating Participants may wish to limit the number of 

retries before requiring user involvement. 

4.13.2 Authorizing the Request 

Informative: Based on the principle of local autonomy, FHIR Responding Participants may deny 

access in whole or in part based on local business rules, which may involve organizational rules, 

limitations on purposes of use, as well as patient-directed access restrictions. [FHIR Security] 

makes clear that conveying or concealing the denial is appropriate. 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-5.2.2
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-5.2.3
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-05#section-5.2.3
https://profiles.ihe.net/ITI/IUA/index.html#37243-expected-actions
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CONF-279: A FHIR Responding Participant MAY reflect a denial of access using any of the methods 

described in [FHIR Security] page 6.1.0.5.3 Access Denied Response Handling. 

Informative: To conceal a denial, a Responder would omit the denied content from the response 

(e.g. no/partial results in a patient search, or a 404 response to a resource read). This specification 

does not constrain these techniques, although basic FHIR rules will still need to be followed. 

To convey the denial, it depends whether the denial is full or partial. A full denial can be conveyed 

using 4xx response codes and error codes in the header. 

CONF-280: If a FHIR Responding Participant explicitly conveys a full denial of access that is based 

on insufficient scope, it MAY include “scope” attributes on the WWW-Authenticate header to 

indicate needed scopes. 

Informative: A partial denial requires a normal response (e.g. 2xx response code), so to convey 

details of the denial explicitly, use OperationOutcome. 

CONF-281: A FHIR Responding Participant that needs to explicitly convey a partial denial of access 

SHOULD do so using an OperationOutcome as specified in the [Carequality FHIR IG] 3.6.1 Error 

Responses. 

 

Informative: If the denial is based on a needed policy identifier or form, the [Carequality FHIR IG] 

defines a programmatic mechanism to return this, but only for the access token response (see 

section 4.12.2.8). To return this (non-programmatically) for the resource response, a Responder 

might include it in the error_description in a full denial, or in the OperationOutcome in a partial 

denial. 

4.13.3 Data Labeling 

Informative: As an alternative to omitting sensitive data from responses or denying access, the 

FHIR Responding Participant could opt to mark such data using security labels, provided the FHIR 

http://build.fhir.org/security.html#AccessDenied
https://docs.google.com/document/d/12RVSHeJNySz9jvQ-xJlR-xUkVFHFVYUb/edit#heading=h.26in1rg
https://docs.google.com/document/d/12RVSHeJNySz9jvQ-xJlR-xUkVFHFVYUb/edit#heading=h.26in1rg
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Initiating Participant is sufficiently trusted and has the ability to process and handle such data 

appropriately. 

This mechanism would need to be profiled for eHx Participants or by private agreement, by 

defining a set of accepted security labels, expected behavior upon receipt, and an expectation 

or mechanism by which Initiators would demonstrate their ability to uphold their obligations. 

For example, [Carequality QBDE IG] Initiators assert a specific policy identifier (i.e. ACP) to claim 

their ability to process 42 CFR Part 2 marked data (see section 4.4.1. Access Policy Assertions). 

Alternatively, eHx could define a set of values all Participants must be able to process. 

While this specification does not define any such profiles, it sets baseline requirements. 

CONF-282: A FHIR Responding Participant SHALL NOT return data marked with security labels 

unless it knows that the FHIR Initiating Participant is sufficiently trusted and has the ability to 

process and handle such data appropriately. The mechanism by which it determines this is not 

specified. 

 

CONF-283: A FHIR Initiating Participant that has claimed the ability to process and handle data 

marked with security labels SHALL handle all agreed upon security labels on data received and 

fulfill any obligations indicated by those labels. 

CONF-284: A FHIR Initiating Participant that receives data marked with security labels that it has 

not agreed to or does not understand: 

● SHALL reject and discard that data. 

● SHALL log the error as appropriate. 

● SHALL notify the Responding Participant in accordance with eHx policies for data 

breaches. 

4.13.4 Resource Access Examples 

All examples are informative. 

https://carequality.org/wp-content/uploads/2021/07/Query-Based-Document-Exchange-Implementation-Guide-v2.0-Published-07122021-1.pdf#page=23
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Example Request 

GET /resource HTTP/1.1 

Host: server.example.com 

Authorization: Bearer mF_9.B5f-4.1JqM 

Example Response: no access token provided 

HTTP/1.1 401 Unauthorized 

WWW-Authenticate: Bearer realm="example" 

Example Response: expired access token 

HTTP/1.1 401 Unauthorized 

WWW-Authenticate: Bearer realm="example", 

                  error="invalid_token", 

                  error_description="The access token 

expired" 

 

Example Response: insufficient_scope 

HTTP/1.1 403 Forbidden 

WWW-Authenticate: Bearer realm="example", 

                  error="insufficient_scope", 
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                  error_description="The scope of the access 

token is insufficient", 

                  scope="user/*.*" 

4.14 Subscriptions 

Informative: Subscription management (i.e. manipulating the Subscription resource) by an 

Initiating Participant follows the existing Authorization Workflow, thus needs no extra 

requirements. Authorization requirements are only needed for the subscription notification 

channel. 

4.14.1 REST Hook Notification Channel 

Informative:  For the REST Hook notification channel, we specify the Bearer method for 

notification authorization suggested by [HL7 FHIR R4 Subscriptions] 2.46.7.1 REST Hook. While 

the Bearer access token was originally defined for OAuth 2.0, it can be used without it. 

CONF-285: When making a subscription to a FHIR Responding Participant using the REST Hook 

notification channel, the FHIR Initiating Participant SHALL include as a channel.header a fully 

specified "Authorization" request header field as defined by [RFC 6750] section 2.1. Authorization 

Request Header Field, including a generated Bearer token for the FHIR Responding Participant to 

include in subsequent notifications. 

Informative: The following is all that is required to authorize the notification; the Authorization 

Workflow is not otherwise required. 

CONF-286: When sending a subscription notification to a FHIR Initiating Participant using the 

REST Hook notification channel, the FHIR Responding Participant SHALL include the 

"Authorization" request header field as defined in the channel.header of the Subscription. 

CONF-287: When receiving a subscription notification from a FHIR Responding Participant using 

the REST Hook notification channel, the FHIR Initiating Participant SHALL authenticate and 

authorize the request by comparing the Bearer token to that stored for the Subscription. If the 

http://hl7.org/fhir/r4/subscription.html
http://hl7.org/fhir/r4/subscription.html#2.46.7.1
https://www.rfc-editor.org/rfc/rfc6750.html#section-2.1
https://www.rfc-editor.org/rfc/rfc6750.html#section-2.1
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token is unknown or has been revoked, the FHIR Initiating Participant SHALL return a 401 

Unauthorized response with a WWW-Authenticate header, as specified by [RFC 6750] section  3. 

The WWW-Authenticate Response Header Field. 

Informative: Because of the inherent risk of maintaining a long-lived Bearer token, especially for 

mobile apps, the FHIR Initiating Participant might increase security by periodically re-subscribing 

and invalidating the prior notification Bearer token. 

4.14.2 Other Notification Channels 

Informative: Other channel types were considered for normative support and profiling. At this 

time, we are not limiting these, but are declining to profile. 

CONF-288: A FHIR Initiating Participant MAY support any Subscription notification channel type. 

CONF-289: A FHIR Responding Participant MAY support any Subscription notification channel 

type. 

CONF-290: When processing a Subscription resource, a FHIR Responding Participant that does 

not support the requested notification channel type SHOULD return a 422 Unprocessable Entity 

response as specified in [HL7 FHIR R4] 3.1.0.8 create. 

  

https://www.rfc-editor.org/rfc/rfc6750.html#section-3
https://www.rfc-editor.org/rfc/rfc6750.html#section-3
https://www.hl7.org/fhir/http.html#create
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5 SECURITY CONSIDERATIONS 

This entire specification is related to security. 

CONF-291: FHIR Initiating Participants allowing access via a mobile app (rather than a secure back 

end system) SHALL meet the requirements in [SMART V2] section 2.0.2.1 App protection. 

Informative: Also see: 

● [OAuth 2.1] 7. Security Considerations 

● [OAuth 2.1] 8. Native Applications 

● [OAuth 2.1] 9. Browser-Based Apps 

● [IHE ITI TF-2] Appendix Z.8 Mobile Security Considerations 

● [HL7 FHIR Security] 6.1.0.4 Authentication and 6.1.0.5 Authorization/Access Control 

  

http://hl7.org/fhir/smart-app-launch/app-launch.html#app-protection
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-06.html#section-7
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-06.html#section-8
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-06.html#section-9
https://profiles.ihe.net/ITI/TF/Volume2/ch-Z.html#z.8-mobile-security-considerations
https://www.hl7.org/fhir/security.html#authentication
https://www.hl7.org/fhir/security.html#binding
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6 AUDITING 

Informative: All eHx Participants, from existing IHE profiles, are required to be grouped with an 

IHE ATNA Secure Node or Secure Application actor. The underlying IHE transactions require ATNA 

audit logs. 

CONF-292: Unless otherwise specified, Participants SHALL follow all IHE-specified audit 

requirements for IHE actors used by the eHealth Exchange. 

6.1 SOAP web services based Participants 

Informative: [IHE XUA] requires additional authorization information to be added to each 

transaction audit log, and also an additional audit event in case of failure. 

● [IHE XUA] section 3.40.4.1.2 Message Semantics for Initiating Participants, search for 

“audit” 

● [IHE XUA] section 3.40.4.1.3 Expected Actions for Responding Participants, search for 

“audit” 

● [IHE ATNA] section 3.20.4.1.1.1 DICOM and IHE Audit Event messages, see “Node-

Authentication-failure” 

● [DICOM PS3.15 2022c] section A.5.3.11 Security Alert  

 

CONF-293: SOAP web services based Participants SHALL follow the audit requirements of [IHE 

XUA]. 

 

Informative: IHE defines other audit events for SOAP-based actors in [IHE ITI TF-2] section 

3.20.4.1.1.1 DICOM and IHE Audit Event messages. These are not related to authorization and 

are not required by this specification. 

https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.2
https://profiles.ihe.net/ITI/TF/Volume2/ITI-40.html#3.40.4.1.3
https://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html#3.20.4.1.1.1
http://dicom.nema.org/medical/dicom/current/output/chtml/part15/sect_A.5.3.11.html
https://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html#3.20.4.1.1.1
https://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html#3.20.4.1.1.1
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6.2 FHIR based Participants 

Informative: As [IHE ITI TF-2] Appendix Z.8 Mobile Security Considerations states, mobile apps 

may not be able to record full audit logs. 

CONF-294: FHIR Initiating Participants that are IHE ATNA Secure Nodes SHALL record audit events 

as specified below. 

CONF-295: FHIR Initiating Participants that are not IHE ATNA Secure Nodes SHOULD record audit 

events as specified below. 

CONF-296: FHIR Responding Participants SHALL record audit events as specified below. 

CONF-297: FHIR Participants SHALL audit the OAuth access token request as an [IHE IUA] Get 

Access Token [ITI-71] transaction, as specified in section 3.71.5.1 Security Audit Considerations. 

CONF-298: FHIR Participants SHALL audit the OAuth resource access request as an [IHE IUA] 

Incorporate Access Token [ITI-72] transaction, as specified in section 3.72.5.1 Security Audit 

Considerations. 

Informative: IUA does not yet have auditing requirements for an authentication/authorization 

failure, so we are following the XUA example. 

 

CONF-299: If a FHIR Responding Participant does not authorize an OAuth access token request, 

it SHALL record an ATNA Audit event for “Node-Authentication-failure” as specified in [IHE ATNA] 

section 3.20.4.1.1.1. 

CONF-300: If a FHIR Responding Participant does not authorize an OAuth resource access 

request, it SHALL record an ATNA Audit event for “Node-Authentication-failure” as specified in 

[IHE ATNA] section 3.20.4.1.1.1. 

https://profiles.ihe.net/ITI/TF/Volume2/ch-Z.html#z.8-mobile-security-considerations
https://profiles.ihe.net/ITI/IUA/index.html#37151-security-audit-considerations
https://profiles.ihe.net/ITI/IUA/index.html#37251-security-audit-considerations
https://profiles.ihe.net/ITI/IUA/index.html#37251-security-audit-considerations
https://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html#3.20.4.1.1.1
https://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html#3.20.4.1.1.1
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Informative: IHE defines other audit events for FHIR-based actors in [IHE ITI TF-2] Appendix Z.8.1 

Auditing Considerations. These are not related to authorization and are not required by this 

specification. 

Process requirement: If a Participant is also a QTF participant, then these audit logs are to be 

provided to the RCE upon request (via the eHealth Exchange). 

  

https://profiles.ihe.net/ITI/TF/Volume2/ch-Z.html#z.8.1-auditing-considerations
https://profiles.ihe.net/ITI/TF/Volume2/ch-Z.html#z.8.1-auditing-considerations
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7 OPERATIONAL CONSIDERATIONS 

7.1 Directory Settings 

CONF-301: An Initiating Participant SHALL have the following settings for an Organization in the 

Directory, when that Organization can initiate a SOAP or RESTful web services transaction: 

● Organization/identifier: includes one instance of type HCID and one instance not of type 

HCID; MAY be the same value 

● Organization/name: <populated> 

CONF-302: An Initiating Participant SHOULD have the following settings for an Organization in 

the Directory, when that Organization cannot initiate a SOAP or RESTful web services transaction, 

but can trigger a related Organization that can: 

● Organization/identifier: includes one instance not of type HCID 

● Organization/name: <populated> 

CONF-303: A FHIR Responding Participant SHALL use the following settings for its FHIR-based 

Endpoint in the Directory: 

● Endpoint/connectionType: “hl7-fhir-rest” 

● Endpoint/URL: A FHIR server URL as defined by [HL7 FHIR] 3.1.0.1.2 Service Base URL, 

such that: 

○ The server fulfills the requirements in this specification for an OAuth Resource 

Server (see 4.13 OAuth 2 Resource Access Request) 

○ The URL supports the .well-known endpoint as specified in section 4.10 OAuth 2 

Authorization Server Discovery 

 

https://hl7.org/fhir/http.html#general
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Informative: A FHIR Initiating Participant that exposes endpoints used in OAuth transactions (e.g. 

redirect_uris, client_uri) does not need to list these as endpoints in the directory, as they are 

discovered via OAuth 2 Dynamic Client Registration. 

A FHIR Responding Participant that exposes endpoints used in OAuth transactions (e.g. 

authorization endpoint, token endpoint) does not need to list these as endpoints in the directory, 

as they are discovered via OAuth 2 Authorization Server Discovery. 
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8 NETWORK-NETWORK CONSIDERATIONS 

Informative: Some technical gateways as implemented by other networks require that XML 

signatures in SOAP messages or JWT signatures in REST messages be signed by a PKI private key 

specific to that network. When such requirements exist, the eHealth Exchange Hub will remove 

each original signature and replace it with one compatible with the peer network (see 9.3.7 and 

9.3.8). Note that this event is audited to preserve the chain of trust from the ultimate sender to 

the ultimate receiver. 

EHx staff will make a decision based on each external network’s capabilities whether to support 

a cross-network OAuth authorization code flow, and if so, whether to mediate the interactions 

with the user agent or pass them through. This area is still being analyzed; see section 1.8.1 Open 

Questions, “How should the eHx handle authorization through additional intermediaries?”. 
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9 EHX HUB CONSIDERATIONS 

9.1 Hub Presence 

Informative: As mentioned in the Authorization Workflow primary use case in its abstract, SOAP 

and FHIR versions, the Basic Flow passes through the Hub, and the flow “Zero Intermediaries (i.e. 

Point to Point)” does not. These variations will be transparent to Participants, although they may 

need to re-query the directory when going back and forth. 

9.2 Hub Proxying 

Informative: As mentioned in section 4.12.1.3 Handling User Agent Interaction Across the eHx 

Hub, the Hub will not proxy the interactions between the user agent and the Authorization 

Server. This will be transparent to Participants. 

9.3 Hub Translations 

9.3.1 Hub Translation: Legacy SAML to New SAML 

Informative: In this translation, the eHx Hub will add or convert the following fields as needed: 

● Required by [IHE XUA] 

○ saml:Assertion/saml:Conditions element/@NotBefore = <current time> 

○ saml:Assertion/saml:Conditions 

element/saml:AudienceRestriction/saml:Audience = 

“http://profiles.ihe.net/ITI/TF/Volume1/ch-13.html” 

○ If an ACP is passed in the legacy format: section 3.12.9 AuthzDecisionStatement 

and not also in the new format: section 3.12.8.2 Attributes, the Hub will add an 

ACP formatted in the new format 

http://profiles.ihe.net/ITI/TF/Volume1/ch-13.html
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○ If an IACP is passed in the legacy format and not also in the new format, the Hub 

will return an error 

● Required by [XSPA SAML 1.0] 

○ saml:Assertion/saml:AttributeStatement/saml:Attribute/@NameFormat = 

“urn:oasis:names:tc:SAML:2.0:attrname-format:uri.” 

9.3.2 Hub Translation: New SAML to Legacy SAML 

Informative: This translation will only be used for Responding Participants not yet supporting the 

new ACP mechanism. The eHx Hub will add or convert the following fields as needed: 

● If an ACP is passed in the new format: section 3.12.8.2 Attributes and not also in the 

legacy format: section 3.12.9 AuthzDecisionStatement, the Hub will add an ACP 

formatted in the new format 

● If an IACP is passed in the new format and not also in the legacy format, the Hub will 

return an error - this is unexpected and will require partner-partner coordination 

9.3.3 Hub Translation: SAML Role Value Set Transition 

Informative: In this translation, the eHx Hub may translate Subject Role values as needed during 

a transitional phase between approved value sets. This will be transparent to Participants. 

9.3.4 Hub Translation: eHx SOAP Access Denial to Carequality SOAP Access Denial 
Informative: See section 3.15.9 Access Denials. This translation will be used for Responding 

Participants that exchange with Carequality and do not support the AccessDenial SOAP header 

block to reflect an access denial. eHx staff will need to coordinate with the Responding Participant 

to determine if and how an access denial is otherwise indicated, and then add a translation from 

that format to the Carequality AccessDenial SOAP header block. 

9.3.5 Hub Translation: eHx SAML IAL/PoU to/from Carequality SAML IAL/PoU 

Informative: See section 3.12.6.2 NIST SP 800-63 Assurance Levels. The [Login.gov SAML 

Developer Guide] and [Carequality QBDE IG] mechanisms for carrying IAL and related Purpose of 

Use have partial overlap (Login.gov does not support IAL 3), and are in different parts of the 
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message, so both can be present. So, for messages that cross between the eHx and Carequality, 

the Hub will add either mechanism if it is missing, according to the following rubric: 

● From Carequality: 

○ ACP includes: Patient Verified IAL 2, Authorized Personal Representative Verified 

IAL 2, Patient Verified IAL 3, or Authorized Personal Representative Verified IAL 

3, and Purpose of Use is not REQUEST, return an error. 

○ ACP includes: Patient Verified IAL 2 

■ Add saml:AuthnContextClassRef element for IAL 2 

■ Set Purpose of Use to PATRQT 

○ ACP includes: Patient Verified IAL 3 

■ Add saml:AuthnContextClassRef element for IAL 2 

■ Set Purpose of Use to PATRQT 

○ ACP includes: Authorized Personal Representative Verified IAL 2 

■ Add saml:AuthnContextClassRef element for IAL 2 

■ Set Purpose of Use to SUPNWK 

○ ACP includes: Authorized Personal Representative Verified IAL 3 

■ Add saml:AuthnContextClassRef element for IAL 2 

■ Set Purpose of Use to SUPNWK 

● To Carequality: 

○ saml:AuthnStatement includes saml:AuthnContextClassRef element for IAL 2 and 

Purpose of Use includes PATRQT 

■ Add ACP of Patient Verified IAL 2 

■ Set Purpose of Use to REQUEST 

○ saml:AuthnStatement includes saml:AuthnContextClassRef element for IAL 2 and 

Purpose of Use includes FAMRQT, PWATRNY, or SUPNWK 

■ Add ACP of Authorized Personal Representative Verified IAL 2 

■ Set Purpose of Use to REQUEST 
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9.3.6 Hub Translation: Re-sign SAML Assertion 

Informative: If the eHx Hub performs any SAML translation, or needs to bridge to an external 

trust domain, it will also do the following before forwarding the SOAP request to the Responding 

Participant: 

● Re-sign the Client SAML Assertion. 

● Regenerate and re-sign the message timestamp. 

● Persist the message ID and timestamp signature. 

 

If the SOAP response from the Responding Participant includes a SignatureConfirmation, the Hub 

will do the following: 

● Confirm it. 

● Replace it with the original timestamp signature. 

9.3.7 Hub Translation: Re-sign Client Authentication Token 

Informative: If the eHx Hub performs any OAuth Client Authentication Token translation or needs 

to bridge to an external trust domain, it will re-sign the Client Authentication Token JWT before 

forwarding the Access Token request to the FHIR Responding Participant. 
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10 APPENDICES 

10.1 Validation Plan 

Not constrained by this specification.  

10.2 Examples 

Provided externally to this specification. 

10.3 Historical Specification Analyses and Rationales 

During the production life of the eHx, many issues have been raised and resolved in various online 

forums. Rather than depend on these forums remaining available, we have opted instead to 

summarize the discussions and include them as necessary in the specifications. Shorter analyses 

are included inline as informative blocks or footnotes; longer analyses are included here. 

10.3.1 Should SOAP responses contain timestamps? 

Original discussion: http://sequoiatechwg.editme.com/Topic-1537142132989  

Historically, the eHx never had an explicit requirement for wsse:Timestamp in responses. 

However, we have opted to strongly suggest their inclusion, based on the following reasoning: 

● WSDL files containing WS-Policy statements were intended for systems to advertise 

their security requirements to potential partners. But they are also used by some web 

stacks as a means to persist and control the security configuration regardless of whether 

they are shared. 

● Participants are allowed to use WSDL to drive the behavior of their own systems. How 

they do this is implementation-specific, but it could involve code generation and/or 

runtime configuration, and may not allow implementers to override behavior. 

http://sequoiatechwg.editme.com/Topic-1537142132989
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● An Initiating Participant web stack using WSDL, if it follows all the underlying WS-

Security specs, must assert the [Timestamp] property as true, by including 

sp:IncludeTimestamp in its sp:TransportBinding. If it does not, then timestamps would 

not be included in requests it sends. 

● A sender with the [Timestamp] property set to true also requires timestamps in 

responses it receives, and a web stack can be expected to check this. 

● This creates a de facto requirement for timestamps in the response, and the eHx has 

advised Participants accordingly. 

10.4 Alternate Approaches/Options Considered 

This section captures some alternate approaches or options that were considered and rejected 

for various reasons, e.g. scope. In some cases we were able to do some analysis that may be of 

benefit if considering for future development. 

10.4.1 OAuth 2 Client Authentication Options 

The following are other mechanisms for the client to authenticate to the token endpoint besides 

the Client Authentication JWT chosen. 

10.4.1.1 OAuth 2 Client Authentication with SAML Assertion 

Informative: This option is not currently supported, but some aspects and requirements are 

captured below for future consideration. 

10.4.1.1.1 Discovery and Registration: Analysis 

While [RFC 7522] Section 2.2. Using SAML Assertions for Client Authentication defines a way to 

use a SAML assertion to authenticate the client during the access token request, the client 

authentication mechanism is specified in other OAuth 2 transactions, and for some reason, the 

use of SAML assertions has not been profiled, nor have appropriate values been registered with 

IANA at OAuth Token Endpoint Authentication Methods. The affected transactions and fields are: 

https://www.rfc-editor.org/rfc/rfc7522.html#section-2.2
https://www.iana.org/assignments/oauth-parameters/oauth-parameters.xhtml#token-endpoint-auth-method
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● Authorization Server Discovery: the fields “token_endpoint_auth_methods_supported” 

and “token_endpoint_auth_signing_alg_values_supported”. 

● Dynamic Client Registration: the field "token_endpoint_auth_method". 

 

We would need to add profiling to enable these transactions to also support the use of SAML. 

10.4.1.1.2 Client Authentication: Draft Requirements 

Informative: This option allows a confidential client to authenticate to the Authorization Server 

by a SAML Assertion signed with an asymmetric key. This specification does not constrain how 

the Initiating Participant obtains the Client Authentication SAML Assertion, only its format. 

CONF-304: A FHIR Initiating Participant using Client Authentication with SAML Assertion SHALL 

provide as the client assertion a SAML bearer token as defined in [RFC 7522] Section 2.2. Using 

SAML Assertions for Client Authentication and Section 3. Assertion Format and Processing 

Requirements, as constrained in section 3.12 and this section. When requirements conflict, [RFC 

7522] and this section take precedence over section 3.12. 

Informative: Although the SAML Assertion needed for OAuth is very similar to that used for SOAP, 

it is not identical. Participants will need to make the following adjustments, summarized from 

[RFC 7522] Section 3, which is normative: 

● The saml:Subject/saml:NameID MUST be the "client_id" of the OAuth client 

● The saml:Subject element MUST contain at least one saml:SubjectConfirmation element 

that has a Method attribute with a value of "urn:oasis:names:tc:SAML:2.0:cm:bearer" 

● There MUST be an attribute @NotOnOrAfter on either saml:Condition or 

saml:SubjectConfirmationData, and if saml:SubjectConfirmationData is present then 

@Recipient MUST be the Authorization Server’s token endpoint. 

10.4.1.2 OAuth 2 Client Authentication with Client Secret 

Informative: This option is not currently supported. When a Public Key Infrastructure is available, 

it is preferred over a shared secret. 

https://www.rfc-editor.org/rfc/rfc7522.html#section-2.2
https://www.rfc-editor.org/rfc/rfc7522.html#section-2.2
https://www.rfc-editor.org/rfc/rfc7522.html#section-3
https://www.rfc-editor.org/rfc/rfc7522.html#section-3
https://www.rfc-editor.org/rfc/rfc7522.html#section-3
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10.4.1.3 OAuth 2 Client Authentication with Mutual TLS 

Informative: This option is not currently supported, but some aspects are captured below for 

future consideration. 

[RFC 8705] defines a way to authenticate the OAuth 2 client in the token request by binding a 

client's mutual-TLS certificate to the client identity at registration, e.g. registering a subject 

alternative name (SAN). When Mutual-TLS certificate-bound access tokens are presented to the 

Resource Server, this functions as a holder-of-key mechanism. 

[UDAP.org] defines an extension that accomplishes the same thing, although it is missing needed 

details. This extension is not used by [HL7 UDAP]. 

Note that the client still needs to have been registered or configured with the server. 

10.4.1.4 10.4.1.4 OAuth 2 Client Authentication for Unregistered Clients 

Informative: This option is not currently supported, but some aspects are captured below for 

future consideration. 

[OAuth 2.1] 2.5. Unregistered Clients allows for unregistered clients but leaves them unspecified, 

and [UDAP.org] 8 Client Authentication without Pre-registration provides partial profiling for 

authenticating unregistered clients via the client assertion. eHx would need to further profile this 

option. 

The point of registering a client at an Authorization Server is for the AS to bind configuration 

settings and permissions to that client identity, which is explicitly provided by the client_id field 

in subsequent interactions. If the AS could instead pull that identity from the signing certificate 

of a client assertion, or if it does not need to distinguish between clients, then the AS would not 

need clients to be registered. 

The Authorization Code Flow requires clients to be registered, because redirect URIs need to be 

known beforehand, so support for unregistered clients would be limited to the Client Credentials 

Grant using a client assertion. Note that the AS would still be able to perform full authorization 

logic based on the claims in the assertion. 

https://www.rfc-editor.org/rfc/rfc8705.html
https://www.udap.org/udap-tls-client-auth.html
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-05.html#name-unregistered-clients
https://www.udap.org/udap-jwt-client-auth.html
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10.4.2 Make IHE BPPC document available via SOAP web services 

Informative: Section 4.12.2.3.1 explains how FHIR Initiating Participants can host access consent 

policy instances (IACPs, e.g. e-signed forms) and pass references to them in access requests. If 

the IACP is an IHE BPPC or BPPC-SD consent document, then this document could be referenced 

in multiple ways: 

● By [IHE IUA] "ihe_bppc" extension, identifiers for the policy, patient and document 

● By [HL7 UDAP] "hl7-b2b" extension, consent_reference to DocumentReference 

● By [HL7 UDAP] "hl7-b2b" extension, consent_reference to Consent that has 

Consent.source 

 

The [IHE IUA] option would support an existing IHE XUA/BPPC SOAP web services environment 

for sharing consent documents. 

We considered allowing the Initiator to indicate whether the BPPC document was available for 

query and retrieval through FHIR REST, SOAP web services, or both, based on which type of IACP 

reference they passed. Support for the SOAP web services retrieval would be optional for both 

Initiators and responders.  

This would allow independent glidepaths, but would require more partner-partner negotiation. 

Ultimately we rejected this option, in favor of keeping FHIR Participants “pure FHIR” and 

reducing complexity. 

The content for this option is preserved below for future consideration. 

10.4.2.1 Changes to 4.8.2.4 Alternate Flows “Retrievable Consent Reference” 

PlantUML Diagram source: 

@startuml 

skin rose 

hide footbox 
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participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization Server" as AS 

 

autonumber 3 "<b>[0]</b>" 

autoactivate on 

 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

alt Client Authn Token includes reference to Consent or DocumentReference 

autonumber 1 "<font color=blue><b>[0]</b>" 

AS -> Hub: GET {proxy reference} 

Hub -> Init: GET {real reference} 

Hub <-- Init: : consent info 

AS <-- Hub: : consent info 

else Client Authn Token includes BPPC document identifers 

autonumber 1 "<font color=blue><b>[0]</b>" 

AS->AS: Lookup Initiator by HCID 

AS -> Hub: Discover patient 

Hub -> Init: Discover patient 

Hub <-- Init: : Patient 

AS <-- Hub: : Patient 

AS -> Hub: Query and retrieve BPPC document 

Hub -> Init: Query and retrieve BPPC document 

Hub <-- Init: : BPPC document 

AS <-- Hub: : BPPC document 

end 

autonumber 5 "<b>[0]</b>" 

AS -> AS: Verify Client Authn Token;\nAuthenticate client system;\nAuthenticate 

requester\nusing claims;\nAuthorize incoming request;\nGenerate Access Token 

Hub <-- AS: Access Token Response\n: Access Token 

Init <-- Hub: Access Token Response\n: Access Token 

deactivate AS 
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Init -> Hub: Resource Access Request\n(Access Token) 

 

@enduml 

 

10.4.2.2 Changes to 4.12.2.2 Initiator Requirements: B2B Additional Claims 

CONF-305: When using the client credentials grant flow, the Client Authentication Token MAY 

include "ihe_bppc" extension claims as defined in [IHE IUA] Section 3.71.4.2.2.1.2. JWT BPPC 

extension as constrained in section 4.12.2.2. 

10.4.2.3 Changes to 4.12.2.3 Initiator Requirements: B2B Access Consent Policies 

Informative: Access Consent Policies are supported in the B2B flow. The basic concepts of 

ACPs/IACPs are explained in section 3.12.7, and OAuth-specific details are added here. 

CONF-306: The FHIR Initiating Participant SHALL pass an ACP and/or IACP in the request when 

the consumer (patient) has granted the FHIR Initiating Participant permission to access her 

medical records, and the requester needs to make that authorization known to the FHIR 

Responding Participant. 

CONF-307: When using the client credentials grant flow, a FHIR Initiating Participant that wishes 

to pass an ACP value: 

● MAY pass it as the [HL7 UDAP] consent_policy, the [IHE IUA] acp, or both. 

● SHALL be limited to the value set in [Carequality QBDE IG] CONF-085. The eHx may 

define additional values in the future. 

In OAuth, policy instance references (IACPs) can be passed in a few ways: 

● [HL7 UDAP] "hl7-b2b" extension: reference to a Consent or DocumentReference 

resource by consent_reference resolvable URL. 

● [IHE IUA] "ihe_bppc" extension: reference to a BPPC consent document by identifiers for 

the policy, patient and document. 

https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
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● Since a BPPC reference could be passed in either way, we use consent_reference if it is 

made available via FHIR REST, and the BPPC extension if it is made available via SOAP 

web services. 

CONF-308: When using the client credentials grant flow, a FHIR Initiating Participant that wishes 

to pass an IACP reference to a consent that is available for query and retrieval through FHIR REST: 

● SHALL provide the IACP reference as [HL7 UDAP] "hl7-b2b" consent_reference claim. 

● SHALL ensure the URL resolves to a Consent or DocumentReference resource. 

CONF-309: A FHIR Initiating Participant that wishes to use a BPPC consent document in an 

authorization flow MAY make it available for query and retrieval through FHIR REST, SOAP web 

services, or both. 

CONF-310: When using the client credentials grant flow, a FHIR Initiating Participant that wishes 

to make a BPPC consent document available for query and retrieval through SOAP web services: 

● SHALL provide the IACP reference as "ihe_bppc" extension claims as defined in [IHE IUA] 

Section 3.71.4.2.2.1.2. JWT BPPC extension as constrained in this section. 

● SHALL meet the requirements in section 3.12.7.2, Hosting Policy Instances for Query and 

Retrieval, constrained as follows: 

○ Using the “new mechanism”. 

○ The “doc_id” claim in the "ihe_bppc" extension equates to the “IACP reference”. 

○ The “acp” claim in the "ihe_bppc" extension equates to the “ACP policy id”. 

10.4.3 Client-side-only Access Token 

Informative: We considered and rejected the idea that a FHIR Responding Participant that wishes 

to support only the B2B use case could decide not to implement OAuth at all, and simply accept 

a profiled access token from the FHIR Initiating Participant. We rejected it because it is very 

similar to the client credentials flow, and would add complexity to Initiators for little benefit. 

 

We preserved the unused alternate flow below. 

https://profiles.ihe.net/ITI/IUA/index.html#3714221-json-web-token-option
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10.4.3.1.1 Client-side-only Access Token (FHIR-specific) 

 

This flow is not supported, but it is still shown for clarity. 

 

In this flow, the Initiating Participant does not interact with an Authorization Server associated 

with the Responding Participant. This is analogous to the XUA SAML flow used in section 3. 

1. After step 2, the Initiating Participant skips steps 3-7 and sends the Client Authentication 

Token directly to the Resource Server’s proxy at the eHx Hub. 

2. The use case resumes. 

 

PlantUML Diagram source: 
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@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Resource Server" as RS 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client Authn Token 

deactivate Init 

 

Init -> Hub: Resource Access Request\n(Client Authn Token) 

Hub -> RS: Resource Access Request\n(Client Authn Token) 

RS -> RS: Verify Client Authn Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

Hub <-- RS: Resource Access Response 

Init <-- Hub: Resource Access Response 

 

@enduml 

 

 

10.5 PlantUML Diagram Source 

10.5.1 2 Common Authorization Framework 

10.5.1.1 2.2 High Level Use Case Descriptions 

10.5.1.2 2.2.3 Use Case: Exchange Clinical Information 
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@startuml 

skin rose 

hide footbox 

agent "Initiating Participant" as Init 

agent "Responding Participant" as Resp 

Init -> Resp : "Exchange Clinical Information" 

@enduml 

 

10.5.1.3 2.2.3.3 Basic Flow 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "Responding Participant" as Resp 

 

autonumber 1 "<b>[0]</b>" 

 

Requester -> Init: Pull some info\nabout a patient 

note right of Init : eHx Hub intermediary not shown 

Init -> Resp : Authenticate 

Init -> Init : Authorize the outgoing request 

Init -> Resp : Pass authz information and the request 

Resp -> Init : Authenticate 

Resp -> Resp : Authorize the incoming request 

Resp -> Resp : Enforce the authorization, perform request 

Resp --> Init : Return response 

@enduml 
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10.5.2 3 SOAP Web Services Framework Description 

10.5.2.1 3.2 Definitions 

 

@startuml 

skin rose 

 

node "SOAP Initiating Participant" as Init { 

  rectangle "IHE XUA X-Assertion Provider\nSAML Security Token Service (STS)\nSAML 

Assertion Authority\nSAML Attesting Entity" as STS #line.dashed 

  [IHE XUA X-Service User\nSOAP Message Sender\nHTTP Client] as Sender 

  STS <.. Sender : Get SAML token 

} 

 

node "SOAP Responding Participant" as Resp { 

  rectangle "SAML Policy Enforcement Point (PEP)\nSAML Assertion Processor\nSAML 

Relying Party" as PEP #line.dashed 

  [IHE XUA X-Service Provider\nSOAP Message Receiver\nHTTP Server] as Receiver 

  PEP <.. Receiver : Verify SAML token 

} 

 

Sender -> Receiver : "<<via Hub>>\nSend SOAP request\nwith SAML token\nover mutual 

TLS HTTP\nand get response" 

 

@enduml 

 

10.5.2.2 3.8 System-Level Use Case Realizations 

10.5.2.3 3.8.2 Use Case: Exchange of Clinical Information 

10.5.2.4 3.8.2.2 Basic Flow: Includes Business-to-Business (B2B) 
 

@startuml 

skin rose 
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hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client SAML Assertion;\nGenerate 

and Sign Timestamp\nusing key in assertion;\nGenerate full SOAP request 

deactivate Init 

Init -> Hub: SOAP Request\n(Client SAML Assertion) 

note right of Resp: Mutual TLS authenticates both systems 

Hub -> Resp: SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: Verify timestamp and signature;\nVerify Client SAML 

Assertion;\nAuthenticate requester using claims;\nAuthorize incoming 

request;\nEnforce authorization;\nPerform request 

Hub <-- Resp: SOAP Response 

deactivate Resp 

Init <-- Hub: SOAP Response 

opt SignatureConfirmation in response 

 Init -> Init: Confirm signature 

end 

 

@enduml 

 

10.5.2.5 3.8.2.4 Alternate Flows 

10.5.2.5.1 Retrievable Consent Reference 

 

… 

@startuml 
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skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "eHx\nDirectory" as Dir 

participant "Responding Participant" as Resp 

 

autonumber 2 "<b>[0]</b>" 

autoactivate on 

 

Init -> Init: Authorize outgoing request;\nGenerate Client SAML Assertion;\nGenerate 

and Sign Timestamp\nusing key in assertion;\nGenerate full SOAP request 

deactivate Init 

Init -> Hub: SOAP Request\n(Client SAML Assertion\nwith ACP and/or IACP) 

Hub -> Resp: SOAP Request\n(Client SAML Assertion\nwith ACP and/or IACP) 

deactivate Hub 

 

autonumber 1 "<font color=blue><b>[0]</b>" 

opt Initiating Participant is new\nto this Responding Participant  

Resp -> Dir: Find Initiating\nParticipant\nby HCID 

Dir --> Resp: : {proxy URL} 

end 

 

alt Client SAML Assertion includes Access Consent Policy (ACP) and patient ID 

Resp -> Hub: Query for Documents\n(FindDocuments query,\npatientId = patient 

ID,\neventCodeList = policy ID) 

Hub -> Init: Query for Documents\n(FindDocuments query,\npatientId = patient 

ID,\neventCodeList = policy ID) 

Hub <-- Init: : doc ID, repo ID, HCID 

Resp <-- Hub: : doc ID, repo ID, HCID 

else Client SAML Assertion includes doc ID to Access Consent Policy Instance Document 

(IACP) 

Resp -> Hub: Query for Documents\n(GetDocuments query,\nuniqueId = doc ID) 

Hub -> Init: Query for Documents\n(GetDocuments query,\nuniqueId = doc ID) 

Hub <-- Init: : doc ID, repo ID, HCID 

Resp <-- Hub: : doc ID, repo ID, HCID 

end 
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Resp -> Hub: Retrieve Documents\n(doc ID, repo ID, HCID) 

Hub -> Init: Retrieve Documents\n(doc ID, repo ID, HCID) 

Hub <-- Init: : IACP document 

Resp <-- Hub: : IACP document 

 

autonumber 5 "<b>[0]</b>" 

Resp -> Resp: Verify timestamp and signature;\nVerify Client SAML 

Assertion;\nAuthenticate requester using claims;\nAuthorize incoming 

request;\nEnforce authorization;\nPerform request 

 

@enduml 

 

10.5.2.5.2 Complex Exchange Workflow: Related Independent SOAP Requests 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

 

group Authorization Workflow for Deferred Request 

Init -> Init: Authorize, etc. 

deactivate Init 

Init -> Hub: Deferred SOAP Request\n(Client SAML Assertion) 

Hub -> Resp: Deferred SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: Verify timestamp, etc.;\nBegin request 

Hub <-- Resp: Ack response 

deactivate Resp 
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Init <-- Hub: Ack response 

opt SignatureConfirmation in response 

 Init -> Init: Confirm signature 

deactivate Init 

deactivate Init 

end 

end 

Resp -> Resp: Finish processing request 

 

group Authorization Workflow for Deferred Response 

Resp -> Resp: Authorize, etc. 

deactivate Resp 

Resp -> Hub: Deferred SOAP Response\n(Client SAML Assertion) 

Hub -> Init: Deferred SOAP Response\n(Client SAML Assertion) 

Init -> Init: Verify timestamp, etc. 

Hub <-- Init: Ack response 

deactivate Init 

Resp <-- Hub: Ack response 

opt SignatureConfirmation in response 

 Resp -> Resp: Confirm signature 

deactivate Resp 

deactivate Resp 

end 

end 

Init -> Init: Process response 

 

@enduml 

 

10.5.2.5.3 Zero Intermediaries (i.e. Point to Point) 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 
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participant "Responding Participant" as Resp 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client SAML Assertion;\nGenerate 

and Sign Timestamp\nusing key in assertion;\nGenerate full SOAP request 

deactivate Init 

Init -> Resp: SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: Verify timestamp and signature;\nVerify Client SAML 

Assertion;\nAuthenticate requester using claims;\nAuthorize incoming 

request;\nEnforce authorization;\nPerform request 

Init <-- Resp: SOAP Response 

deactivate Resp 

opt SignatureConfirmation in response 

 Init -> Init: Confirm signature 

end 

 

@enduml 

 

 

10.5.2.5.4 Trust Domain Bridging and Authorization Interface Mediation 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autoactivate on 

 

autonumber 3 "<b>[0]</b>" 
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Init -> Hub: SOAP Request\n(Client SAML Assertion) 

opt Translations needed\nfor this participant 

autonumber 1 "<font color=blue><b>[0]</b>" 

Hub -> Hub: Apply translations;\nre-sign Client SAML Assertion;\nregenerate and re-

sign timestamp 

deactivate Hub 

end 

 

autonumber 4 "<b>[0]</b>" 

Hub -> Resp: SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: Verify timestamp, etc. 

Hub <-- Resp: SOAP Response 

deactivate Resp 

autonumber 2 "<font color=blue><b>[0]</b>" 

opt SignatureConfirmation in response 

 Hub -> Hub: Confirm Hub signature over timestamp;\nreplace with original signature 

over timestamp 

end 

autonumber 7 "<b>[0]</b>" 

Init <-- Hub: SOAP Response 

deactivate Hub 

 

@enduml 

 

10.5.2.5.5 Reuse Client SAML Assertion (SAML-specific) 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autonumber 2 "<b>[0]</b>" 

autoactivate on 
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Init -> Init: Authorize outgoing request;\nReuse Client SAML Assertion;\nGenerate 

and Sign Timestamp\nusing key in assertion;\nGenerate full SOAP request 

deactivate Init 

Init -> Hub: SOAP Request\n(Reused SAML Assertion) 

Hub -> Resp: SOAP Request\n(Reused SAML Assertion) 

Resp -> Resp: Verify timestamp, etc. 

deactivate Resp 

note over Init, Resp: Continue with Basic Flow... 

 

@enduml 

 

10.5.2.6 3.8.2.5 Exception Flows 

10.5.2.6.1 Convey an Access Denial 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autonumber 3 "<b>[0]</b>" 

autoactivate on 

 

Init -> Hub: SOAP Request\n(Client SAML Assertion) 

Hub -> Resp: SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: Request is denied 

alt Use Fault 

Hub <-- Resp: SOAP Fault 

deactivate Resp 

Init <-- Hub: SOAP Fault 

deactivate Hub 

else Use AccessDenial 
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autonumber 6 "<b>[0]</b>" 

Hub <-- Resp: SOAP Response\nwith AccessDenial\nSOAP Header Block 

deactivate Resp 

Init <-- Hub: SOAP Response\nwith AccessDenial\nSOAP Header Block 

end 

 

@enduml 

 

10.5.2.6.2 Invalid Request (SOAP-specific) 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Responding Participant" as Resp 

 

autonumber 3 "<b>[0]</b>" 

autoactivate on 

 

Init -> Hub: SOAP Request\n(Client SAML Assertion) 

Hub -> Resp: SOAP Request\n(Client SAML Assertion) 

Resp -> Resp: One of the below fails:\nVerify timestamp and signature;\nVerify Client 

SAML Assertion;\nAuthenticate requester using claims 

Hub <-- Resp: SOAP Fault 

deactivate Resp 

Init <-- Hub: SOAP Fault 

 

@enduml 
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10.5.3 4 HL7 FHIR RESTful Web Services Framework Description 

10.5.3.1 4.2 Definitions 

 

@startuml 

skin rose 

skinparam linetype polyline 

 

node "FHIR Initiating Participant" as Init { 

  rectangle "(Unspecified for UDAP)\n(IHE IUA Authorization Server)\nSAML/JWT 

Security Token Service (STS)" as STS #line.dashed 

  [UDAP Client\nIHE IUA Authorization Client\nFHIR REST Client\nWeb User Agent] as 

Sender 

  STS <.. Sender : Get client assertion 

} 

'cloud "ehX Hub" as Hub0 

'cloud "ehX Hub" as Hub 

node "FHIR Responding Participant" as Resp { 

  [UDAP Authorization Server\nIHE IUA Authorization Server\nOAuth Authorization 

Server] as AS 

  [IHE IUA Resource Server\nFHIR REST Server] as Receiver 

  Receiver -u-> AS : Verify access token 

} 

 

Init -[hidden]r---> Resp 

 

Sender -u-> AS : "<<via Hub>>                 \nRegister client Get access token                 

\n(via client assertion or user agent)                " 

 

Sender -r-> Receiver : "<<via Hub>>\nDiscover Authz Server, Send FHIR request\nwith 

access token and get response" 

 

@enduml 

 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 251 of 278 

 

 251 ©eHealth Exchange  
 

10.5.3.2 4.5 Framework Definition 

10.5.3.3 4.5.3 Underlying Standards 

10.5.3.4 4.5.3.1 OAuth 2 Extensions and Profiling 

 

@startuml 

skin rose 

hide footbox 

 

participant "Client" as Init 

participant "Authorization Server" as AS 

participant "Resource Server" as RS 

 

group OAuth 2 Authorization Server Discovery [RFC 8414; HL7 UDAP] 

Init -> RS: Authorization Server Metadata Request 

Init <-- RS: Authorization Server Metadata 

end 

 

group OAuth 2 Dynamic Client Registration [RFC 7591; HL7 UDAP] 

Init -> AS: Dynamic Client Registration Request 

Init <-- AS: Client Registration Metadata 

end 

 

opt Base OAuth: Authorization code flow 

group OAuth 2 Authorization Request: scope variants [Base OAuth; IHE IUA] 

Init -> AS: Authorization Request (scope = opaque strings) 

else SMART App Launch 

Init -> AS: Authorization Request (scope = healthcare-specific syntax) 

end 

Init <-- AS: Authorization Code 

end 

 

group OAuth 2 Access Token Request: scope variants [Base OAuth; IHE IUA] 

Init -> AS: Access Token Request (scope = opaque strings) 

else SMART App Launch 

Init -> AS: Access Token Request (scope = healthcare-specific syntax) 
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end 

 

group OAuth 2 Access Token Request: client authentication variants [Base OAuth: 

public client;\n SMART] 

Init -> AS: Access Token Request (client id only) 

else Base OAuth: confidential client; SMART 

Init -> AS: Access Token Request (client secret) 

else RFC 7522: confidential client; IHE XUA 

Init -> AS: Access Token Request (SAML Client Authn Token) 

note right of Init: XUA defines extra claims in SAML 

else RFC 7523: confidential client; HL7 UDAP; SMART 

Init -> AS: Access Token Request (JWT Client Authn Token) 

note right of Init: UDAP defines extra claims in JWT 

end 

 

AS->AS: Authorize 

 

group OAuth 2 Access Token Response: scope variants [Base OAuth; IHE IUA] 

Init <-- AS: Access Token Response : scope = opaque strings 

else SMART App Launch 

Init <-- AS: Access Token Response : scope = healthcare-specific syntax,\nhealthcare-

specific launch contexts 

end 

 

group OAuth 2 Access Token Response: access token variants [RFC 6750] 

Init <-- AS: Access Token Response : token = opaque Bearer token 

Init -> RS: Resource Access Request (token) 

else RFC 9068; IHE IUA 

Init <-- AS: Access Token Response : token = Java Web Token (JWT) 

note right of Init: IUA defines extra claims in JWT 

Init -> RS: Resource Access Request (token) 

else RFC 6750 / RFC 7662; IHE IUA 

Init <-- AS: Access Token Response : token = opaque Bearer token 

Init -> RS: Resource Access Request (token) 

RS->AS: Token Introspection Request (token) 

RS <-- AS: Token Introspection Response : JSON 

note right of AS: IUA defines extra claims in JSON 

end 
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RS->RS: Authorize;\nPerform request 

 

Init <-- RS: Resource Access Response 

 

@enduml 

 

 

10.5.3.5 4.8 System-Level Use Case Realizations 

10.5.3.6 4.8.2 Use Case: Exchange of Clinical Information 

10.5.3.7 4.8.2.2 Basic Flow 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization Server" as AS 

participant "Resource Server" as RS 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client Authn Token 

deactivate Init 

 

group OAuth 2 Client Credentials Grant Flow 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

note right of AS: TLS authenticates server side 



 

Performance and Services Specification 

Subject:  eHealth Exchange Authorization Framework Specification  

Status:  draft   

Effective Date:   tbd Version:1.0 Page 254 of 278 

 

 254 ©eHealth Exchange  
 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

AS -> AS: Verify Client Authn Token;\nAuthenticate client system;\nAuthenticate 

requester\nusing claims;\nAuthorize incoming request;\nGenerate Access Token 

Hub <-- AS: Access Token Response\n: Access Token 

Init <-- Hub: Access Token Response\n: Access Token 

deactivate AS 

end 

 

Init -> Hub: Resource Access Request\n(Access Token) 

Hub -> RS: Resource Access Request\n(Access Token) 

RS -> RS: Verify Access Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

Hub <-- RS: Resource Access Response 

Init <-- Hub: Resource Access Response 

 

@enduml 

 

 

10.5.3.8 4.8.2.4 Alternate Flows 

10.5.3.8.1 Business-to-Consumer (B2C) 

 

@startuml 

skin rose 

hide footbox 

 

actor "Requester" as User 

participant "ABC: Initiating\nParticipant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization\nServer" as AS 

 

autoactivate on 

autonumber 2 "<b>[0]</b>" 
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activate Init 

Init -> Init: Authorize outgoing request;\nGenerate Client Authn Token 

deactivate Init 

 

group OAuth 2 Authorization Code Grant Flow 

autonumber 1 "<font color=blue><b>[0]</b>" 

 

Init -> Hub: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>) 

note right of AS: TLS authenticates server side 

Hub -> AS: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>) 

AS -> AS: Authorize app 

AS-->Hub: Return login/consent page 

Hub-->Init: Return login/consent page 

Init->Init: Display login/consent page 

deactivate Init 

note over Init, AS: Note: Steps 7-9 do not pass through Hub 

User->AS: Login and grant access to clinical info 

deactivate AS 

AS -> AS: Authorize user/request;\nGenerate authz code 456 

AS-->Init: 302 redirect - Location:\n<font color=blue>https://abc.com/page-if-

success</font>?\ncode=456&... 

deactivate AS 

 

Init->Init: GET <font color=blue>https://abc.com/page-if-

success</font>?\ncode=456&...\ni.e. next page in workflow 

deactivate Init 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=authorization_code&\ncode=456&redirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>&\nclient_assertion_type=jwt-

bearer&\nclient_assertion={Client Authn Token} ) 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=authorization_code&\ncode=456&redirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>&\nclient_assertion_type=jwt-

bearer&\nclient_assertion={Client Authn Token} ) 

AS -> AS: Verify Client Authn Token;\nVerify authz code;\nGenerate Authz Token 
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Hub <-- AS: Access Token Response\n: Authz Token 

Init <-- Hub: Access Token Response\n: Authz Token 

deactivate AS 

 

end 

 

autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access Request\n(Authz Token) 

deactivate Hub 

 

@enduml 

 

10.5.3.8.2 B2C: Authentication to Responder IdP 

… 

@startuml 

skin rose 

hide footbox 

 

actor "Requester" as User 

participant "ABC: Initiating\nParticipant" as Init 

participant "eHx Hub" as Hub 

participant "DEF: Authorization\nServer" as AS 

participant "Identity Provider's\nAuthorization Server" as IDP 

 

autoactivate on 

 

activate Init 

 

autonumber 1 "<b>[0]</b>" 

 

note over Init, AS: In Authorization Code Grant Flow 

 

Init -> Hub: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>&\nidp={preferred IdP}) 

Hub -> AS: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>&\nidp={preferred IdP}) 
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AS -> AS: Authorize app 

deactivate AS 

group Service Security Discovery/Registration: [if needed] 

autonumber 1 "<font color=blue><b>[0]</b>" 

AS->IDP: Discover and register 

deactivate IDP 

end 

 

AS->IDP: GET Authorization Code Request 

(...\nscope=openid+udap&\nredirect_uri=\n<font color=purple>https://def.com/page-

if-success</font>) 

IDP-->AS: Return login page 

AS-->Hub: Return login page 

Hub-->Init: Return login page 

Init->Init: Display login page 

deactivate Init 

note over Init, IDP: Note steps 7-16 do not pass through Hub 

User->IDP: Login to identity 

deactivate IDP 

IDP -> IDP: Authenticate user;\nGenerate authz code 789 

IDP-->Init: 302 redirect - Location:\n<font color=purple>https://def.com/page-if-

success</font>?\ncode=789&... 

deactivate IDP 

Init->AS: GET <font color=purple>https://def.com/page-if-

success</font>?\ncode=789&... 

deactivate Init 

 

AS -> AS: Authenticate/authorize user 

deactivate AS 

 

AS-->Init: Return consent page 

Init->Init: Display consent page 

deactivate Init 

User->AS: Grant access to clinical info 

deactivate AS 

AS -> AS: Authorize request;\nGenerate authz code 456 

AS-->Init: 302 redirect - Location:\n<font color=blue>https://abc.com/page-if-

success</font>?\ncode=456&... 
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deactivate AS 

autonumber 10 "<b>[0]</b>" 

Init->Init: GET <font color=blue>https://abc.com/page-if-

success</font>?\ncode=456&...\ni.e. next page in workflow 

deactivate Init 

 

@enduml 

 

10.5.3.8.3 Server-based Mobile App or Trusted Native App (not used) 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization Server" as AS 

participant "Resource Server" as RS 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client Authn Token 

deactivate Init 

 

group OAuth 2 Client Credentials Grant Flow 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

note right of AS: TLS authenticates server side 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 
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AS -> AS: Verify Client Authn Token;\nAuthenticate client system;\nAuthenticate 

requester\nusing claims;\nAuthorize incoming request;\nGenerate Access Token 

Hub <-- AS: Access Token Response\n: Access Token 

Init <-- Hub: Access Token Response\n: Access Token 

deactivate AS 

end 

 

Init -> Hub: Resource Access Request\n(Access Token) 

Hub -> RS: Resource Access Request\n(Access Token) 

RS -> RS: Verify Access Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

Hub <-- RS: Resource Access Response 

Init <-- Hub: Resource Access Response 

 

@enduml 

 

10.5.3.8.4 Retrievable Consent Reference 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization Server" as AS 

 

autonumber 3 "<b>[0]</b>" 

autoactivate on 

 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

deactivate Hub 
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opt Client Authn Token includes reference to Consent or DocumentReference 

autonumber 1 "<font color=blue><b>[0]</b>" 

AS -> Hub: GET {proxy reference} 

Hub -> Init: GET {real reference} 

Hub <-- Init: : consent info 

AS <-- Hub: : consent info 

end 

autonumber 5 "<b>[0]</b>" 

AS -> AS: Verify Client Authn Token;\nAuthenticate client system;\nAuthenticate 

requester\nusing claims;\nAuthorize incoming request;\nGenerate Access Token 

deactivate AS 

@enduml 

 

10.5.3.8.5 Service Security Negotiation 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating\nParticipant" as Init 

participant "eHx\nDirectory" as Dir 

participant "eHx\nHub" as Hub 

participant "Resource\nServer" as RS 

participant "Authorization\nServer" as AS 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 

 

Requester -> Init: Pull some info\nabout a patient 

 

opt Responding Participant is new to this Initiating Participant  

autonumber 1 "<font color=blue><b>[0]</b>" 

Init -> Dir: Find Responding\nParticipant 

Dir --> Init: : {proxy BaseURL} 

group OAuth 2 Authorization Server Metadata Request 
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Init -> Hub: GET {proxy BaseURL}/\n.well-known/udap 

Hub -> RS: GET {real BaseURL}/\n.well-known/udap 

RS --> Hub: : 200 OK\nAuthorization\nServer metadata 

Hub --> Init: : 200 OK\nAuthorization\nServer metadata 

end 

group OAuth 2 Dynamic Client Registration Request 

Init -> Hub: POST {proxy registration endpoint}\nClient Registration Request\n(SW 

Statement) 

Hub -> AS: POST {real registration endpoint}\nClient Registration Request\n(SW 

Statement) 

AS --> Hub: : 201 Created\nClient Registration metadata 

Hub --> Init: : 201 Created\nClient Registration metadata 

end 

end 

 

autonumber 2 "<b>[0]</b>" 

Init -> Init: Authorize outgoing\nrequest;\nGenerate Client\nAuthn Token 

deactivate Init 

note over Init, RS: Continue with Basic Flow... 

 

@enduml 

 

10.5.3.8.6 Zero Intermediaries (i.e. Point to Point) 

 

@startuml 

skin rose 

hide footbox 

 

actor Requester 

participant "Initiating Participant" as Init 

participant "Authorization Server" as AS 

participant "Resource Server" as RS 

 

autonumber 1 "<b>[0]</b>" 

autoactivate on 
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Requester -> Init: Pull some info\nabout a patient 

Init -> Init: Authorize outgoing request;\nGenerate Client Authn Token 

deactivate Init 

 

group OAuth 2 Client Credentials Grant Flow 

Init -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

AS -> AS: Verify Client Authn Token;\nAuthenticate client system;\nAuthenticate 

requester\nusing claims;\nAuthorize incoming request;\nGenerate Access Token 

Init <-- AS: Access Token Response\n: Access Token 

deactivate AS 

end 

 

Init -> RS: Resource Access Request\n(Access Token) 

RS -> RS: Verify Access Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

Init <-- RS: Resource Access Response 

 

@enduml 

Trust Domain Bridging and Authorization Interface Mediation 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization Server" as AS 

 

autoactivate on 

 

autonumber 3 "<b>[0]</b>" 

Init -> Hub: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

 

opt Translations needed\nfor this participant 

autonumber 1 "<font color=blue><b>[0]</b>" 
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Hub -> Hub: Apply translations;\nre-sign Client Authn Token if needed 

deactivate Hub 

end 

 

autonumber 4 "<b>[0]</b>" 

Hub -> AS: POST Access Token Request 

(...\ngrant_type=client_credentials&\nclient_assertion_type=jwt-

bearer&\nclient_assertion=\n{Client Authn Token} ) 

deactivate AS 

deactivate Hub 

 

@enduml 

 

10.5.3.8.7 Modify or Cancel Client Registration (FHIR-specific) 

 

@startuml 

skin rose 

hide footbox 

 

actor "Admin\nor Trigger" as Admin 

participant "Initiating\nParticipant" as Init 

participant "eHx\nHub" as Hub 

participant "Authorization\nServer" as AS 

 

autonumber 1 "<font color=blue><b>[0]</b>" 

autoactivate on 

 

Admin -> Init: Update or cancel\na registration 

 

alt Update  

Init -> Hub: POST {proxy registration endpoint}\nClient Registration Request\n(new 

SW Statement) 

Hub -> AS: POST {real registration endpoint}\nClient Registration Request\n(new SW 

Statement) 

AS --> Hub: : 200 OK\nNew registration metadata 

Hub --> Init: : 200 OK\nNew Registration metadata 
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else Cancel 

autonumber 2 "<font color=blue><b>[0]</b>" 

Init -> Hub: POST {proxy registration endpoint}\nClient Registration Request\n(SW 

Statement with no grants) 

Hub -> AS: POST {real registration endpoint}\nClient Registration Request\n(SW 

Statement with no grants) 

AS --> Hub: : 200 OK\nNew registration metadata\nshowing no grants 

Hub --> Init: : 200 OK\nNew Registration metadata\nshowing no grants 

end 

 

@enduml 

 

10.5.3.8.8 Reuse Access Token (FHIR-specific) 

 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Resource Server" as RS 

 

autonumber 2 "<b>[0]</b>" 

autoactivate on 

 

Init -> Init: Authorize outgoing request;\nReuse Access Token 

deactivate Init 

note over Init, RS: Steps 3-7 of Basic Flow skipped 

 

autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access Request\n(reused Authz Token) 

Hub -> RS: Resource Access Request\n(reused Authz Token) 

RS -> RS: Verify Authz Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

deactivate RS 

deactivate RS 
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deactivate Hub 

 

note over Init, RS: Continue with Basic Flow... 

 

@enduml 

Refresh (FHIR-specific) 

@startuml 

skin rose 

hide footbox 

 

participant "Initiating\nParticipant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization\nServer" as AS 

participant "Resource Server" as RS 

 

autoactivate on 

 

note over Init, RS: In initial use case... 

group OAuth 2 Authorization Code Grant 

autonumber 1 "<font color=blue><b>[0]</b>" 

 

Init -> Hub: GET Authorization Code Request (...\nscope=offline_access...) 

Hub -> AS: GET Authorization Code Request (...\nscope=offline_access...) 

note over Init, AS: Steps 3-13 of Authorization Code Grant flow... 

autonumber 14 "<font color=blue><b>[0]</b>" 

AS -> AS: Verify Client Authn Token;\nVerify authz code;\nGenerate Access Token\nand 

Refresh Token 

deactivate AS 

Hub <-- AS: Access Token Response\n: Access Token, Refresh 

Token\nscope=offline_access 

Init <-- Hub: Access Token Response\n: Access Token, Refresh 

Token\nscope=offline_access 

 

end 

note over Init, RS: Use case completes... 

 

autonumber 8 "<b>[0]</b>" 
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note over Init, RS: Subsequent use cases, alternate flow Reuse Access Token: Access 

resources as needed (while token is valid)... 

Init -> Hub: Resource Access Request\n(Access Token) 

Hub -> RS: Resource Access Request\n(Access Token) 

RS -> RS: Verify Access Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

Hub <-- RS: Resource Access Response 

Init <-- Hub: Resource Access Response 

 

note over Init, RS: Subsequent use case, alternate flow Reuse Access Token: Access 

Token expires 

autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access Request\n(reused Access Token) 

Hub -> RS: Resource Access Request\n(reused Access Token) 

RS -> RS: Verify Access Token;\nFinalize Authorization;\nEnforce 

authorization;\nPerform request 

deactivate RS 

Hub <-- RS: HTTP/1.1 401 Unauthorized\nWWW-Authenticate: Bearer 

realm="example",\nerror="invalid_token",\nerror_description="The access token 

expired" 

deactivate RS 

Init <-- Hub: HTTP/1.1 401 Unauthorized\nWWW-Authenticate: Bearer 

realm="example",\nerror="invalid_token",\nerror_description="The access token 

expired" 

 

group OAuth 2 Refresh Grant 

autonumber 1 "<font color=blue><b>[0]</b>" 

Init -> Hub: POST Access Token Request 

(\ngrant_type=refresh_token&\nrefresh_token=tGzv...) 

Hub -> AS: POST Access Token Request 

(\ngrant_type=refresh_token&\nrefresh_token=tGzv...) 

AS -> AS: Validate Refresh Token;\nGenerate Access Token,\noptional Refresh Token 

Hub <-- AS: Access Token Response\n: Access Token, optional Refresh Token 

Init <-- Hub: Access Token Response\n: Access Token, optional Refresh Token 

deactivate AS 

end 

note over Init, RS: Subsequent use cases, alternate flow Reuse Access Token: Access 

resources as needed (while token is valid)... 
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autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access Request\n(reused Access Token) 

 

@enduml 

 

10.5.3.9 Invalid Request (FHIR-specific) 

… 

@startuml 

skin rose 

hide footbox 

 

actor "Requester" as User 

participant "Initiating Participant" as Init 

participant "eHx Hub" as Hub 

participant "Authorization\nServer" as AS 

participant "Resource Server" as RS 

 

autoactivate on 

 

alt Basic Flow, Invalid Access Token Request  

autonumber 3 "<b>[0]</b>" 

Init -> Hub: POST Access Token Request (...\ngrant_type=client_credentials...) 

Hub -> AS: POST Access Token Request (...\ngrant_type=client_credentials...) 

AS -> AS: One of the below fails:\nVerify Client Authn Token;\nAuthenticate client 

system;\nAuthenticate requester\nusing claims;\nAuthorize incoming request 

Hub <-- AS: HTTP/1.1 400 Bad Request 

Init <-- Hub: HTTP/1.1 400 Bad Request 

deactivate AS 

 

else Basic Flow, Invalid Resource Access Request  

autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access Request\n(Access Token) 

Hub -> RS: Resource Access Request\n(Access Token) 

RS -> RS: One of the below fails:\nVerify Access Token;\nFinalize 

Authorization;\nEnforce authorization 
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Hub <-- RS: HTTP/1.1 401 Unauthorized\nWWW-Authenticate: Bearer 

realm="example",\nerror="invalid_token",\nerror_description="The access token 

expired" 

deactivate RS 

Init <-- Hub: HTTP/1.1 401 Unauthorized\nWWW-Authenticate: Bearer 

realm="example",\nerror="invalid_token",\nerror_description="The access token 

expired" 

 

else Authorization Code Grant Flow, Authorization Code Request, Invalid client or 

redirection URI 

autonumber 1 "<font color=blue><b>[0]</b>" 

Init -> Hub: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>) 

Hub -> AS: GET Authorization Code Request (...\nredirect_uri=\n<font 

color=blue>https://abc.com/page-if-success</font>) 

AS -> AS: Invalid client or redirection URI 

Hub <-- AS: HTTP/1.1 400 Bad Request 

Init <-- Hub: HTTP/1.1 400 Bad Request 

deactivate AS 

 

else Authorization Code Grant Flow, Authorization Code Request, any other error 

autonumber 7 "<font color=blue><b>[0]</b>" 

User->AS: Login and grant access to clinical info 

deactivate AS 

AS -> AS: User/request not authorized\nor any other error 

AS-->Hub: 302 redirect - Location:\n<font color=blue>https://abc.com/page-if-

success</font>?\nerror=access_denied&... 

Hub-->Init: 302 redirect - Location:\n<font color=blue>https://abc.com/page-if-

success</font>?\nerror=access_denied&... 

deactivate AS 

Init->Init: GET <font color=blue>https://abc.com/page-if-success</font>\ni.e. next 

page in workflow;\nDisplay error message 

deactivate Init 

 

else Authorization Code Grant Flow, Invalid Access Token Request  

autonumber 12 "<font color=blue><b>[0]</b>" 

Init -> Hub: POST Access Token Request (...\ngrant_type=authorization_code...) 

Hub -> AS: POST Access Token Request (...\ngrant_type=authorization_code...) 
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AS -> AS: One of the below fails:\nVerify Client Authn Token;\nVerify authz code 

Hub <-- AS: HTTP/1.1 400 Bad Request 

Init <-- Hub: HTTP/1.1 400 Bad Request 

deactivate AS 

 

end 

 

@enduml 

 

10.5.3.10 Tiered OAuth: Full Flow (not currently used - check against Responder IdP flow) 

 

@startuml 

skin rose 

hide footbox 

 

actor "Requester" as User 

participant "ABC: Initiating\nParticipant" as Init 

participant "eHx Hub" as Hub 

participant "DEF's\nAuthorization\nServer" as AS 

participant "XYZ: DEF's\nIdentity\nProvider" as IdP 

participant "DEF's\nResource\nServer" as RS 

 

autoactivate on 

autonumber 2 "<b>[0]</b>" 

 

Init -> Init: Authorize outgoing\nrequest; Generate\nClient Authn Token 

 

group OAuth 2 Authorization Code Grant Flow 

autonumber 1 "<font color=blue><b>[0]</b>" 

 

Init->AS: GET https://{Responder's authorization 

url}?\nclient_id=xyz&scope=user/Patient.read&\nidp=https://idp.example.com/optional

path&\nstate=abc&aud={fhir base url}&\nredirect_uri=<font 

color=blue>https://abc.com/page-if-success</font> 

note over AS: Authorize app.\nApp recognized.\nCheck IdP. 

opt new IdP 
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AS->IdP: GET .well-known/udap 

IdP-->AS: 200 <response with server\nmetadata and certs> 

AS->AS: Check trust of IdP certs 

deactivate AS 

AS->IdP: Register as client if needed 

deactivate IdP 

end 

note over AS: Check user 

AS-->Init: 302 redirect\nLocation: <font 

color=green>https://xyz.com/authorize</font>...\nredirect_uri=<font 

color=purple>https://def.com/page-if-success</font> 

Init->IdP: GET <font 

color=green>https://xyz.com/authorize</font>...\nredirect_uri=<font 

color=purple>https://def.com/page-if-success</font> 

User->IdP: Login and grant access to shared identity 

deactivate IdP 

note over IdP: Authorize user/request.\nUser/request authorized.\nRedirect with 

authz code 123 

IdP-->Init: 302 redirect\nLocation: <font color=purple>https://def.com/page-if-

success</font>?code=123&...\nredirect_uri=<font color=blue>https://abc.com/page-if-

success</font> 

Init->AS: GET <font color=purple>https://def.com/page-if-

success</font>?code=123&...\nredirect_uri=<font color=blue>https://abc.com/page-if-

success</font> 

User->AS: Grant access to clinical info 

deactivate AS 

note over AS: Authorize user/request.\nUser/request authorized.\nRedirect with authz 

code 456 

AS-->Init: 302 redirect\nLocation: <font color=blue>https://abc.com/page-if-

success</font>?code=456&... 

Init->Init: GET <font color=blue>https://abc.com/page-if-success</font>\ni.e. next 

page in workflow 

deactivate Init 

Init->AS: Request access token:\nPOST https://{Participant token 

url}?\ngrant_type=authorization_code&code=123&\nredirect_uri=<font 

color=blue>https://abc.com/page-if-success</font>&\nclient_assertion_type=jwt-

bearer&\nclient_assertion={Client Authn Token} 
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note over AS: Authenticate client app:\nValidate x5c header and chain\nVerify JWT 

signature\nIssue new access token to client app 

AS-->Init: 200 <response with access_token,\nexpires_in, etc.>" 

deactivate AS 

end 

autonumber 8 "<b>[0]</b>" 

Init -> Hub: Resource Access\nRequest\n(Authz Token) 

deactivate Hub 

@enduml 

 


