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Delegation of Authority SOP

Key Definitions

• Principal: a QHIN, Participant or Subparticipant that is acting as a Covered Entity, 

Government Health Care Entity, NHE Health Care Provider, a Public Health Authority, a 

government agency that makes a Government Benefits Determination, or an IAS 

Provider (as authorized by an Individual) when engaging in TEFCA Exchange.

• Delegated Request: a TEFCA Exchange Request initiated by a Delegate working, 

directly or indirectly, for a Principal.
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Delegation of Authority SOP

Key Definitions

• First Tier Delegate: a QHIN, Participant, or Subparticipant that (i) is not acting as a 

Principal when initiating or Responding to a transaction via TEFCA Exchange and (ii) 

has a direct written agreement with a Principal authorizing the First Tier Delegate to 

initiate or Respond to transactions via TEFCA Exchange for or on behalf of the Principal. 

For purposes of this definition, a “written agreement” shall be deemed to include a 

documented grant of authority from a government agency. 

• Downstream Delegate: a QHIN, Participant, or Subparticipant that (i) is not acting as a 

Principal when initiating or Responding to a transaction via TEFCA Exchange and (ii) 

has a direct written agreement with a First Tier Delegate or another Downstream 

Delegate authorizing the respective Downstream Delegate to initiate or Respond to 

transactions via TEFCA Exchange for or on behalf of a Principal.
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Delegation of Authority SOP

Key Requirements:
 

• Delegated Requests MUST adhere to all requirements applicable to the 

Principal.

• All Principals MUST still have a Responding Node (and meet all responding 

obligations) unless one of the following applies to the Principal: 

1. It is hierarchically below a Responding Node for Document Retrieval where such 

Responding Node is sharing all Required Information from a downstream 

Participant or Subparticipant that would otherwise be provided by the Participant’s 

or Subparticipant’s Initiating Node, if the Initiating Node were a Responding Node;

2. It provides an Initiating Node Only Attestation to the QHIN, per the RCE Directory 

Service Requirements Policy SOP; or

3. It is exempted from required Responses pursuant to the XPs SOP.
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Delegation of Authority SOP

Responding Exception #1:
 

• Hierarchically below a Responding Node for Document Retrieval where such 

Responding Node is sharing all Required Information from a downstream 

Participant or Subparticipant that would otherwise be provided by that P/S

• This is not unique to Delegation and reflects the broader policy that a given Node 

need not respond, per se, when an Upstream QPS is already responding with all of 

the Required Information that would/could otherwise be returned by that Node.  

• This simply recognizes the tiered/layered TEFCA structure and seeks to minimize 

the return of duplicative data.  
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Delegation of Authority SOP

Responding Exception #3 (intentionally going out of order):
 

• Principal is exempted from required Responses pursuant to the XPs SOP.

• This also is not unique to Delegation and encompasses the general exceptions to 

the requirements to Respond (e.g., if the Responding Node is controlled by a Public 

Health Authority) 

• The full list of these general exceptions is in Section 4.6 of the Exchange Purposes 

SOP v2 
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Delegation of Authority SOP

Responding Exception #2:
 

• Principal provides an 

Initiating Node Only 

Attestation to the 

QHIN, per the RCE 

Directory Service 

Requirements Policy 

SOP



Example from RCE Directory Service SOP 

Southeast Health System has two EHR systems, one of which is connected to TEFCA through 

QHIN B as both an Initiating Node and a Responding Node ("EHR 1 Node") and one of which is 

not connected to TEFCA ("EHR 2"). Southeast Health System uses a Delegate that provides a 

care management system to create care plan for specific diabetic patients (the "Delegate Care 

Manager"). All data obtained by the Delegate Care Manager and the resulting care plans are 

maintained in the Delegate Care Manager's system. In addition, the data and resulting care 

plans are sent back to the respective EHRs in which the Individual’s data resides (e.g., either 

EHR 1 or EHR 2). Because EHR 1 Node is a Responding Node, the Delegate Care Manager 

can sign an Initiating Node Only Attestation and be an Initiating Node only with respect to 

Individuals whose records reside in EHR 1. Because EHR 2 is not connected to TEFCA and is 

not a Responding Node, an Initiating Node Only Attestation is not available for the Delegate 

Care Manager with respect to Individuals whose records reside solely in EHR 2. As a result, to 

initiate Queries through TEFCA for Individuals whose records reside in EHR 2, the Delegate 

Care Manager must be an Initiating Node and Responding Node.



SANITY CHECK!!!  Let this Context be Your Guide

• If the "Initiating Node Only" stuff is making your head hurt: (a) you are not 

alone; and (b) it may help to keep the underlying logic and policy objective 

behind it in mind... 

1. The scope of what a Delegate may do in its capacity as a Delegate is ONLY the 

scope of authority delegated to it by the Principal; however, 

2. A delegation of authority is NOT intended to allow a Q/P/S to have one or more 

systems receiving TEFCA Information without also responding, whether directly 

or indirectly, with data maintained in such system(s).  
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Delegation of Authority SOP

Delegation Notice Responsibility - Delivery:
 

• Principals are responsible for providing the Delegation Notice to their QHIN for 

the Principal's First Tier Delegate(s).

• First Tier Delegates are responsible for providing the Delegation Notice to their 

QHIN for the First Tier Delegate's Downstream Delegate(s). 

• Downstream Delegates are responsible for providing the Delegation Notice to 

their QHIN for a Downstream Delegate's additional Downstream Delegate(s).
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Delegation of Authority SOP

Directory & Transaction Requirements:
 

• A Q/P/S MUST list any Delegate with which it directly contracts in its applicable 

Directory Entry(ies). 

• All Delegated Requests MUST identify the ultimate Principal for which the 

Request is initiated within the SAML (or OAuth extension for Facilitated FHIR).
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RCE Directory Goals

Section 4.1, item 1:
The Primary Purpose of the Directory is to Represent Technical Relationships.

a) The Directory represents exchange Nodes. It might not show all Participants and
Subparticipants through which a Framework Agreement flows.

b) The Directory MUST represent the technical path of connectivity, including all
Passthrough Nodes.

c) The Directory also associates multiple Nodes of a Logical Entity across QHINs,

Participants, and Subparticipants sharing a TEFCAID, per Section 4.1(14), below. 



RCE Directory Goals

Section 4.1, item 3:
Directory includes range of Exchange Purposes (XPs) for a QHIN.

a) A QHIN MUST publish, at the Organization1 resource level, all XP Codes that will
be initiated from its Designated Network.

b) A QHIN MUST publish, at the Endpoint resource level, all XP Codes that will be
Responded to by the QHIN, Participant, or Subparticipant within its Designated
Network. 

To meet the requirement above, we need participants to identify initiating XP codes and responding XP codes (at the 

Endpoint resource level) for directory entries that represent nodes.

What is a node and what are the types of nodes?

• Node: a technical system that is controlled directly or indirectly by a QHIN, Participant, or
Subparticipant and that is listed in the RCE Directory Service. 

• Initiating Node: a Node through which a QHIN, Participant, or Subparticipant initiates
transactions for TEFCA Exchange.

• Responding Node: a Node through which the QHIN, Participant, or Subparticipant
Responds to a received transaction for TEFCA Exchange. 



RCE Directory Goals

Section 4.1, item 4:
Directory includes types of Transactions and XPs for each Node.

a) Every Initiating Node in the Directory MUST indicate both which Transaction
Type(s) and for which XP(s) Codes it will initiate. The XPs published for a Node
MUST be the set or a subset of the XPs Codes of each Directory Entry above it in
the hierarchy, as exemplified by the diagram in Section 4.2 of this SOP.

b) Every Responding Node in the Directory MUST indicate both which Transaction
Type(s) and for which XP Codes it will respond. The XPs published for a Node
MUST be the set or subset of the XP Codes listed at the endpoints of the
Responding Node’s QHIN. 

To meet the requirement above, we need participants to identify transaction types (PD, QD, RD and Message Delivery) 

for directory entries that represent nodes.  In addition, publication of exchange purposes (XPs) must follow the hierarchy 

rules as indicated by the requirement above.



RCE Directory Goals

Section 4.1, item 5:

Participants and Subparticipants MAY participate in multiple QHINs if they have
multiple Nodes with separate HomeCommunityIDs or FHIR Endpoints.

a) If multiple Nodes share a HomeCommunityID or FHIR Endpoint, they MUST be
represented entirely under the same QHIN.

b) An organization with multiple Nodes that each have a separate
HomeCommunityID or FHIR Endpoint may be a Participant or Subparticipant
under multiple QHINs; however, each Responding Node MUST be entirely
represented for all Exchange Modalities handled by that Responding Node under
one QHIN and that Responding Node MUST NOT be duplicated across multiple
QHINs where separate, additional Nodes may be listed.

c) A Responding Node’s source database MUST only be represented by one
HomeCommunityID or FHIR Endpoint. 



RCE Directory Goals

Section 4.1, item 5, Continued

• Question: What does this requirement mean?

• Answer:

• At first glance, this requirement seems to indicate that participants and subparticipants can publish the 
same node or nodes under multiple QHINs if they provide different HomeCommunityIDs for each directory 
entry, but that is not true for a responding node.  A responding node represents a system (such as an EHR 
system) and you cannot publish the same system under multiple QHINs, even if you provide a different 
HomeCommunityID for that node/system under each QHIN.  In addition, when you publish a node under 
one QHIN, that node must handle all exchange modalities, such as QHIN query, QHIN message delivery 
and/or Facilitated FHIR.  Finally, a responding node’s source database must only be represented by one 
HomeCommunityID.

• In summary, participants and subparticipants may be listed under multiple QHINs, but each responding 
node/system belonging to a participant or subparticipant can only be listed once in the directory.  For 
example:

• A participant with two responding nodes (Nodes A and B) could publish Node A under QHIN A and 
Node B under QHIN B, but cannot publish Node A under both QHIN A and QHIN B.



RCE Directory Goals

Section 4.1, item 14

• Question: If a participant/sub-participant can belong to multiple QHINs, how do I recognize that the 
participant/subparticipant is the same entity under multiple QHINs?

• Answer: The RCE directory services SOP has introduced a new identifier called a “TEFCAID”.   Section 4.1, item 14 
of the SOP states that “A Logical Entity with multiple Nodes MUST have the same TEFCAID shared across each of 
its Nodes.”  A Logical Entity is defined as a “Participant or Subparticipant that is represented by one or more 
Nodes in the RCE Directory Service, all of which share a TEFCAID.”.

• For example, a participant is published in the directory under QHIN A along with 10 subparticipant node entries 
that descend from the participant entry.  All the directory entries are part of the same logical entity, so they are 
all assigned the same TEFCAID.  If the same participant organization is published under a second QHIN (QHIN B), 
then it will receive the same TEFCAID as was used for QHIN A.  The participant published under QHIN B can list 
additional subparticipant node entries (all with the same TEFCAID), but cannot publish the same subparticipant 
node(s) which represent the same system(s) that were provided under QHIN A.



RCE Directory Goals

Section 4.1, item 6
No duplicative Responding Node Directory Entries.

a) Before listing any Responding Node in the RCE Directory Service, a QHIN MUST
confirm that a Responding Node with the same organization or endpoint
identifier for the same capability, including the same HomeCommunityID, does
not already exist in the RCE Directory Service under another QHIN.

b) QHINs MUST NOT list in the RCE Directory Service any such duplicative entry as a
Responding Node of a Participant or Subparticipant of such QHIN. 

However, as per Section 4.1, item 7, there is no limit on initiating node directory entries.  The main stipulation on 
initiating nodes is below, but be aware of additional requirements such as those under Section 4.1, item 10:

Each Responding Node may be listed by the QHIN that listed the respective Initiating Node on another QHIN. If the 
Node is an Initiating Node only, then the QHIN must ensure that it is hierarchically below a Responding Node for
Document Retrieval or that the Responding Node identified in the Initiating Node Only Attestation is listed in the 
RCE Directory Service. 



RCE Directory Goals

Within a hierarchical chain of Directory Entries, 
each Transaction Type MUST be listed no more 
than once. For example, a Participant that 
Responds to Document Retrieval transactions 
MUST Respond inclusive of all its Subparticipants 
for which a Response is required. Any 
Subparticipants below that Participant’s 
Responding Node cannot also be listed as 
Responding Nodes for Document Retrieval. 

Initiating Nodes
Without leveraging exceptions listed in 4.1(10) of this SOP, only the 

following may be Initiating Nodes, due to Responding with documents: 
Sub Z, Sub Y, Participant 2, Sub U, Sub V

Section 4.1, item 9
Each Transaction Type MUST be listed no more than once.



RCE Directory Goals

Section 4.1, item 13

An Initiating Node MUST publish relevant required identifiers for XPs it initiates, as identified in the QTF, the XPs 
SOP, or the relevant XP Implementation SOP (e.g., NPI for Treatment). 

For example, the Treatment XP SOP states the following: 

For QHIN queries that use the T-TREAT exchange purpose, the Query MUST include: 

1. the Health Care Provider’s individual or organizational National Provider Identifier (NPI) and/or Tax Identification 
Number (TIN), as applicable; and 

a. The NPI Attribute MUST be encoded in the SAML attributes with a FriendlyName of NPI and MUST be NameFormat 
urn:oasis:names:tc:xspa:2.0:subject:npi.

b. The TIN attribute MUST be encoded in the SAML attributes with a FriendlyName of TIN and MUST be NameFormat 
urn:nhin:names:saml:tin. 

2. the Individual’s Member ID and/or Subscriber ID,(2) if known, as additional patient identifiers in the Request.



Questions?



Supplemental Slide Based on Attendee Questions

• Not every QHIN, Participant, or Subparticipant need be a Principal or 

Delegate.  If there is no third-party delegation of authority, then there is no 

Principal<>Delegate relationship.  

• In other words: Every Principal and Delegate must also be a QHIN, 

Participant, or Subparticipant; however, not every Q/P/S needs to be a 

Principal or a Delegate.  



Resources

• RCE SOPs: https://rce.sequoiaproject.org/tefca-and-rce-resources/ 

• Slides, recordings, & registration for eHealth Exchange TEFCA webinars: 

https://ehealthexchange.org/tefca-webinars/ 

https://rce.sequoiaproject.org/tefca-and-rce-resources/
https://ehealthexchange.org/tefca-webinars/


ehealthexchange.org
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