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TEFCA Security Incident(s) (TSI) Definition



TEFCA 

(i) An unauthorized acquisition, access, Disclosure, or Use of 

unencrypted TI using TEFCA Exchange, but NOT including any of the 

following:

(a) Any unintentional acquisition, access, Use, or Disclosure of TI by a 

Workforce Member or person acting under the authority of a QHIN, 

Participant, or Subparticipant, if such acquisition, access, Use, or 

Disclosure (i) was made in good faith, (ii) was made by a person acting 

within their scope of authority, (iii) was made to another Workforce 

Member or person acting under the authority of any QHIN, Participant, 

or Subparticipant, and (iv) does not result in further acquisition, access, 

Use, or Disclosure in a manner not permitted under Applicable Law and 

the Framework Agreements. 

(b) A Disclosure of TI where a QHIN, Participant, or Subparticipant has 

a good faith belief that an unauthorized person to whom the Disclosure 

was made would not reasonably have been able to retain such 

information. 

(c) A Disclosure of TI that has been de-identified in accordance with the 

standard at 45 CFR § 164.514(b). 

(ii) Other security events (e.g., ransomware attacks), as set forth in an 

SOP, that adversely affect a QHIN’s, Participant’s, or Subparticipant’s 

participation in TEFCA Exchange. 

HIPAA (§ 164.402)
Breach means the acquisition, access, use, or disclosure of protected 

health information in a manner not permitted under subpart E of this 

part which compromises the security or privacy of the protected health 

information.

(1) Breach excludes:

(i) Any unintentional acquisition, access, or use of protected health 

information by a workforce member or person acting under the 

authority of a covered entity or a business associate, if such 

acquisition, access, or use was made in good faith and within the 

scope of authority and does not result in further use or disclosure in a 

manner not permitted under subpart E of this part.

(ii) Any inadvertent disclosure by a person who is authorized to access 

protected health information at a covered entity or business associate 

to another person authorized to access protected health information at 

the same covered entity or business associate, or organized health 

care arrangement in which the covered entity participates, and the 

information received as a result of such disclosure is not further used 

or disclosed in a manner not permitted under subpart E of this part.

(iii) A disclosure of protected health information where a covered entity 

or business associate has a good faith belief that an unauthorized 

person to whom the disclosure was made would not reasonably have 

been able to retain such information.

TEFCA Security Incident vs. HIPAA Breach



General TSI Reporting Requirements

• Reports must include sufficient information for the RCE and others who may 

be affected to understand the nature and likely scope of the TSI.

• Initial reporting must not be delayed on the basis of incomplete information.

• TSI reporting does not replace or supersede other reporting requirements 

under Applicable Law and/or under other contractual obligations.

• TSI reporting does not need to be duplicative of other reporting requirements 

under Applicable Law and/or under other contractual obligations. 

• The entity that has experienced a TSI is not restricted from additional optional 

reporting.  



TSI Vertical Reporting Requirements for Participants/Subparticipants 

• Participants and Subparticipants must report any suspected or actual TSI to 

their Upstream QPS.

• Participants and Subparticipants must also report any TSI they experience, or 

that is reported to them, to any of their downstream Subparticipants that "may 

likely be impacted."  
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P/S Vertical Reporting Timeline & Distribution Table



TSI Report Content

To the extent known at the time of reporting, the TSI Report should include:

• Contact information; 

• A description of the events giving rise to the report; 

• Other details reasonably relevant to the security posture of those likely 

impacted; 

• Impact Determination (see SOP Table 4: Impact Description Table); 

o Functional Impact 

o Information impact 

o Recoverability Impact 

• Attack vector, if possible (see SOP Table 5: Attack Vectors); and 

• Mitigation details, if possible.



TSI Determination Guidance 

• Because only TEFCA Security Incidents are required to be reported following 

the procedures in the RCE TSI Reporting SOP, the SOP also includes 

guidance for determining whether a security incident is a TEFCA Security 

Incident: 

o Factor A: Did the incident involve TEFCA Information?

o Factor B: Is there a permitted exception?

o Factor C: Is the incident an other security event that adversely affects 

participation in TEFCA Exchange? 



Factor A: TEFCA Information

• TEFCA Information (TI) is defined as: 

 

• If an incident involves the unauthorized acquisition, access, Disclosure, or Use of 

unencrypted TI using TEFCA Exchange, the Participant/Subparticipant will want to 

consider Factor B (next slide).

• If an incident does not involve TI, the P/S will still need to consider Factor C.

[A]ny information that is transacted through TEFCA Exchange except to the 

extent that such information is received by a QHIN, Participant, or 

Subparticipant that is a Covered Entity, Business Associate, or NHE that is 

exempt from compliance with the Privacy section of the applicable Framework 

Agreement and is incorporated into such recipient’s system of records, at 

which point the information is no longer TI with respect to such recipient and is 

governed by the HIPAA Rules and other Applicable Law.



Factor B: Permitted "Exceptions"

• These exceptions refer to 

the exclusions within the 

TSI definition

• However, per the SOP, "A 

Breach of Unencrypted 

Individually Identifiable 

Information by a Non-

HIPAA Entity is 

considered a Threat 

Condition and must be 

reported as if it were a 

TEFCA Security 

Incident."



Factor C: Other Security Event Affecting TEFCA Exchange

• Factor C stands alone and may be reportable as a TSI even if the security 

event did not involve TI (Factor A) or a permitted exception applied (Factor B).

• These are described as other security events that may otherwise impact the 

confidentiality, integrity, and/or availability of TI and/or adversely impact a 

Participant's/Subparticipant's ability to participate in TEFCA Exchange. 



Factor C: Continued

• Examples of such "other security events" from the SOP: 

o Ransomware attacks or receipt of a plausible ransom notice; 

o Ongoing Denial of Service attacks that affect connectivity for an extended period 

of time; 

o Persistent and/or widespread connectivity disruptions due to a security incident; 

o System issues causing data corruption;

o Voluntarily pausing participation in TEFCA Exchange as a precautionary 

measure relating to a security incident (e.g., to determine the scope or 

prevalence of a security incident).
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eHealth Exchange TEFCA Protocols

The purpose of these Protocols is to provide additional details and guidance on what eHealth Exchange, Participants and Subparticipants 
need to do specific to eHealth Exchange QHIN processes. https://ehealthexchange.org/tefca-requirements/ 

The RCE SOPs provide the detail specific to RCE processes that QHINs, Participants and Subparticipants need to comply. 
https://rce.sequoiaproject.org/tefca-and-rce-resources/ 

Protocols:

1. eHealth Exchange TEFCA Governance Protocol *

2. eHealth Exchange TEFCA Change Management Protocol *

3. eHealth Exchange TEFCA Security Incident Protocol *

4. eHealth Exchange TEFCA Enforcement Protocol *

5. eHealth Exchange TEFCA Dispute Resolution Protocol *

6. eHealth Exchange TEFCA Operations and Reporting Protocol

* Required by the RCE 
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eHealth Exchange TEFCA Security Incident Protocol

The primary purpose of this protocol is to provide standardized and clear methods and procedures for 

Participants to report any suspected TEFCA Security Incident.  The privacy, security, and integrity of 

TEFCA Information are essential.  To help maintain the privacy, security, and integrity of TEFCA 

Information and promote trust among QHINs, Participants, and Subparticipants, each eHealth Exchange 

QHIN Participant has agreed to notify certain other Participants, Subparticipants, the eHealth Exchange 

QHIN Chief Information Security Officer (CISO), and the QHIN Governance Committee of a TEFCA 

Security Incident.  

This protocol sets forth the procedure by which the eHealth Exchange Participant, the eHealth Exchange 

CISO, and the QHIN Governance Committee will fulfill their respective TEFCA Security Incident obligations 

under the TEFCA Terms & Conditions.

©Copyright eHealth Exchange. All Rights Reserved. 17



eHealth Exchange TEFCA Security Incident Protocol

Participant Responsibilities

• Provide eHealth Exchange contact updates 

• Reporting any suspected TEFCA Security Incident experienced by itself or a 

Subparticipant

• Notification required within 72 hours after discovering an incident may have 

occurred

– Information sent to the QHIN Governance Committee using 

securityevent@ehealthexchange.org 

• Notify the Participant’s Subparticipants and any other eHealth Exchange 

QHIN Participant that are likely impacted

©Copyright eHealth Exchange. All Rights Reserved. 18
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eHealth Exchange TEFCA Security Incident Protocol

Participant Responsibilities, continued

• Notifications should be sent through a secure means and when appropriate 

labeled “Confidential Information”

– Notification must not include any PHI

– Must include sufficient information to understand the nature of the incident

– Could include:

• 1-2 sentences describing the incident

• Description of the roles of the people involved

• Type of information involved, Participants/Subparticipants likely involved

• Number of individuals/records impacted/estimated

• Actions taken to mitigate, current status (under investigation or resolved)

• Corrective action and steps planned to prevent a future similar incident

• Any information required by the RCE Security Incident Reporting SOP
©Copyright eHealth Exchange. All Rights Reserved. 19



eHealth Exchange TEFCA Security Incident Protocol

Participant Responsibilities, continued

• Shall supplement the information beyond the notification as it becomes 

available, until resolved and sent to the same email addresses as the original

• Based on the information, the Participant may temporarily cease exchange on 

the QHIN
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eHealth Exchange TEFCA Security Incident Protocol

eHealth Exchange QHIN Responsibilities

• Maintains contact lists for notification purposes

• Monitors securityevent@ehealthexchange.org 

• Will provide the contact list to the Participant for notice

• eHealth Exchange CISO reports and advises the QHIN Governance 

Committee (QGC) and seeks the necessary approvals from the QGC, 

including any notifications sent by the eHealth Exchange QHIN

• QGC schedules a meeting asap after receiving the notification to review and 

determine the next steps if any

– May request additional information

– Communicates with the RCE, other QHINs as appropriate

©Copyright eHealth Exchange. All Rights Reserved. 21
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Questions?



ehealthexchange.org
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