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Purpose of the Faclilitated FHIR Implementation SOP

Section 3

« The goal of this SOP is to encourage consistent adoption of a scalable, network approach to
Facilitated FHIR across TEFCA.

« This SOP provides a roadmap that allows for a transition period to ease adoption of an
eventual network-wide approach.

« Many of the conformance requirements in this SOP are optional to allow for maximum
flexibility during the transition period.

Note that Sections 1 and 2 contain generic references to overarching TEFCA terminology, Framework Agreements, the Qualified Health
Information Network™ (QHIN™) Technical Framework (QTF), and other applicable SOPs. All documents cited in this SOP can be found
on the Recognized Coordinating Entity® (RCETM) website https://rce.sequoiaproject.org/tefca-and-rce-resources.
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FHIR Implementation Advisory Group (FIAG) i

Mike McCune

Section 3 (cont.) eHx rep on FIAG

« A FHIR Implementation Advisory Group?! (FIAG) has been established to collect and
document learnings and progress towards the goal of a consistent adoption of a scalable
approach FHIR-based data exchange across TEFCA.

» This includes assessing adoption and implementation of the HL7 Security for Scalable
Registration, Authentication, and Authorization (HL7 SSRAA) FHIR Implementation Guide?.
This has also been known as Unified Data Access Profiles (UDAP) w/Dynamic Client
Registration.

« The FHIR Advisory Group will provide regular updates to the TEFCA Transitional Council
or the Governing Council (as applicable) on progress, and informed by that progress, will
have the authority to recommend changes to the dates in the FHIR Security Roadmap.

1 See Advisory Groups SOP: https://rce.sequoiaproject.org/wp-content/uploads/2022/01/SOP-Advisory-Groups-FINAL.pdf
2 See https://hl7.org/fhir/us/udap-security/STU1
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TEFCA Facilitated FHIR Workflow (nominal flow)
Sections 4 &5

Assumption
SSRAA 1G is used (including dynamic client registration);
but alternate flows may use manual registration and/or SMART on FHIR.

‘ Initiaing Node ’ { Initiating QHIN} ’ Responding QHIN] Responding Node ’

Patient Discovery Query for Patient Information Location -

. XCPD Query for Patient Information Lomtion)

< Locations of Patient's Information

|
|
|
|
|
|
I
|
|
I
|
I
I
|

» Locations of Patient's Information :

FHIR Initiating Node Queries the QHIN Directory
for Endpoints from Patient Information Locations
using the HCIDs returned
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TEFCA Facilitated FHIR Workflow (nominal flow)
Sections 4 & 5 (cont.)

NOTE: these steps are performed one-time (typically)
in order to obtain a unique client_id to be used.

Capabilities Request :

! Query for CapabilityStatement

: Query .well-known/udap for UDAP information

|| If following SSRAA |Gﬁ

OAuth Based Registration, Authentication and Authorization

' Registration request

>
' May be manual Out of Band Process &

. Node client_id
- =

Initiating Node Initiating QHIN Responding QHIN ‘ \ Responding Node
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TEFCA Facllitated Fl
Sections 4 & 5 (cont.)

IR Workflow (nominal flow)

After successful one-time client registration, the following FHIR interaction can occur. An access token can be
requested/obtained, and FHIR interactions initiated by the Initiating Node.

Note that in the Facilitated FHIR workflow the QHIN “gateways” are used for Patient Discovery only.

. Authentication and authorization requests

| 1 >
L( Authorization token :
! ' FHIR Query '
< FHIR $match query : >
< FHIR data queries : >

Initiating Node
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Overarching Requirements
Section 6.1

» All FHIR exchange, whether conforming to SSRAA or using out-of-band arrangements,
MUST abide by the Common Agreement, QHIN Technical Framework, and Standard
Operating Procedures (SOPSs).

« All FHIR Adopters MUST follow the requirements as specified in the QHIN Technical
Framework (QTF).

-+ All use of certificates for HL7 SSRAA or other authentication must be consistent with the use
of TEFCA certificate requirements as set out in the Technical Trust Requirements document.

« All FHIR Adopters MUST indicate in their Directory Entry the supported registration and

authentication/authorization standards used (e.g., SSRAA, SMART Backend or App Launch,
Other).

— A FHIR endpoint with Transaction Type code of “FHIR REST” and ConnectionType of “hl7-fhir-rest”
— Endpoint address MUST be valued with the baseURL of their FHIR endpoint
— Support for SSRAA Dynamic Registration (true/false) <- not yet implementable on v1.10 of Dir IG
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FHIR Security Roadmap
Section 6.2

Requirements surrounding the registration, authentication, and authorization
of a FHIR client to a Responding Node MUST follow these requirements

* Prior to January 1, 2026
— MAY adopt a manual client registration approach, with a 5-day SLA
— MUST use one of following:
« HL7 SSRAA
« SMART v1.0.0

« Some other authentication and authorization framework that adheres to the requirements of the
QTF, based on out-of-band agreements between exchange partners.

- After January 1, 2026
—  MUST follow the requirements in HL7 SSRAA FHIR IG 1.0.0 — STU 1 US Sections 2, 3, 4, and 5
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Exchange Partners
Section 6.3

* Prior to January 1, 2026
— FHIR Adopters MAY determine their own exchange partners.
— FHIR Adopters will be responsible for coordinating directly with each other to identify which FHIR
Adopters have
* (1) a compatible registration approach and
* (2) a compatible approach to patient discovery.

— This may result in FHIR Adopters not using FHIR Exchange with all other FHIR Adopters, which
will NOT be considered to be a violation of the Framework Agreements, any applicable SOP, or

the QTF.
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Exchange Purposes
Section 6.4

 All transactions MUST use the Exchange Purpose code system OID:
2.16.840.1.113883.3.7204.1.5.2.1

- Ifa QHIN has a TEFCA FHIR testing environment, they MUST test FHIR capabilities with
any QHIN or Candidate QHIN who request nonproduction partner testing of such capabilities.

Example of UDAP-Security Business-to-Business hl7-b2b JWT extension ->

Details available here:
https://hl7.org/fhir/lus/udap-security/STU1/b2b.html#b2b-authorization-extension-object
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"extensions": [

{
"hl7-b2b": {
"version™: "1",
"organization_name": "eHx Test",
"organization_id": "1.2.3.4.5.6.7.8.9",
"purpose_of use": |
"urn:oid:2.16.840.1.113883.3.7204.1.5.2. 1#T-TRTMNT"
]
}
}
]



https://hl7.org/fhir/us/udap-security/STU1/b2b.html#b2b-authorization-extension-object
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General Requirements
Section 6.5

* FHIR Adopters MUST make available all US Core V3.1.1 or higher Resources where such
data exists.
* The following FHIR Implementation Guides SHOULD be supported:
— Bulk Data Access IG V1.0.1.
— Mobile access to Health Documents (MHD) V4.2.1.
* ITI-67 and ITI-68 transactions SHOULD be supported, all other transactions MAY be supported.
— HL7 Da Vinci Clinical Data Exchange FHIR Implementation Guide Version 2.0.0.
— HL7 Da Vinci Payer Data Exchange FHIR Implementation Guide Version 1.0.0.
— Any other FHIR IG included in an XP Implementation SOP.
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FHIR Endpoints & Endpoint Discovery
Section 6.6

After an initiator determines a patient’s location(s) via an IHE XCPD request, the QHIN Directory is used
to determine which locations also support FHIR endpoints. A FHIR Patient search or $match will then
be necessary to identify the specific patient.

All Responding Nodes with FHIR Capalbilities listed in the RCE Directory Service MUST provide access
to the Patient Resource and at least one additional patient-related FHIR Resource.

All Responding Nodes MUST provide a publicly discoverable, valid and complete CapabilityStatement
resource that defines the FHIR server capabilities — for each endpoint associated with a FHIR Server.

Capabilities listed within the CapabilityStatement SHOULD include all FHIR Implementation Guides
supported by the Responding Node.

Capabilities listed within the CapabilityStatement MUST include all FHIR Implementation Guide
operations supported by the Responding Node.

©Copyright eHealth Exchange. All Rights Reserved.
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Patient Matching
Section 6.7

* Key Obijective:

O

"Patient matching for the purpose of gaining or confirming the needed patient identifier for further data retrieval
will conform to the FHIR Core Patient operation $match but use a US Core Patient Resource to allow for the
additional demographics, including race and ethnicity."

 Highlights of the content of the $match request and response:

O

$match operations MUST be executed using the same demographics used for SOAP-based Patient Discovery
queries.

"All Initiating Nodes MUST include all available US Core Patient resource demographics, including current and
historical addresses, which can be sent and are not constrained by applicable law, within a $match Query for
patient discovery with the exception of a Social Security Number, which MAY be included."

"Initiating Nodes MUST populate all Query elements in accordance with the adopted FHIR US Core's
vocabulary bindings."

Initiating Nodes MUST normalize addresses to the Project US@ Technical Specification.
= Note: One exception is noted in the Facilitated FHIR 1G concerning the lack of a street address.

"Demographics used in all Queries and Query Responses MUST follow all elements in the US Core Patient
Resource, where available." In addition, responding nodes MUST NOT require more than all US CORE
Patient Resource demographics.
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Patient Matching
Section 6.7

 Highlights of $match behavior - $match counts:

o "Responding Nodes SHOULD have the capability to return more than one potential patient match when a
patient search yields more than one match."

o "Responding Nodes MUST NOT return more than one potential match when such action could be a violation of
HIPAA or other Applicable Law."

o Use of "onlyCertainMatches" by the Initiating Node:

= [f the initiator sets “onlyCertainMatches”=true within a $match query, then Responding Nodes MUST honor
that request by returning one and only one match, if a unique match can be found.

= |f the initiator sets "onlyCertainMatches"=false, then responding nodes MUST NOT return more than 100
potential matches.
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Provenance Use
Section 6.8

« Key Objective:

o "The Provenance Resource will be used to track transformation of data to and from FHIR resources. This will
allow for accurate understanding of when a patient record is converted so that appropriate follow-ups can be
made, where necessary. Use of Provenance only applies where data has been transformed."

« Highlights of Provenance use:

o AFHIR US Core Provenance Resource MUST be available for Query for any data that has been transformed
from another interoperability standard.

o Responding Nodes MUST use the FHIR US Core Provenance Resource to define the source of the data and
as a record of any transformations to convert the data to or from FHIR resources as per FHIR Core section
6.3.4.5 Use of Provenance to record Import and Transform.

o See the Facilitated FHIR Implementation guide for specifics concerning:
= Populating Provenance.target -- which FHIR resources were extracted from the "source"
= Populating Provenance.agent and Providence.agent.type -- what was the system used for extraction?

= Populating Provenance.entity, Provenance.entity.role and Provenance.entity.what -- identify the "source"
using a DocumentReference Resource.
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Error Responses
Section 6.9

« Key Objective:
o "All error messages returned in Response to a FHIR Query will need to have sufficient information to allow for

troubleshooting. This will follow the FHIR OperationOutcome Resource requirements and specification in
FHIR Core R4."

» Error Responses requirements:

o "Errors resulting from FHIR transactions SHOULD use the OperationOutcome Resource to return both human
readable and machine processable information with sufficient detail to allow the client to determine if the error
can be corrected at the client side."

o "QHINs, Participants, and Subparticipants MAY choose to obscure some of OperationOutcome details for
security reasons. Any such choices SHOULD be linked to articulable security concerns."
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Security
Section 6.10

« Key Objective:
o The Facilitated FHIR Implementation SOP places additional constraints on OAUTH 2.0 to further enable
interoperability without reducing the security of transactions.

« Security requirements:

o Registration, Authorization and Authentication for FHIR exchange SHOULD follow the requirements specified
in sections 0 (Section 0? -- Typo in the Facilitated FHIR Implementation SOP?) and 4.

o "Authorization Servers SHOULD issue access tokens with a lifetime no longer than 60 minutes."

o "An Authorization Server MAY issue a refresh token to an application using the Authorization Code Grant type
if the Authorization Server issues a refresh token to an application that has requested and has been authorized

”»n

to use the “offline_access”.

= Note: Also mentioned in section 6.11.
o "All implementations MUST support RS256, and SHOULD support ES256, ES384 and RS384."
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Requirements for Use of HL7 SSRAA

Section 6.11 - Registration

Prior to any business-to-business (backend) or IAS requests, client registration must occur.

20

If the Authorization Server returns a different client_id in the registration modification Response, the
client application MUST use only the new client_id in all subsequent transactions with the Authorization

Server.
The udap_certifications_supported AND udap_certifications_required metadata returned MUST include

https://rce.sequoiaproject.org/udap/profiles/basic-app-certification

An Authorization Server MAY issue a refresh token to an application using the Authorization Code Grant
type if the Authorization Server issues a refresh token to an application that has requested and has been

authorized to use the “offline_access”.
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Requirements for Use of HL7 SSRAA
Section 6.11 (cont.)

Business to Business (B2B) Client Credentials Grant

The software statement extensions element MUST be present and contain a JSON Object containing the key
“hI7-b2b” with a value equal to a B2B Authorization Extension Object, and MUST conform to the requirements
in the SOP (e.q., include required fields organization_id, organization_name, and purpose_of use, and
subject_id (if applicable).

If the hl7-b2b extension is included in a token request, and the data holder determines that the authorization
metadata submitted is insufficient to grant access, then the Authorization Server MUST return an invalid_grant
error that SHOULD include a TEFCA-specific error extension as defined within TEFCA Authorization Extension
Error Object in the ‘extensions’ object of the error Response.

Responders supporting use cases that require transmission of consent information MUST support the
consent_policy and consent_reference claims and MUST be able to resoive a DocumentReference or Consent
Resource included in the consent_reference array. Note that the congént_policy and consent_reference are
both optional claims within the hl7-b2b extension.

The SOP inadvertently does not include the
TEFCA Authorization Extension Error Object
table that it makes reference to. eHx has
reported this oversight to the RCE.
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Requirements for Use of HL7 SSRAA

Section 6.11 (cont.)

B2B Authorization Extension Object

Key Name: "hl7-b2b"
version m
subject_name

subject_id

TEFCA Conditional
—)  subject_role

TEFCA Required
—)  Or'ganization_name

TEFCA Required
—)  organization_id [ required |

TEFCA Required
—p  pUrpose_of_use [ required |

consent_policy

TEFCA Required

22

for ACP-type
use cases consent_reference

String with fixed value: "1"
String containing the human readable name of the human or non-human requestor; required if known.

String containing a unique identifier for the requestor; required if known for human requestors when the subject_name parameter is present.
For US Realm, the value SHALL be the subject's individual National Provider Identifier (NPI); omit for non-human requestors and for
requestors who have not been assigned an NPI. See Section 5.2.1.2 below for the preferred format of the identifier value string.

String containing a code identifying the role of the requestor; required if known for human requestors when the subject_name parameter is
present. For US Realm, trust communities SHOULD constrain the allowed values and formats, and are encouraged to draw from the National
[S[aTitelgna MO ETna M ®ela el o N (N V@M LgeWder Taxonomy Code Set, but are not required to do so to be considered conformant. See Section
5.2.1.2 below for the preferred format ojfidslleels CRVEINERSdglale K

String containing the human readable name of the organizational requestor. If a subject is named, the organizational requestor is the
organization represented by the subject.

String containing a unique identifier for the organizational requestor. If a subject is named, the organizational requestor is the organization
represented by the subject. The identifier SHALL be a Uniform Resource Identifier (URI). Trust communities SHALL define the allowed URI
scheme(s). If a URL is used, the issuer SHALL include a URL that is resolvable by the receiving party.

An array of one or more strings, each containing a code identifying a purpose for which the data is being requested. For US Realm, trust
communities SHOULD constrain the allowed values, and are encouraged to draw from the HL7 PurposeOfUse value set, but are not required to
do so to be considered conformant. See Section 5.2.1.2 below for the preferred format of each code value string array element.

An array of one or more strings, each containing a URI identifiying a privacy consent directive policy or other policy consistent with the value of
the purpose_of_use parameter.

An array of one or more strings, each containing an absolute URL consistent with a literal reference to a FHIR Consent or DocumentReference
resource containing or referencing a privacy consent directive relevant to a purpose identified by the purpose_of_use parameter and the policy
or policies identified by the consent_policy parameter. The issuer of this Authorization Extension Object SHALL only include URLs that are
resolvable by the receiving party. If a referenced resource does not include the raw document data inline in the resource or as a contained
resource, then it SHALL include a URL to the attachment data that is resolvable by the receiving party. Omit if consent_policy is not present.

©Copyright eHealth Exchange. All Rights Reserved.



eHeadlth Exchange

23

Requireme
Section 6.11 (c

* Individual Acces

©Copyright eHealth Exchan

Responders

The Initiatint
TEFCA IAS

A client appl
Extension C
The user me
IAS Authoriz
who is maki
If the submi

responder d
the token re

Element

version

Extension Name: “tefca_ias”

Optionality

Required

Requirement

Fixed string value: "1"

purpose_of_use

Required

Fixed Value “T-1AS".

user_information

Required

FHIR RelatedPerson Resource with all  known
demographics. Where the user is the patient, the value of
the relationship element MUST be “ONESELF”

patient_information

Required

FHIR US Core Patient Resource with all known and
validated demographics

lal_vetted

Conditional

OIDC token provided by Identity Verifier when the Identity
Verifier is not the Responding Node. Responding server
MAY respond with invalid_grant if missing.

consent_policy

Required

The Access Consent Policy Identifier corresponding to the
asserted Access Policy that represents the identity
proofing level of assurance of the user, array of string
values from the subset of valid policy OIDs in that
represent identity proofing levels of assurance, each
expressed as a URI, e.g. ["urn:oid:
2.16.840.1.113883.3.7204.1.1.1.1.2.1"]

consent_reference

Optional

An array of FHIR Document Reference or Consent
Resources where the supporting access consent
documentation can be retrieved, each expressed as an
absolute URL, e.g.
["https://tefca.example.com/fhir/R4/DocumentReference
/consent-6461766570"]

Id_token

Optional

Additional token as per relevant SOP

C. Al RIS RESCTvVEU.

as defined by the
> Authorization

'ment of the TEFCA
f the permitted user

ynder, or if the
nt error in Response to
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SMART Backend Services or App Launch IG
Section 6.12

* The SMART capabilities MUST include “launch-standalone”, “client-public”, “contextstandalone-patient”,

“‘permission-patient”, and “permission-user”.
 The SMART grant_types_supported MUST include “authorization_code”.

« Each QHIN, Participant, or Subparticipant MUST establish a process by which its FHIR Initiating
Node(s) completes client registration. As part of that process, the information MUST be collected:

— client_name

— redirect_uris

—  Jjwks_url

— scope

— purpose_of use
* Authorization Servers MUST assign a unique client_id to each registered client.
* Responders MUST support the Authorization Code Grant type for requests.

This is under review
by the FIAG as there
is N0 mechanism to
inject an extension
into a JWT at this
point of the SMART
workflow.

- The Initiating Node MUST provide the tefca_smart extension when requesting the authorization code. ]/

24
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SMART Backend Services or App Launch IG
Section 6.12 (cont.)

« If the submitted id_token does not sufficiently match a person known to the responder or is invalid, or if
the responder does not support Demographic Matched IAS for patient requests, then when it cannot
authenticate the user using issued login credentials, it MUST return an invalid_grant error in Response
to the token request.

* When issuing an access token as a result of authenticating an Individual, the Responding Node’s
authorization server MUST include the FHIR Patient Resource ID of the authorized Patient in the
SMART launch context of the access token response.

©Copyright eHealth Exchange. All Rights Reserved.
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Scope Negotiation Requirements
Section 6.13

« Key Objective:
o Add constraints to FHIR server scope negotiation.

« Scope Negotiation requirement highlights:

o "The scopes_supported metadata MUST be present in the .well-known/smartconfiguration or .well-known/udap
object, as applicable, and MUST list all scopes supported including all supported wildcard scopes."

o Use of wildcard scope:
= A client can only request wildcard scope if wildcards are specified in the scopes_supported metadata list.

= When the server support wildcards and the client requests wildcards, the server should respond with either
the wildcard or with an exploded list of scoped granted to the client.

= "If wildcard scopes are not supported, the server SHOULD respond with an “invalid scope”.
o Additional invalid scope usage:

= "Aserver SHOULD only return “invalid scope” if none of the scopes requested are available and/or not part
of the scopes requested during registration.”
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Scope Negotiation Requirements
Section 6.13

« Scope Negotiation requirement highlights continued:
o "For OIDC or SMART on FHIR access scopes, servers SHOULD put "openid”, "offline_access", "email”,
“fhirUser", etc. in their scopes_supported metadata if they are supported.”

o Downgrading the requested scopes: "A server MAY respond with fewer scopes than requested if the
application cannot have a scope specified in the registration request or the server does not recognize one or

more of the requested scopes.”
o Servers may not honor requested scopes:

= "An authorization server MAY respond with scopes that are not part of the requested set, if the application
has been registered with the server with a different set than was requested at registration based on

technical or policy guidelines at the responding organization."
= "The scope list as part of an access grant request MAY be the same as the list from registration or MAY be
a subset.”

= "An application SHOULD be able to receive a superset of the scopes requested if the server’s policies
dictate that a request with a certain system or user/user role is granted specific scopes that are not part of

the original request.”
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Questions

- What questions, comments or concerns regarding the following topics:
— RCE Exchange Purposes SOP
— RCE Treatment Implementation SOP
— RCE Delegation of Authority SOP
— RCE Directory Service Requirements SOP
— eHealth Exchange TEFCA Security Incident Protocol
— RCE Security Incident Reporting SOP
— RCE Facilitated FHIR Implementation SOP

@@0pyright eHealth Exchange. All Rights Reserved.


https://rce.sequoiaproject.org/wp-content/uploads/2024/08/SOP-Exchange-Purposes_CA-v3_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Treatment-XP-Implementation_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/Delegation-of-Authority-SOP_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Directory-Requirements_508-1.pdf
https://ehealthexchange.org/wp-content/uploads/2024/08/8.19.2024-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-TSI-Reporting-v1-508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Facilitated-FHIR-Implementation_508-1.pdf
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