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Key Definitions

Public Health: a Request, Use, Disclosure, or Response permitted under the Health Information
Portability and Accountability Act (HIPAA) Rules and other Applicable Law for public health activities and
purposes involving a Public Health Authority, where such public health activities and purposes are
permitted by Applicable Law, including a Use or Disclosure permitted under 45 CFR § 164.512(b) and
45 CFR § 164.514. For the avoidance of doubt, a Public Health Authority may Request, Use, and
Disclose TEFCA Information (T1) hereunder for Public Health to the extent permitted by Applicable Law
and the Framework Agreements.

Electronic Case Reporting: is the electronic exchange of case report information between QHINS,
Participants, Subparticipants, and Public Health Authorities.

Electronic Laboratory Reporting: is the transmission of electronic laboratory reports between QHINSs,
Participants, Subparticipants, and Public Health Authorities.




eHeadlth Exchange

Public Health XP Implementation SOP - Purpose

* |dentifies requirements that QHINSs, Participants, and Subparticipants are required to
follow when asserting the Public Health Exchange Purpose, including the Level 2
use cases of Electronic Case Reporting and Electronic Lab Reporting.

- Exchange must also conform to federal, State, local, tribal, or other Applicable Law
that permits or requires reporting of public health information.

« "Use cases described in [the] SOP, including Electronic Case Reporting and
Electronic Laboratory Reporting, allow PHAS to identify disease trends, track and
monitor outbreaks, and prevent and control future outbreaks."
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Public Health XP Codes

Table 1 Public Health XP Codes

XP Code Level XP XP Code
Level 1 Public Health T-PH
Level 2 Electronic Case Reporting T-PH-ECR
Level 2 Electronic Laboratory Reporting T-PH-ELR

 Level 1, T-PH, aligns with the overall definition of Public Health

* The Level 2 XP Codes reflect discreet Public Health use cases,
currently Electronic Case Reporting and Electronic Lab Reporting
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Permitted Public Health Exchange

Level 2 XP Codes representing Public Health use cases are intended to
provide more granular information regarding the specific Public Health
purpose for the exchange.

They are not constraints on the types of Public Health exchange that are
permitted via TEFCA.

The Level 1 T-PH XP Code is available for any allowable Public Health
purpose.
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Public Health-Specific Requirements & Limitations

* Due to the significance of jurisdiction in public health reporting, queries from
PHAs MUST identify the jurisdiction of the initiating PHA.

 Information transacted for a Public Health purpose MUST NOT be persisted
or used by any Node in the transaction chain that is not the addressed
recipient UNLESS the data source or recipient agree otherwise "through a
specific written agreement."

» Public Health Authorities are exempted from responding requirements under
TEFCA but are permitted and encouraged to respond when allowed under
Applicable Law.
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Section 5.5 - TEFCA Transactions with Message DeIivery

Support for QHIN Message Delivery ("message push" verses "message query")
Involving:

- Initiating Node: Health Care Provider or clinical laboratory

- Received Node: PHA or its Delegate

Initiating Node requirements:

- Send Message Deliveries to a PHA, its Delegate or other Responding Node —
should be listed in the RCE directory as capable of receiving Message
Deliveries *** Not yet supported in the RCE directory as only a QHIN entry
can provide endpoints. Future directory |G support is expected. ***
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Section 5.5 - TEFCA Transactions with Message Delivery

Initiating Node requirements:

- Initiating nodes MUST identify (within each message) the RCE Directory
Service entry Organization Resource ID at the most granular level, in addition
to the homeCommunitylD. This is done with the SAML attribute named
urn:oasis:names:tc:xspa:1.0:subject:organization-id

o In other words, the message must identify who originated the message
delivery such as a provider or clinical laboratory. The homeCommunityld
SAML attribute identifies the system used by the Participant or Subparticipant to
send the message and not necessarily the provider or clinical laboratory.

o Example of identifying the message originator in the SAML section:

<saml:Attribute FriendlyName="RCEDirectoryID"
Name="urn:oasis:names:tc:xspa:1.0:subject.organization-id">

<saml:AttributeValue>urn:0i1d:2.16.840.1.113883.3.1833.5</saml:AttributeVValue>
</saml:Attribute>
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Section 5.5 - TEFCA Transactions with QHIN Query

Initiating Node requirements:

Must be a PHA or its Delegate to initiate QHIN Query using T-PH XP Code.

Query from a PHA must include the jurisdiction of the PHA, using a relevant

federal, State, territorial, local or tribal name. Example:

<saml:Attribute FriendlyName="PHAJurisdiction" Name="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic">

<saml:AttributeValue>HazzardCounty</saml:AttributeValue>
</saml:Attribute>

o Issue reported to RCE: The Name attribute value in the example is a value used for a
NameFormat attribute. RCE should establish a new "Name" attribute for this purpose.

Queries must include a date range in the QHIN Query metadata.

As with Message Delivery for public health, queries must include the PHA
Organization ID using the SAML organization-id attribute to identify the
request originator.
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Section 5.5 - TEFCA Transactions with QHIN Query

QHIN Query Response:

- All Responding Nodes SHOULD respond to requests for query under Public
Health, while adhering to Framework Agreements and Applicable Law.

- Aresponse Is "not required"” as per the "SHOULD" wording of the SOP.
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Section 5.5 - Facllitated FHIR

Facilitated FHIR between Nodes, in accordance with Applicable Law:

- An initiating Node may initiate a FHIR Push to the responding Node of a PHA

or its Delegate that has a FHIR endpoint listed under a RCE directory entry,
using the XP codes as per this SOP.

- Only Initiating Nodes of a PHA or its Delegate may initiate a FHIR Query
using the XP Codes listed in this SOP
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Section 5.5 - Facllitated FHIR

* FHIR Push specifics -- see subsection 5.5.3.1 for specific rules concerning
FHIR Push, similar to the rules for SOAP delivery, except that FHIR endpoints
for a FHIR Push receiver can be listed in the RCE directory.

* FHIR Query specifics — during the Authorization phase, FHIR queries must
identify the jurisdiction of the PHA as defined by a new TEFCA Public Health

Jurisdiction Extension Object:
Table 2 TEFCA Public Health Jurisdiction Extension Object

Extension Name: “tefca_phj”

Element Optionality Requirement
Version Required Fixed string value: "1"
Jurisdiction Required A string value representing the public health jurisdiction

as assigned by the federal, State, tribal, local, or
territorial government public health oversight authority
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Section 5.5 - Facllitated FHIR

FHIR Query Response:

« Aresponse is not required for Public Health requests but all responding
nodes SHOULD respond.

* Aresponse to QHIN Query or FHIR Query for the PH XP code SHOULD
return, at a minimum, the USCDI v1 data classes and data elements that are
maintained and requested by the Initiating Node, as per Applicable Law.
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Section 6: Level 2 Electronic Case Reporting

Exchange Purpose Code (XP Code) for TEFCA exchange using Electronic
Case Reporting (eCR) MUST use the XP Code T-PH-ECR.

Definition: "TEFCA Exchange under the XP Code T-PH-ECR has the following
meaning: the electronic exchange of case report information between QHINS,
Participants, Subparticipants, and Public Health Authorities."
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Section 6: Level 2 Electronic Case Reporting (eCR)

QHIN Message Delivery rules for eCR:

- Same rules as for QHIN Message Delivery as stated in the SOP for section
5.5.1. An important requirement is that the originator of the Message
Delivery must be identified using the SAML organization-id attribute.

- If an Initiating Node sends a Message Delivery for T-PH-ECR that requires a
Reportability Response from the Responding Node, the Initiating Node

MUST support the required Reportability Response standards, as specified In
Table 3 of the SOP.

- Initiating Nodes must adhere to the content standards as specified in Table 3
of the SOP.
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Section 6: Level 2 Electronic Case Reporting (eCR)
QHIN Message Delivery Content Standards — Table 3

Table 3 QHIN Message Delivery Use Case Document Standards

Use Case Document Standard

Electronic Case  Prior to January 1, 2026
Reporting Health Care Providers:
(T-PH-ECR) HL7 CDA™ R2 Implementation Guide: Public Health Case Report Release 2: the

Electronic Initial Case Report (elCR) Release 1, STU Release 1.1 - US Realm Public
Health Authorities and Delegates:

HL7 CDA® R2 Implementation Guide: Reportability Response, Release 1, STU
Release 1.0 - US Realm

As of January 1, 2026

Health Care Providers:

HL7 CDA®™ R2 Implementation Guide: Public Health Case Report - the Electronic
Initial Case Report (elCR) Release 2, STU Release 3.1 - US Realm

Public Health Authorities and Delegates:

HL7 CDA® R2 Implementation Guide: Reportability Response, Release 1, STU
Release 1.1 - US Realm
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Section 6: Level 2 Electronic Case Reporting (eCR)

Facilitated FHIR with FHIR Push

- If an Initiating Node sends a FHIR Push for a use case that requires or
Includes Reportability Response, the Initiating Node MUST support the
required Reportability Response standards, as specified in Table 4 below.

- For the XP Code in Section T-PH-ECR, Initiating Nodes MUST, at least, use
the appropriate, corresponding content standards, as specified in Table 4
below for FHIRbased exchange.

Table 4 FHIR Use Case FHIR Implementation Guide

Use Case FHIR Implementation Guide
Electronic Case Reporting (T- | HL7 FHIR® Implementation Guide: Electronic Case Reporting (eCR) - US
PH-ECR) Realm 2.1.1-5TU 2

FHIR IG Link: https://hl7.oro/fhir/lus/ecr/STU2.1.1/



https://hl7.org/fhir/us/ecr/STU2.1.1/
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Section 7: Electronic Laboratory Reporting (ELR)

TEFCA exchange for Electronic Laboratory Reporting MUST use the XP Code

T-PH-ELR.

- QHIN Message Delivery requirements must meet section 5.5.1 requirements
as per this SOP.

- Initiating nodes MUST use the content standards as per Table 5:

Table 5 QHIN Message Delivery Use Case Document Standards for ELR

Use Case Document Standard

Electronic Lab Reporting (T-PH-ELR) HL7 Version 2.5.1 Implementation Guide: Electronic Laboratory
Reporting to Public Health, Release 1 (US Realm)

Link to HL7 Implementation Guide:
https://www.hl7.org/implement/standards/product brief.cfim?product id=98



https://www.hl7.org/implement/standards/product_brief.cfm?product_id=98
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Section 7: Electronic Laboratory Reporting (ELR)

Facilitated FHIR Electronic Laboratory Reporting

- When using the XP code T-PH-ELR, initiating nodes SHOULD use the
appropriate content standards as specified by Table 6:

Table 6 FHIR Use Case FHIR Implementation Guide

Use Case FHIR Implementation Guide

Electronic Lab Reporting US Core Laboratory Result Observation Profile

Link to HL7 FHIR Implementation Guide:
https://www.hl7.org/fhir/us/core/StructureDefinition-us-core-observation-lab.html



https://www.hl7.org/fhir/us/core/StructureDefinition-us-core-observation-lab.html
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Electronic Case Reporting (eCR) over TEFCA

As of July 1, providers began submitting eCRs to APHL AIMS via the eHealth Exchange
QHIN. APHL AIMS then decides whether the case report should be forwarded to the

appropriate public health agencies (PHAs) depending on the jurisdiction of the PHASs and
additional criteria.

Once a case report is received and APHL AIMS has made a routing decision for the case
report, including distribution of the case report if applicable, then a reportability response
(RR) message with a RR document is sent back to the provider, and the RR document is
typically added to the patient’s electronic health records.
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Electronic Case Reporting (eCR) over TEFCA

There are several key differences between eCR within the eHealth Exchange network, or between
Carequality providers and APHL AIMS on the eHealth Exchange network, and TEFCA eCR
exchange:

Under TEFCA:

1. eCR submitters (providers) and the APHL AIMS reportability responses use the Public Health sub-
exchange purpose of T-PH-ECR (Electronic Case Reporting). This sub-exchange purpose could
be used by QHINs to inform message routing decisions.

2. eCR and RR messages within a QHIN can be XDR (IT1-41) message delivery or any other
suitable means of transport. However, the QTF requires that QHIN to QHIN message delivery
messages use the cross-community version of XDR, which is XCDR. XCDR is based on IHE ITI-
80 and requires message senders to identify the ultimate receiver of the message.

3. The eHealth Exchange QHIN Hub supports receiving eCRs from other QHINs using XCDR, but
the Hub transforms the eCR XCDR to an XDR message, as APHL AIMS only supports XDR.
Conversely, the Hub receives reportability response (RR) messages from APHL AIMS using XDR
and transforms the RRs to XCDR before sending the RRs to other QHINSs.
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Electronic Case Reporting (eCR) over TEFCA

Continued -- There are several key differences between eCR within the eHealth Exchange network,
or between Carequality providers and APHL AIMS on the eHealth Exchange network, and TEFCA
eCR exchange:

Under TEFCA:

4. Within the Message Delivery message, initiating nodes must identify the organization submitting
the eCR or RR to the most granular level in the directory, using the SAML organization-id attribute.
For example, it's not good enough to identify just the Epic Nexus QHIN as the eCR submitter.
TEFCA members want to know the provider organization under the Epic Nexus QHIN that
originated the eCR.

5. Added Hub support for providing the ultimate receiver organization in XCDR messages: If not
supplied in the XDR message, the eHealth Exchange QHIN Hub parses the ultimate receiver
HCID value from the _eHxHubRouteTo parameter in the submission endpoint URL to the Hub and
iInserts the ultimate receiver value into the XCDR message.
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Electronic Case Reporting (eCR) over TEFCA

Message flow and transformations:

S XDR to
XCDR
XDRelCR elCR XCDR to XDR
HCOs | Eétfmal eHx QHIN (eICR)
non-eHx QHIN . )
: membg) XCDR XDR to XDR RR
to XDR XCDR

RR RR

| APHLAIMS
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Electronic Case Reporting (eCR) over TEFCA

Specification standards for QHIN Message Delivery:

Table 2. Specified Standards for QHIN Message Delivery

Message Delivery Functions

Secure Channel

Specified Standard / Profile

IETF TLS 1.2 w/ BCP-195 or
IETF TLS 1.3 w/ BCP-195

Mutual Authentication

IETF TLS

User Authentication IHE XUA
Authorization & Exchange Purpose IHE XUA
Message Delivery IHE XCDR

Auditing

IHE ATNA (Content Only)
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Electronic Case Reporting (eCR) over TEFCA

Message Delivery Document Requirements under TEFCA.:

Table 3 QHIN Message Delivery Use Case Document Standards

Use Case Document Standard
Electronic Case | Prior to January 1, 2026
Reporting Health Care Providers:

(T-PH-ECR)

oroviders now

HL7 CDA® R2 Implementation Guide: Public Health Case Report Release 2: the
Electronic Initial Case Report (elCR) Release 1, STU Release 1.1 - US Realm Public

=11 L = Jd L'Eledle

HL7 CDA® R2 Implementation Guide: Reportability Response, Release 1, STU
Release 1.0 - US Realm

As of January 1, 2026
b Health Care Providers:
HL7 CDA® R2 Implementation Guide: Public Health Case Report - the Electronic
| 4 Initial Case Report (elCR) Release 2, STU Release 3.1 - US Realm
Public Health Authorities and Delegates:

HL7 CDA® R2 Implementation Guide: Reportability Response, Release 1, STU

AP H L AI M S Release 1.1 - US Realm

Already In use by
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Electronic Case Reporting (eCR) over TEFCA

Who is submitting eCRs over TEFCA?:
1
2
3
4
5
6
7
8
9

Note: Not an exhaustive list — just a sample.

. Cheyenne Regional Medical Center
. Columbus Regional Health

. Community Health Network

. Lakeland Regional Health

. Legacy Health

. Mayo Clinic

. Reid Health

. SGMC Health

. Texas Health Resources
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Query-Based Exchange over TEFCA
for Public Health

CDC made announcement on social
media about Public Health Agencies
connected to the TEFCA network
via CRISP Shared Services and the
eHealth Exchange QHIN to
leverage query-based exchange for
Public Health purposes.

See a snapshot of the LinkedIn
announcement!

. ) -
g“ Centers for Disease Control and Prevention A
2,151,883 followers

Tmo

On July 1, 2024, the first two public health use cases — eCR and individual query — for the

Office of the National Coordinator for Health Information Technology (ONC) went live!
Through TEFCA, there is universal governance, policy, and a technical floor for nationwide
interoperability.

eCR use case- Epic, eHealth Exchange, APHL - Association of Public Health Laboratories
along with organizations and public health authorities: Washington State, Georgia, Indiana,
Wyoming, Texas, and Oregon.

CDC is delighted to see the coordination between key partners in health care, public health
and local public health authorities — a milestone on the CDC'’s Public Health Data Strategy.
Learn more: https://bit.ly/4cvUcY6

|y

First public health
use cases for

TEFCA™ are now
Livel

£DC

OB O 136 -7 Comments
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Query-Based Exchange over TEFCA
for Public Health

Department of Health ‘

Fairfax County
\ Health Department

PHA Total Requests

Maryland Dept of Health 105 I
Alaska Dept of Health 43
Fairfax County Health Dept 9

rl 3
"E Maryland

Department of Health
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Questions

- What questions, comments or concerns regarding the following topics:
— RCE Exchange Purposes SOP
— RCE Treatment Implementation SOP
— RCE Delegation of Authority SOP
— RCE Directory Service Requirements SOP
— eHealth Exchange TEFCA Security Incident Protocol
— RCE Security Incident Reporting SOP
— RCE Facilitated FHIR Implementation SOP



https://rce.sequoiaproject.org/wp-content/uploads/2024/08/SOP-Exchange-Purposes_CA-v3_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Treatment-XP-Implementation_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/Delegation-of-Authority-SOP_508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Directory-Requirements_508-1.pdf
https://ehealthexchange.org/wp-content/uploads/2024/08/8.19.2024-eHealth-Exchange-TEFCA-Security-Incident-Protocol.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-TSI-Reporting-v1-508.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2024/07/SOP-Facilitated-FHIR-Implementation_508-1.pdf
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