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BACKGROUND:

FHIR r4 (g)(10) APIs have been deployed by most Payers and Providers in the USA (driven by regulation & EHR certification).

HL7 Accelerators (Da Vinci, Helios, etc,) have created implementation guides which have been successfully Connectathon tested.

TEFCA includes a phased FHIR roadmap (which rely on approaches which may take time to adopt (e.g. SMART v2)).

Strong market needs exist for robust interoperability (e.g. CMS Prior Auth rule and to support value-based payment models).

Problem Statement:

While the standards exist for burden reduction the current challenges of point-to-point connectivity create a barrier to incremental progress towards scale and broad 

success. Provider users do not have a single tool to initiate Prior Authorizations across all payers. payers are being pushed to develop their own applications and connectivity with 

each Provider.

OBJECTIVE:

Deploy Da Vinci CDEX & Burden Reduction (Prior Authorization) use cases in production using a scalable approach to jump-start FHIR (& TEFCA).

METHOD:

Use existing Trust Frameworks (e.g. DURSA, Carequality Connection Agreement, Participation Agreements) until TEFCA.

Use “Networked FHIR” to manually register FHIR Apps in EHRs with a 1-to-Many approach (proven w/ FDA-BEST).

VISION:

This “bottom-up” production experience extends the Da Vinci Connectathon testing to further shake-out issues and will ultimately meet the “top-down” TEFCA / FHIR program as it 

is rolled-out over the next few years.

EXECUTIVE SUMMARY



eHealth Exchange Functional Requirements

1. The eHealth Exchange will support Networked HTTP traffic utilizing the following Implementation Guides:

a) Da Vinci Burden Reduction
a) SMART on FHIR application enabling CRD and DTR processes

b) Networked FHIR requests to support data requirements

b) Da Vinci CDEX
a) Direct Query (Synchronous)

b) Task Based Approach
a) Task posted to eHx, not the provider directly

c) We will constrain data retrieval use-cases to align with Provider requirements (ensure minimum necessary) and DURSA provisions 
(reciprocity)

2. eHealth Exchange will respond to queries with participant data in the following formats:

a) Within the body of the response (for single-resource queries only)

b) As .ndjson files located at a URL provided by eHealth Exchange as the result of:
a) Polling a Task resource

b) Polling a Bulk FHIR endpoint

3. Our scope of data includes, at minimum, elements within the FHIR R4 g(10) USCDI v1 definition. Additional data elements will be included 
based on EHR functionality and Provider willingness.

1. eHealth Exchange will not provide data transformation and de-duplication capabilities beyond those documented on the respective 
slide in this powerpoint
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Engagement Guidelines

1. Our goal is to rapidly implement and scale payer-provider data exchange using Networked FHIR and established 
Implementation Guides referenced within this Specification

2. We are not competing on basic interoperability functions, but we envision creating an ecosystem that allows 
parties to add value to the higher-level processes

3. Basic transactions established in our work together should be treated as a commodity, and provided via the 
lowest cost possible for all parties

4. During the pilot period, in order to understand costs and build towards an open and competitive 
marketplace, all participants are expected to provide in-kind services.

5. No NDAs: our goal is to collaborate without the need for business confidential information

6. Parties will engage with Providers, QHINs/HIEs, and 3rd party apps to enable a pilot of the exchange use-cases. 
We are seeking consensus across many entities of each type to ensure scalability and nation-wide adoption

7. Parties will provide appropriate staff and resources for all technical and operational efforts

8. Our goal is to implement production traffic by Q1 2024 given state and federal regulatory requirements
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• Da Vinci ATR – Represents a Member list, Patient list, Attribution list, anytime a list is needed either to represent:

–  Payer has coverage for

–  Provider performing healthcare for

– Payer or Provider executing a use case in a “for a population mode” for

• Providers must:
• Connect to a QHIN 

• perform configuration step(s) within a use case workflow to enable connectivity with a QHIN hosted use case service and exchange the needed security 

access tokens.  

• Send the QHIN the patient data (Da Vinci ATR) needed for the Person Identification Process.

• Payers must: 
• Connect to a QHIN

• Have built API interfaces to their internal source systems to accept standards-based data transmissions and to respond to API requests with their connected 

QHIN.

• Send the QHIN the membership data (Da Vinci ATR) needed for the Person Identification Process.

• Person Identification Process:
• Process where a QHIN determines the persons which their “connected Payers” have coverage for and which their “connected Providers” are performing 

healthcare for.

• This includes determining which QHINs are connected to the Payers and Providers they are not connected to. 

• Network Registration:
• Payers and Providers must register with their connected QHIN for each use case they support, this includes the attributes needed to support the use case.

• QHIN Functionality Offerings:
• This represents the use case functionality a QHIN can offer their connected Payers and Providers.

• QHIN Sub Partner:
• This represents an entity operating under the umbrella of the QHIN which can extend the QHIN Functionality Offerings. 

QHIN FHIR xChange Ground Rules and Terminology

The following content describes how things could work and is meant to ignite discussions
Dave Degandi, 23Aug2023



Overview
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Birds of a Feather
Let’s Flock Together with Da Vinci Pilots (with an eye towards TEFCA)
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eHealth Exchange: the nation’s oldest & largest non-profit National Network

75

%
Hospitals

U.S. Federal Agencies

VA, DoD, IHS, SSA, FD
A

HIEs

61 State 
& Regional 

HIEs

85% 
Dialysis 
Clinics

Netsmart

Other 
TEFCA* 
QHINs

Epic

Common
Well

Athena

NextGen

Using a hub & spoke 
architecture, eHealth 

Exchange  participants 
leverage 1 connection 
to exchange 20 billion 
transactions annually 

within all 50 states

Hospitals

Physicians

Labs                 

• Via FHIR 

• Via C-CDAs

This single Connection 
& single Trust 

Agreement also 
provide exchange 

with Carequality & 
TEFCA. 

*eHealth Exchange has been designated a 
“candidate QHIN”; TEFCA is not yet live.

1 Connection & 1 Trust Agreement Facilitate Exchange with 4,300 Hospitals Nationwide
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“Networked FHIR” Production Proof-Point: FDA BEST

1 Connection & 1 Trust Agreement to Facilitate Exchange with the VA (46 states) and 11 Large IDNs



Auto populate 
policy criteria

Auto extract 
clinicals from 

EHR
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DEMO: 

https://www.youtube.com/watch?app

=desktop&v=3yOlZKB2NFA (15:34)

NOTE: also implemented in OH with 

CareSource and Cleveland Clinic & 

University Hospitals

The Nation's 1st Prior Auth Automation using HL7® Da Vinci FHIR®
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“Facilitated” vs. “Networked” FHIR

https://lantern.healthit.gov/?tab=about_tab

Facilitated FHIR

(peer-to-peer)

Market Need:

• For Treatment, healthcare is mostly local (so ~90% coverage can be obtained with ~10-20 trading partners)

• For Insurance, members are not mostly local (so ~90% coverage requires 100’s of trading partners)

… even regional payers have members in multiple states.
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“Networked FHIR” to achieve National Scale

Facilitated FHIR

(one-to-one)

Networked FHIR

(many-to-many)

Payer

Networked FHIR

(many-to-many)

Public 

Health

Lantern is a system which shows active FHIR r4 + USCDI v1 endpoints required by CEHRT and other CMS regulations (sponsored by ONC and created by MITRE).
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MultiCare Regence
Cambia App (CRD, PAS)Current State: 

• Cambia & MCG Smart on FHIR (SoF) Apps
• Peer-to-Peer FHIR; 1:1 contracting

MultiCare Regence

FHIR and/or SoF Proxy 
(eHeX Hub)

Payer2

Pilot Step #2: 
• Add Additional Providers and Payers
• Enable value-add atop open source PA App 

(understanding the open-source version may be a 
“MVP” type version)

• Enable other vendor apps (understanding this 
creates multiple provider user workflows).

Provider #2

Open Source
PA App

Value-Add App1

Vendor 
PA App

e.g.
MCG

e.g.
Cambia

e.g.
Vendor X

MCG App (DTR)

MultiCare Regence

Open Source
PA App

Pilot Step #1: 
• Open-Source PA App
• Networked FHIR (FHIR Proxy and/or SoF Proxy)
• DURSA Trust Framework (until TEFCA)

FHIR and/or SoF Proxy 
(eHeX Hub)

Payer2
Provider 
#1 (Epic)

Regence

Provider
#2 (non-Epic)

Provider
#N (Epic)

PA
Native

PayerN

Future State: 
• Providers will ideally have a single embedded 

“All-Payer” workflow app, either via Smart on 
FHIR or natively built (likely a future 
requirement of ONC CEHRT).

• TEFCA will enable QHIN-to-QHIN coverage 
between All-Payers and All-Providers (by 
requiring multi-intermediary transaction flows.

QHIN #N

PayerX

PayerY

PayerZ

FHIR and/or SoF Proxy 
(eHeX QHIN)

Open Source
PA App

Value-Add App1

Vendor 
PA App

e.g.
EPP

Networked FHIR Evolution (10Sep2023)



Technical Implementation
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Burden Reduction Overview

Title CRD DTR PAS

Name Coverage Requirements Discovery Documentation Templates and Rules Prior Auth Submission

Description Enables a provider to trigger a “CDS 

Hooks” request to a payer’s pre-

defined endpoint to check for a 

patient’s coverage requirements for 

a given procedure and 

communicate if the procedure 

requires a PA.

Enables the lookup of FHIR 

Questionnaires from the payer, and the 

clinical data used to complete the 

questionnaire from the provider. CQL 

provides logic to parse the FHIR data to 

automate questionnaire response

Providers submit prior authorizations 

using FHIR or an X12 message with a 

FHIR wrapper. The specification defines 

the response/determination 

communication process and PA status 

lookup.

Outcome Establishes if a patient has 

coverage for a procedure from that 

payer. Used as a precursor to DTR

The questionnaire produces a Boolean 

output defining if a PA is required for the 

procedure

A PA response, that can often be 

automated and instantaneous

eHealth Exchange 

Implementation

The SMART on FHIR Proxy allows us to host SMART apps that enable these processes. EHRs could alternatively provide 

the functionality directly, and leverage eHx network to enable communication with the payers in our network.

In scope for current efforts



Clinical Data Exchange (CDEX) Overview

Title Direct Query Task-based Signatures

Name Direct Query Task-based FHIR Pull Data Source Attestation

Description A synchronous FHIR query between a 

requestor and responder.

A payer submits a Task record to a 

FHIR endpoint. The Task is “worked” 

and the status is set to completed, and 

the payer retrieves the result by 

polling the Task

Archaic payer laws require that data 

used by payers must be “signed” by 

the provider. This signature must be 

explicitly documented. No EHRs 

support this today

Outcome FHIR response Provision of FHIR data back to the 

payer through the Task record

Documents are produced with a 

signature

eHealth Exchange 

Implementation

We intermediate the query enabling 

networked connectivity between 

participants while retaining the 

synchronous nature of the query

We leverage the FDA BEST concept 

where we use the Task to track and 

manage the Task. We leverage Bulk 

FHIR to return FHIR data back to the 

requestor

Leverage the FHIR CCDA (Binary) 

resource which includes a signature

In scope for current efforts



Synchronous FHIR API Data Retrieval
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• A Synchronous flow can be used for targeted 

single-resource API calls.

• Typical use-cases for a synchronous flow 

might include:

• A Patient $match operation, followed by a 

Task-based Pull for additional FHIR data 

relating to the returned patient.

• Polling for a change in a specific FHIR 

resource using a .Read

• Assumptions: 

• Requestor knows the responder’s Home 

Community ID

• Responder has a registered eHx client ID

Provider Implementation Requirements: 

eHx FHIR Backend Service



FHIR Requests

• The eHealth Exchange supports FHIR API requests through the network via our FHIR Proxy service

• Requests are made to the eHealth Exchange base URL for a given environment
– Our POC environment is: https://concept01.ehealthexchange.org:52780

• Requests should follow the typical FHIR URL pattern. An eHealth Exchange request for a Patient.search would 
be:

–  https://concept01.ehealthexchange.org:52780/fhirproxy/r4/Patient?_id=erXuFYUfucBZaryVksYEcMg3

• All FHIR Proxy requests must include:
– X-DESTINATION: <string>

• The Home Community ID of the responding organization. You can determine the HCID via the eHealth Exchange Hub FHIR Directory

– X-POU = [“TREAT”, “PUBHLTH”, “PMNT”, “OPS”]

– X-Request-Id = <guid>

• The request ID is used, at times, by the eHealth Exchange to communicate the status of a request back to the initiator

• Authentication is addressed in this powerpoint
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eHealth Exchange Participant Directory

- The eHealth Exchange has already implemented a FHIR responder Directory enabling participant HCID lookup. Please 
see the linked IG: 
https://ehealthexchange.org/EHealthExchangeHealthcareDirectoryImplementationGuide/output/toc.html
- The base Sequoia IG (also used by Carequality and TEFCA) is referenced within the eHealth Exchange IG. You can 

find that here:  
https://ehealthexchange.org/SequoiaProjectHealthcareDirectoryImplementationGuide/output/toc.html

- An example query to retrieve all eHealth Exchange participants: 
https://directory.prd.ehealthexchange.org/fhir/Organization?_apiKey={{PROD_HAPI_WRITE_KEY}}&_format=json&act
ive=true&_count=1000&type=https://sequoiaproject.org/fhir/sphd/CodeSystem/OrganizationType%7CParticipant&_s
ort=name

- The Directory should be used as a method to retrieve the responder’s HCID and map that ID to payer internal 
configurations. It is not suitable for real-time lookup, as it requires some name-based matching that should be 
performed by a human.
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Burden Reduction Flows
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CRD using eHealth Exchange SMART on FHIR Proxy
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• This flow assumes the CDS hook is triggered from the PA SMART app and not the EHR

• The eHealth Exchange offers a payer Endpoint Identification Service that enables the PA App to 

directly route requests to the patient’s payer based on their coverage data

• The eHealth Exchange enables the following traffic:

• CDS Hooks outbound from the App to the payer

• Including resulting responses

• FHIR API requests outbound from the App or Payer to the Provider

• Including resulting responses

• FHIR API requests outbound from the App to the payer

• Including resulting responses

• SMART app launches via the CDS Card’s “links” activity is supported via the EHR directly. eHealth 

Exchange does yet not enable rewrite of this URL to use the eHx SMART on FHIR Proxy

Provider Implementation Requirements: 

eHx SMART Proxy App



CRD  using eHealth Exchange SMART on FHIR Proxy - Diagram
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eHealth Exchange Proxy and payer_data Extensions for SMART on FHIR

• In order to enable smooth SMART on FHIR workflows eHealth Exchange adds the following data 

into the /token payload retrieved by the SMART on FHIR app during the launch process
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Payer Endpoint Identification Service

• eHealth Exchange identifies known payers through the patient’s Coverage data in the 

EHR

• Coverage data is retrieved at runtime and inspected

– The Coverage.payer value links to an Organization record, which includes a list of 

identifiers

– eHealth Exchange checks Organization.identifiers for a value that matches a payer’s 

identifier within the eHealth Exchange Directory

• More information on the directory is available in this document

• eHealth Exchange passes the identified payer’s details (HCID, code, name, and an 

eHealth Exchange-specific endpoint for payer communication) to the app during the SoF 

launch using the Proxy and payer_data extensions discussed the above slide

26



CRD using EHR Native Hooks
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• This flow assumes the CDS hook is triggered from the 

EHR directly

• The eHealth Exchange offers a payer Endpoint 

Identification Service that enables the EHR to route all 

CDS hooks requests to the same endpoint, and receive a 

response from any payer

• The eHealth Exchange enables the following traffic:

• CDS Hooks outbound from the EHR to the payer

• Including resulting responses

• FHIR API requests outbound from the Provider to 

the payer

• Including resulting responses

Provider Implementation Requirements: 

eHx SMART Proxy App



DTR using eHealth Exchange 

SMART Proxy
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• Completely SMART app-based workflow 

with support FHIR traffic

• A user reviews a pre-filled questionnaire 

and responds to remaining questions 

within the SoF app

• Whether the QuestionnaireResponse is 

filed back to the EHR and payer is up to 

the PA App’s discretion.
• Note: Epic does not allow for an “unsolicited” 

QuestionnaireResponse via FHIR today. 

Additional scoping is necessary to finalize an 

Epic-specific data flow if needed.

Provider Implementation Requirements: 

eHx SMART Proxy App



PAS using eHealth Exchange SMART Proxy
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• Completely SMART app-based workflow 

with support FHIR traffic

• No X12 278 data management; FHIR-

only

• The PA App can support the pub/sub or 

$inquire option for PAS updates through 

the eHealth Exchange

Open issue:

- payers often collect data from the user 

submitting the prior auth for various 

requirements. This data collection is not 

yet defined.

Provider Implementation Requirements: 

eHx SMART Proxy App

Need to 

confirm user 

requirements 

across payers



SMART on FHIR Proxy Workflow
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• eHealth Exchange must pre-register the payer 

app’s public key, launch URI, and redirect URI

• The SMART app launcher follows a standard 

SMART 2.2.0 launch. 

• The SMART app proxies EHR context within the 

response to the /token POST including:

• All data from the EHR’s /token response 

body except the access_token itself, which is 

not exposed to the proxied app

• Custom claims:

• Initiating_organization

• Initiating_user

• Intermediary

Provider Implementation Requirements: 

eHx SMART Proxy App

http://hl7.org/fhir/smart-app-launch/app-launch.html


Making a FHIR Call Initiated By a SMART on FHIR Session

• A SMART on FHIR session includes an EHR user. The eHealth Exchange uses the access_token 
provisioned during the SMART launch for FHIR traffic initiated from the session. This allows the EHR 
to properly correlate FHIR traffic with the EHR user.

– FHIR calls made outside of a SMART session the eHealth Exchange uses a “backend service” token that is 
provisioned without any connection to the launching user.

• FHIRs request originating from a SMART on FHIR session should be made using the “iss” provided by 
the eHealth Exchange during the SMART launch.

– This is how FHIR calls from a traditional SMART launch function. For example:

• ISS provided during SMART launch (POC environment): https://concept01.ehealthexchange.org:55000/

• FHIR Patient API call: https://concept01.ehealthexchange.org:55000/fhirproxy/r4/Patient/12345

• Note: the port and URL are different for each eHealth Exchange environment. See Environments slide for more detail)

• All other concepts remain the same as a typical FHIR request through the eHealth Exchange FHIR 
Hub. 
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CDEX Task-based Pull
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eHealth Exchange CDEX Summary

• The Requestor submits a Task that specifies details about a Patient, what FHIR data to obtain for 

that Patient, and who to request the data from

• A Task record includes different FHIR queries. The Requestor sets up the queries to include the 

specific parameters they desire

• Patient.Search: Because most FHIR queries require a Patient FHIR ID, it’s common to include a 

FHIR Patient.Search or $match operation to obtain that ID and use it for other FHIR data retrieval. 

The Task supports this operation to make life easier for the Requestor

• Patient Locator: In some cases the requestor may not know where to find the patient’s data. 

eHealth Exchange supports a method to locate the patient’s record across responders within our 

network and automatically perform the subsequent data retrieval for those responders who have 

data on the patient.
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Task-based Data Retrieval
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• The requestor submits a Task to the eHealth 

exchange that specifies details of the data 

requirements

• Identifies a responding provider or a 

geographic region to search

• Identifies the FHIR resource(s) to retrieve

• Identifies the ID of the patient for which data 

is being requested (as known by the 

requestor)

• eHealth Exchange executes the data retrieval 

process and makes the retrieved data available 

back to the requestor

Provider Implementation Requirements: 

eHx FHIR Backend Service



CDEX Task-based Data Workflows

• Combines the Task-based Data Retrieval process 

with an Attribution mechanism 

• The Provider (EHR) and payer agree upon a 

patient/member attribution framework
– Note: The attribution service is selected by the payer and/or 

Provider and is not affiliated with eHealth Exchange

• The attribution service provides value-added 

services such as:

– Notifying the Payer of new data available on the 

provider side

– Providing an endpoint for patient-Payer 

attribution processes
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Provider Implementation Requirements: 

eHx FHIR Backend Service



Task FHIR Resource Requirements – Targeted Queries

• The Task record should conform to the Cdex Task Data Request Profile unless otherwise noted

• One Task record may contain multiple FHIR queries within the input array

• Task.input is used to communicate query parameters. These values are placed in the Task.input object:
– Attribution operations are executed before any other request. These operations are expected to return a Boolean, and if the response is False then the Task does not 

proceed further
• Task.input.type.code is set to “data-query-ehx-member-attribution” and type.system is http://hl7.org/fhir/us/Da Vinci-hrex/CodeSystem/hrex-temp

• The valueString is set to a full URL that complies with the given attribution vendor’s requirements and includes query parameters with the relevant data to be used for member attribution

• e.g. https://uat-api.uhin.org/mpi/patient-match?identifier=urn:oid:1.2.840.114350.1.13.0.1.7.5.737384.14|203713

– Patient.Search and $match operations are optionally executed before standard “data-query” FHIR queries
• Search operation: 

– Task.input.type.code is set to “data-query-search” and type.system is http://hl7.org/fhir/us/Da Vinci-hrex/CodeSystem/hrex-temp

– The valueString is set to a FHIR Patient querystring, e.g. "Patient?identifier=urn:oid:1.2.840.114350.1.13.0.1.7.5.737384.14|203713"

• $match operation:
– Task.input.type.code is set to “data-query-match” and type.system is http://hl7.org/fhir/us/Da Vinci-hrex/CodeSystem/hrex-temp

– The valueString is set to a FHIR Patient querystring, e.g. "Patient?identifier=urn:oid:1.2.840.114350.1.13.0.1.7.5.737384.14|203713"

– eHealth Exchange translates the valueString data into a POST request body in order to execute the $match operation

• These operations, if successful, will result in a Patient FHIR resource containing an "id" element. eHealth Exchange can replace “data-query”  valueStrings with 
{{PatientId}} in them with the ID returned from the Patient FHIR resource.

– FHIR queries included without the Base URL. For example: Condition?patient=<patientID>&clinical-status=active
• Required (cardinality of 1..*)

• Task.input.type.code is set to “data-query” and type.system is http://hl7.org/fhir/us/Da Vinci-hrex/CodeSystem/hrex-temp

– Purpose of Use 
• Required (cardinality of 1..1)

• Task.input.type.code is set to “purpose-of-use” and type.system is http://hl7.org/fhir/us/Da Vinci-hrex/CodeSystem/hrex-temp

• Task.input.valueCodeableConcept is set with a system of http://build.fhir.org/ig/HL7/Da Vinci-ecdx/ValueSet-cdex-POU.html and the code corresponding to your 
purpose of use, e.g. “COVAUTH”
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Task FHIR Resource Requirements – Targeted Queries

• Task.status should be “requested”

• Task.for element should include the payer’s Member ID for the patient

• Task.requester should include the payer’s eHealth Exchange-defined Home Community ID (HCID)

• Task.owner should include the responding provider’s HCID for requests that are not a geographic fan-out. Geographic 

fan-out requests should not set the value.

• Task.id will act as the request ID and should be used be requestors to track Task status

• Task.groupIdentifier should be populated with a consistent ID used across all requests submitted during that request 

session

– A request session may be for a single patient or multiple. This identifies all requests made during a single process in 

order to group those together.
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Task Example – Targeted Queries

38

On the right is a basic query without Patient Search, 

$match, attribution, or geographic fan-out. eHealth 

Exchange can provide complete Postman collections 

with examples of each of these operations on demand.



Polling for Task Data

• We require that Requestors will submit 1 Task per-patient

• Payers can monitor Task completion using FHIR restful syntax:

– /Task?status=complete&modified=<the dateTimeYouLastChecked>

– The above query will return all tasks with the given status that were changed in the stated time 

period

• A successful Task query will result in a bundle of completed tasks, which enable you to now 

retrieve their associated .ndjson files

• Requestors must query for Tasks no less frequently than once per-hour, and no more frequently 

than once-per minute.
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Obtaining Data via the Task.output array

40

• One item in the output array per-query (‘data-

query’) in the Task.

• Each individual request within the Task.input, 

(where type.coding.code == ‘data-query’), should 

be represented by a single file in the array

• “type” is the FHIR resource name from the query

• If a query is split into 2+ files the “type” value will 

indicate multiple files via a suffix “-1”, “-2”, etc.



NDJSON File Formatting

• .ndjson files contents include all query results

• Use of _include/_revinclude will cause the .ndjson files to have >1 FHIR resource type within them

• Incorrect query parameters will cause the .ndjson file to include an OperationOutcome resource

• .ndjson files will contain one resource per-line. Bundle results will be parsed and the returned 

resources will not include the Bundle data.

• .ndjson files will include all pages of data in a single file, except when the file exceeds a certain 

size (size TBD based on performance)

• .ndjson files cannot be aggregated across queries (‘data-query’ inputs)
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Task FHIR Resource Requirements – Geospatial Fan-out

• Patient locator details coming soon
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FHIR Task State Diagram
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FHIR Task State Transitions
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State Transitions Expected Behavior

Transition 

ID

From To Trigger eHealth Exchange Hub Initiator

1 S0 S1 The Task is 

transmitted to the Hub, 

and the Hub rejects 

the message due to a 

validation error

Hub returns an OperationOutcome FHIR resource synchronously and includes the 

corresponding Task resource and Task.statusReason including a verbose reason for 

rejection

No task will be stored in the Hub FHIR directory.

Task.status=“rejected”; Processing is complete

Accept the synchronous 

response and manage the error 

based on provided detail.

2 S0 S2 The Task is 

transmitted to the Hub 

and passes validation

Hub returns an OperationOutcome FHIR resource synchronously and includes the 

corresponding Task resource ID. If Geographic fan-out is requested the Hub provides a 

list of identified target responsers.

Task is created within the Hub's FHIR Resource Repo. Task's FHIR Resource Id is the 

GUID value from X-Request-Id. 

Task.status = “accepted”; Processing continues

Accept the synchronous 

response and begin to poll the 

Task resource

3 S2 S3 Request processing 

begins

The Hub begins to retrieve data from target responders.

Task.status = “in-progress”; processing continues

Continue to poll the Task 

resource

4 S3 S4 Request processing 

fails

Processing fails on the Hub

Task.status = “failed”; Processing is complete

Identify task status and handle 

the failed data retrieval as-

appropriate (retry, send a 

notification, etc.)

5 S3 S5 Request processing is 

complete

Retrieved data is either saved to .ndjson files and linked via the Task.output field or, (for 

geographic fan-out operations only), the FHIR data is returned in the Task.output 

contained array.

Task.status = “completed”; Processing is complete

Identify task status and retrieve 

the data within the Task.output 

array

6 S4 or

S5

S6 7 days have expired 

since Task creation

Task is deleted eHealth Exchange retention 

policy
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Model #1: Trust-Based (and verify via Monitoring / Audit)1

2b
Provider Performs Query Back (PDex aligned (or CRD or XCPD (w/ fan-out)))

2a Provider Hosts Member Roster (Bulk FHIR aligned)

FHIR CDex Task (Payer Initiated)

3a HIN Performs Query Back (panel-check concept)

Provider Payer

OBJECTIVE: 

What are the models for controlling Payer access to Provider EHR (g)(10) FHIR APIs (including a member attribution “interlock”)

CDex Task-Based Exchange – Models for Attribution Verification

4 Trigger (ADT, CRD, Eligibility, Claims, etc)

CONCLUSION: 
Providers will likely choose preferred access controls depending on the level of trust, regional services, insurance type, etc.). 

1c
(Payer  

Asserted 

Attribution)

3a

HIN

HIN Hosts Member Roster (ADT alerts aligned)

2c
Provider

 has info



Implementation, Security, and Environments 
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Security

The eHealth Exchange Hub secures HTTPS connections with…

– FHIR Requestors via an mTLS connection, which requires an eHealth Exchange provisioned 

digital certificate

– FHIR Responders via the security mechanism provided by that organization. In most cases 

this is an oAuth2 client_credentials flow

– SMART on FHIR apps and users via standard SMART on FHIR auth protocols

• Users are authenticated by the EHR via their credentials, and cannot access the eHealth Exchange 

SMART app without logging in

• Apps are authenticated via the SMART Launch 2.0 specification
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Security Model Comparison:  SOAP Hub vs FHIR Hub

CONNECT/SOAP Hub

mTLS1

Photos licensed under CC BY-SA-NC

Hub Inbound

IP Address

Allowlist2

mTLS1

Hub Outbound

IP Address

Allowlist

1 Only NHIN certificates provisioned by EMR Direct or MaxMD are accepted.

2 Note that Carequality does not allow inbound IP address allowlisting.

FHIR Hub

mTLS1

Hub Inbound

IP Address

Allowlist
TLS2

Hub Outbound

IP Address

Allowlist

Initiator InitiatorResponder

private-key signed 

JSON Web Token

1 Only NHIN certificates provisioned by EMR Direct or MaxMD are accepted.

2 One-way TLS, and eHx maintains a list of Trusted CAs for target responders.  

We effectively get client certificate validation via the private-key signed JWT 

(using an eHx provisioned certificate), whereas the OAuth server would not 

serve up an access token if it could not validate the client certificate provided.

TLS2

OAuth Service

FHIR Repo

Environment Initiator Responder

IP address 

allowlisting 

required

mTLS

eHx Certs 

Required

by client

eHx Certs 

Required by 

Server

OAuth 

w/private-key 

signed JWT 

(using eHx 

cert)

SOAP Hub Participant Hub Y Y Y Y n/a

SOAP Hub Hub Participant Y Y Y Y n/a

FHIR Hub Participant Hub Y Y Y Y n/a

FHIR Hub Hub Participant N N Y N see 2 above Y

eHx SoF Participant Hub N N N N Y

eHx SoF Hub Participant Y N N N Y

https://creativecommons.org/licenses/by-nc-sa/3.0/
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Provider Onboarding

• Provider onboarding requires the following tasks

– Integration scoping

– Contracting and data sharing agreement

– Technical configuration and connectivity testing

• eHx Backend Service

• eHx SMART Proxy Service

– Conformance testing



Standard Provider Contracting Requirements

1. The Provider organization must sign the following documents:
1. eHealth Exchange DURSA
2. BAA
3. eHealth Exchange Participant Agreement

2. Provider New Application Security and Risk Assessment 
1. The Provider leverages their standard technology assessment process for a new integration
2. eHealth Exchange providers responses to questions and facilitates the review

3. Epic Application Team Hours Allocation
1. After the app is approved for use, the Epic team is notified and resources are identified and 

allocated for the effort.
2. Epic Application skillsets for each implementation and hours estimates are listed on the following 

slides

51



eHx FHIR Backend Service Implementation Process
App Implementation Process:
1. A Provider representative with Open.Epic security to “buy apps” installs the client IDs from the https://fhir.epic.com website.

1. Navigate to the Downloads tab after logging into the website using your UserWeb credentials
2. From the Downloads tab designated point people for each healthcare organization can search for “eHealth Exchange Hub v2.0” and “request to download” the client IDs for the 

application.  You may also search for the application by the client ID:
1. 193ab748-e7b9-422e-880f-fea509b91651 (nonprd)
2. bbc74f6f-8e64-4e76-9ab9-55f261c3d412  (prd)

2. Create an Epic User (EMP) representing the application
1. The EMP record should be marked as active. It does not need a password set.
2. The EMP record should include Security Classes that contain security points based on the APIs in-scope. Epic’s FHIR Setup and Support guide indicates the security points required for 

each API.
3. Register the Epic User (EMP) with the downloaded Client ID

1. Map the EMP record to the application’s client ID (E0E) in Interconnect, following the instructions in the Interconnect Setup and Support Guide
4.  Identify your FHIR server (Interconnect) URL endpoints and provide them to eHealthExchange

1. Identify the test and production URLs that support OAUTH authentication
2. Verify that these interconnect instances have the requested FHIR APIs enabled

5. Evaluate your Break-the-Glass setup for this application and Interconnect instance. If this application should access Break-the-Glass patients then refer to this Galaxy document: Optional 
Setup: Allow Backend Apps Access to Sensitive Data

6. Evaluate your Care Everywhere My Phone Book settings for this Interconnect instance. Ensure the Interconnect instance has mappings setup using information found here: Define Default URL 
Prefixes in the My Phone Book Activity

7. Identify a test patient for use in the environment connected to your Test Interconnect instance. 
1. Provide the patient’s MRN for testing

Epic Application Resourcing:

- App Orchard Point Person: 5 minutes
- Epic Users & Security Team: <2 hours
- ECSA or Interconnect Administrator: 2 hours (assumes FHIR R4 APIs are already available)
- Epic Inpatient or Data Courier team: 15 minutes
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https://fhir.epic.com/
https://galaxy.epic.com/Redirect.aspx?DocumentID=100001068
https://galaxy.epic.com/Redirect.aspx?DocumentID=100086028
https://galaxy.epic.com/Redirect.aspx?DocumentID=100086028
https://galaxy.epic.com/Redirect.aspx?DocumentID=3413078
https://galaxy.epic.com/Redirect.aspx?DocumentID=3413078


eHx SMART Proxy Implementation Requirements

App Implementation Process:

1. A Provider representative with Open.Epic security to “buy apps” installs the client IDs from the 
https://fhir.epic.com website.

1. Navigate to the Downloads tab after logging into the website using your UserWeb 
credentials

2. From the Downloads tab designated point people for each healthcare organization can 
search for “SMART on FHIR Proxy v3.0” and “request to download” the client IDs for 
the application. 

2. Provider and eHealth Exchange determine where the app’s “button” will be located within the 
patient chart

3. Provider and eHealth Exchange determine how the app will display: within the main activity 
window, the sidebar, or as a pop-up

4. Provider and eHealth Exchange determine who will have access to the app

1. Provider configures user roles for access to the “menu” record after its creation

5. Provider completes FDI record build

6. Provider completes activity and menu records (as needed)

7. Provider completes url whitelisting (or allowlisting) for the eHealth Exchange app URL and 
proxy app urls

8. Provider migrates records to Test environment

9. eHealth Exchange and Provider complete testing:
1. Connectivity – the app launches
2. Look and feel – the app launches in the expected location and the window is sized 

appropriately, only appropriately users can access it
3. Functionality – the app is working properly within the iFrame

10. Provider completes user training or communication using eHealth Exchange materials
11. Provider completes record migration to PRD
12. Provider users begin utilizing eHealth Exchange SMART app; eHealth Exchange monitors 

utilization and assists with questions or escalations
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Client IDs:
Nonprd: c0f15b2e-02bd-4e11-8ba7-e0ca63813b25
Prd: 3c04987c-2436-4de9-978a-d1f66ae7c3f3

FDI Record Settings:
1. Launch URL: https://concept01.ehealthexchange.org:55000/SOFPROXY
2.No context tokens are required

URLs for Allowlisting:
1. ehealthexchange.org
2. mettles.com (for Mettle PayEx app)
3. zeomega.net (for ZeOmega Health Unity app)

Epic E2N and E2U Records to duplicate:
E2N 17316 - MR_CLINKB_DEFAULT
E2U 17351‐MR_IT_CLINKB

Epic Application Resourcing:
- App Orchard Point Person: 5 minutes
- ECSA or Interconnect Administrator: 2 hours (assumes FHIR R4 APIs are already 
available)
- Epic Hospital Billing and (optionally) Data Courier team: 3 hours

https://fhir.epic.com/
https://concept01.ehealthexchange.org:55000/SOFPROXY


SMART on FHIR Launch – Suggested Launch Location
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Main Activity Window

Main Billing Activity Tabs eHx

We suggest adding the SMART 

launch as a main activity tab 

and launching the ePA app 

within the main activity window. 

This is a configurable tab that 

can be shown/hidden as 

desired by the user.

eHx



eHealth Exchange Environments
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POC (Sandbox) eHx Hub
Description Used for ad hoc testing including 

Connectathons and non-production EHR 
testing.

Enables SoF Proxy and Synchronous FHIR 
data exchange. Can be used for mTLS 
connectivity testing with eHx certificate

Represents 3 production-stream 
environments – Test > Val > and Prod

Includes full-featured use-cases

DirectTrust Cert Required? No Yes

Can a non-eHx Participant connect? Yes No

How can a requestor connect? Basic auth (typical)
No authentication (CATs and other high-
use testing events)
MTLS (one-off testing)

Requires mTLS (all 3 environments)

Can this environment connect to an eHx 
Participant environment?

Usually no.
Some connectivity allowed in certain 
circumstances

Yes
PRD is the only environment allowing 
PHI
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FHIR Proxy URL SMART on FHIR Launch and Redirect URL CDEX URL
POC https://concept01.ehealthexch

ange.org:52780/fhirproxy/r4
Launch: https://smartproxypoc.ehealthexchange.org:55000/launch

Redirect: smartproxypoc.ehealthexchange.org:55000/authorize

https://concept01.ehealthexchange.org:52780/cdex/fhir/r4/T
ask

TST https://fhir002tst.ehealthexch
ange.org/ehx/1.0/r4/fhirproxy

Launch: 
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch

Redirect: 
https://smartfhir001tst.ehealthexchange.org:8443/csp/sys/oauth2/O
Auth2.Response.cls

https://fhir001tst.ehealthexchange.org/ehx/1.0/r4/cdex/Task

VAL https://fhir002val.ehealthexch
ange.org/ehx/1.0/r4/fhirproxy

Launch: 
https://smartfhir001val.ehealthexchange.org:8443/ehx/proxy/launch

Redirect: 
https://smartfhir001val.ehealthexchange.org:8443/csp/sys/oauth2/O
Auth2.Response.cls

https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task

PROD https://fhir002prod.ehealthexc
hange.org/ehx/1.0/r4/fhirprox
y

Launch: 
https://smartfhir001prd.ehealthexchange.org:8443/ehx/proxy/launch

Redirect: 
https://smartfhir001prod.ehealthexchange.org:8443/csp/sys/oauth2/
OAuth2.Response.cls

https://fhir001prod.ehealthexchange.org/ehx/1.0/r4/cdex/Ta
sk

https://smartproxypoc.ehealthexchange.org:55000/launch
https://fhir002tst.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir002tst.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://smartproxypoc.ehealthexchange.org:55000/launch
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001tst.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://smartfhir001tst.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://smartproxypoc.ehealthexchange.org:55000/launch
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001val.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://smartfhir001val.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://smartproxypoc.ehealthexchange.org:55000/launch
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task
https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task
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Environment Service Name Service Endpoint

POC

SMART on FHIR Launch and Redirect URL
https://smartproxypoc.ehealthexchange.org:55000/launch
https://smartproxypoc.ehealthexchange.org:55000/authorize

FHIR Proxy URL https://concept01.ehealthexchange.org:52780/fhirproxy/r4

CDex Task-based Approach https://concept01.ehealthexchange.org:52780/cdex/fhir/r4/Task

TEST

SMART on FHIR Launch and Redirect URL
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001tst.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls

FHIR Proxy URL https://fhir002tst.ehealthexchange.org/ehx/1.0/r4/fhirproxy

CDex Task-based Approach https://fhir001tst.ehealthexchange.org/ehx/1.0/r4/cdex/Task

VAL

SMART on FHIR Launch and Redirect URL
https://smartfhir001val.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001val.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls

FHIR Proxy URL https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy

CDex Task-based Approach https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task

PROD

SMART on FHIR Launch and Redirect URL
https://smartfhir001prd.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001prod.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls

FHIR Proxy URL https://fhir001prod.ehealthexchange.org/ehx/1.0/r4/fhirproxy

CDex Task-based Approach https://fhir001prod.ehealthexchange.org/ehx/1.0/r4/cdex/Task

https://smartproxypoc.ehealthexchange.org:55000/launch
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001tst.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://fhir002tst.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir001tst.ehealthexchange.org/ehx/1.0/r4/cdex/Task
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://smartfhir001val.ehealthexchange.org:8443/csp/sys/oauth2/OAuth2.Response.cls
https://fhir002val.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir001val.ehealthexchange.org/ehx/1.0/r4/cdex/Task
https://smartfhir001tst.ehealthexchange.org:8443/ehx/proxy/launch
https://fhir001prod.ehealthexchange.org/ehx/1.0/r4/fhirproxy
https://fhir001prod.ehealthexchange.org/ehx/1.0/r4/cdex/Task
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