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« NEWS

™

eHealth Exchange Among First To
Achieve TEFCASM Qualified Health
Information Network™ (QHIN™)
Designation

5\

Today, eHealth Exchange announced it's been designated as a Qualified Health Information Network ™
(QHIN™) under the Trusted Exchange Framework and Common Agreement™ (TEFCA™). This places eHealth

Exchange’s electronic data-sharing network among the country’s first Designated QHINs to go live and
operationally ready for exchange with other Designated QHINs.
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Designated Qualified Health Information Networks
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Common
Agreement

gog QHIN Technical Framework

Standard Operating Procedures

”Aﬂ FHIR Roadmap
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low Does TEFCA Work?

—

The Office of the National Coordinator for \ —
Health Information Technology

QU000 O

O

ONC defines overall policy and
certain governance requirements.

RCE provides oversight and
governing approach for QHINs.

Qualified Health Information
Networks (QHINs) connect
directly to each other to facilitate
nationwide interoperability.

Each QHIN connects Participants,
which connect Subparticipants.
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What Is the Trusted Exchange Framework (TEFCA)?

It's a federally endorsed governance framework for
cross-network exchange of healthcare records.

Similar to Carequality, it's a framework, and not a
network:

— Technical & policy agreements

eHedlth Exchange

— Governing structure

— Federated architecture Dialysi

Clinics & Regional

HIEs
Enables healthcare organizations connected to a

TEFCA Qualified Health Information Network (QHIN) ‘
to exchange patient data with other healthcare —
organizations connected to other QHINS.
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DESIGNATED _
Leveraging the power of the federal government to expand & "

mature interoperability

Intent to Exchange from 11 HIEs Operating in 15 States
Serving up to 126 Million Patients

\ P N GEORGIA
g i RlSP : .)< | ||O @Y HeauTH
N
e QL. J , INFORMATION

Shared Services Informaon Exchange A4 neTwork
BIG SKY
C/B Manifest 5}' CARE CONNECT
MEDEX
text &
niexuure '
ggg connegns ImpEng Iw% CynCHeaIth

Learn more: BeMyQHIN.org AL, AK, AZ, CA, CO, CT, DC, GA, IA, IN, MD, NE, TX, VA, and WV ©eHealth Exchange. All Rights Reserved
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What's changed?

Before: eHealth Exchange
Connected with TEFCA

Your organization can exchange with

the eHealth Exchange’s 320+ health

systems, federal agencies, providers
and provider collaboratives.

After: eHealth Exchange Went Live
on TEFCA

Option for your organization to also
exchange with healthcare
organizations participating in TEFCA
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How Is the eHealth Exchange different?

eHealth Exchange

Other Networks

v" National non-profit focused on the Public
Good

v" Single technical connection instead of
hundreds

v Vendor agnostic

v’ 24xX7x365 monitoring

v Enforced content quality assurance
v Analytics dashboard

v Broad federal agency connectivity

v" Trust (no patient tracking, no selling data)

A Multiple technical connections

A Vendor specific

A Limited to no 24x7x365 monitoring

@ No mandatory content testing

A No or limited analytics portal dashboard

@ No broad federal agency connectivity
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Self-Service XCPD Aggregated Response
Test Harness
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Aggregated XCPD Responses Use Cases Updated Post Webinar

There are two scenarios where an eHealth Exchange XCPD (PD) initiating gateway
may receive an XCPD Aggregated Response:

1) eHealth Exchange in-network “group query”, “geospatial query”

2) TEFCA QHIN responses to eHealth Exchange Participants using a QHIN
“broadcast query”

Note that the QHIN appears to allow for a single OR and aggregated XCPD
response depending on the internal architecture of the QHIN (MPI or no-MPI).

This is a likely breaking change

v ©Copyright eHealth Exchange. All Rights Reserved.
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3.55.4 Messages

Cross Gateway Patient

Responding
Gateway

Initiating
Gateway
Unfortunately, |
many organizations
and technology
vendors have
implemented the P

Discovery Request

Cross Gateway Patient

XCPD Response in
an oversimplified
manner.

©Copyright eHealth Exchange. All Rights Reserved.

Discovery Response

E International Specification (Latest Version)

Image credit:
https://profiles.ihe.net/ITI/

TE/Volume2/ITI-55.html



https://profiles.ihe.net/ITI/TF/Volume2/ITI-55.html
https://profiles.ihe.net/ITI/TF/Volume2/ITI-55.html
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IHE International Specification (Latest Version)

3.55.4.1.3.1 Query Parameter Processing

The Responding Gateway shall be capable of accepting, searching on, and responding with attributes in the Query Person by Demographics message.

Handling of phonetic issues, alternate spellings, upper and lower case, accented characters, etc., if deemed appropriate, is to be supported by the Responding Gateway
CIDENERR QAL IGUEEACEINEVAThe Responding Gateway shall return any matches to the query parameters that reflect a high degree of matchfeiity
consideration of all policy constraints; IHE does not further specify matching requirements, except as already discussed in the LivingSubjectName parameter
description.

Source:
https://profiles.ihe.net/ITI/
TE/Volume2/ITI-55.html

9 19 ©Copyright eHealth Exchange. All Rights Reserved.
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eHealth Exchange Specifications: More Than One Subj‘éct

N1U rooL= 1L.£2.04V.114200U.1L.10.U.1L./7.L1L..1 EXLEIIS1LOIl— 25049425 [/ -7
</targetMessage>
</acknowledgement>
<controlActProcess classCode="CACT" moodCode="EVN">
<code code="PRPA TE201306UV02" codeSystem="2.16.840.1.113883.1.6"/>

|<subject typeCodg="SUm Source'
<{registrationkvent classCode="REG" moodCode="EVN"> )
<id nullFlavor="NA"/> https://s3.amazonaws.c
<statusCode code="active"/> :
Do iy S om/seqprojectehex/wp-
<pat|i('egt ClissiogezngTIZ350 1.13.99998.8734 t ' 34827K410 />| Content/upload8/2018/0
id root="1.2. . 1. . . " extension=" " ;
<statusCode code="active"/> 9/28214615/nhin-
patient-discovery-
</subject> production-
typeCode="SUBJ"> ifi ion-
<registrationEvent classCode="REG" moodCode="EVN"> SpeC|flcat|on VZODdf P
<id nullFlavor="NA"/> 24

<statusCode code="active"/>
<subjectl typeCode="SBJ">
<patient classCode="PAT">
|<id root="1.2.840.114350.1.13.99998.4029401" extension="34827R534"/>|
<statusCode code="active"/>

ratiantDarcenn™

2020 ©Copyright eHealth Exchange. All Rights Reserved.


https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
https://s3.amazonaws.com/seqprojectehex/wp-content/uploads/2018/09/28214615/nhin-patient-discovery-production-specification-v2.0.pdf
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eHealth Exchange Aggregated XCPD Responses for Group
Queries

- = o \
B - - ¢ - @& - 3

(]
. [~—"\
aalh "Q‘.
—
4

1 2 3 5
Request containing Map state/s to Fan-out to target Target Participants Matches are
one or more state Participants Participants attempt to match patient aggregated and
code/s returned to Initiator

o /

Image credit: Mike Yackanich

221 ©Copyright eHealth Exchange. All Rights Reserved.
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Aggregated XCPD Responses Sequence Diagram

eHealth Exchange Hub
Automated Document Retrieve Triggered by XCPD Group Query
Step 1 of 4: ITI-55 XCPD - Patient Discovery Group Query

eHx Hub
- eHx eHx eHx eHx
I n te r a Ct I Ve Participant Iitiati articipant articipant articipant
Initiating o espondin, espondin, espondin,
Gateway e Gateway Gateway Gateway
.
review R ;
44— Patient Discovery —» B
_eHxHubRouteTo=eHxBroadcastQuery i
XCPD (ITI-55) Request l—
List
Passthru T
H——XCPD (ITI-55) Request—p
25
052 |
23t PD (ITI-55) Req
988
T 9w
28
Ij PD (ITI-55) Req
<€--XCPD (ITI-55) Response---{ -
P RN - |-~ XCPD (ITI-55) Response - - - === === -~
Patient Match Aggregation 1
/PRPA_IN201306UN02/controlActProcess/Subject | qe - wnoooofoeoooiooooy XCPD (ITI-55) Response-- - - - RN S S — -
from all responses are aggregated under : :
/PRPA_IN201306UV02/controlActProcess in
the response message
<- -
R S e XCPD (ITI-55) Response-==========
L] L

2222 ©Copyright eHealth Exchange. All Rights Reserved.

Image credit: Mike Yackanich
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Is Support for Aggregated XCPD Responses I\/IandatoN?

- As an eHealth Exchange Participant Initiating an XCPD

©C38yright eHealth Exchange. All Rights Reserved.

request:

— For eHealth Exchange in-network transactions, support for
Aggregated XCPD responses is NOT required. However,
group query and geospatial query responses will not be fully
available to initiators not supporting Aggregated XCPD
responses.

— For TEFCA, support for Aggregated XCPD responses IS
required.
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Aggregated XCPD Responses

* New: Self-Testing Tool
Walkthrough

- Updated Next Steps
Recommendations

24

/

Aggregated XCPD Responses Use Cases

There are two scenarios where an eHeaith Exchange XCPD (D) initiating gatewsy

ey recaive an XCPD Agaregated Respense
1 eHeatih Exchange in-network Grosp QUETY” ~geospatial query’
2) TEFCA GHIN responses to ereslin Sxchange Participants using 3 GHIN
“oroadeast query’

Nttt the GHIN appears o allow for a smgle OF &1 aggregated XCPD

e e dapencing on the intermal arcttecture of 1S "QHIN (MPI o no-MP1).

|

18

regated responses ae ot retumed for TEFCA “targeted queries”.

kely breaicing change

17

(Geospatial Queries — Whats New and Next

.ed XCPD Respons

21

eHealth Exchange Aggregated XCPD Responses for Group
Queries

|HE Intenational Specification (Latest Version)

358131

Query Parameter Processing

g e L

Is Support forAgg(egated XCPD Responses Mandatory?

. As an eHealth Exchange Participant Initiating an XCPD
request

 For eHealth Exchange in-network transactions support for
‘Aggregated XGPD responses is NOT required. Hovever,
aroup query and geospalial uery 1esPOnSES will not e fully
P e o inifators not supporting Aggregated XCPD.
responses

@ _ For TEFCA. support for Aggregated XCPD responses IS
required.

S

/

eHealth Exchange Specifications: More Than One Subject

23

/

|HE ITI-55 3.55.4.2 3 Expected Actions

Geospatial Queries — \What's New and Next

TG

|HE Intemational Specification (LaleslVerslon)

aiating Responsing
Guteway

Unfortnately.

Aggregated XCPD Responses Sequence Diagram

Interactive
review

mage credit: Mike Yackani

28
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Aggregated XCPD Response Testing NOW AVAILABLE T

Test your ability to consume and process an aggregated Patient Discovery response!
M

@Ihubom val.ehealthexchange.org/ehx/1.0.0/iti55/2.0?_eHxHubRouteTo=GeoStateTEST )

Test Patient Demographics Agﬁﬁagated XCPD Response

given NWHINONE CcontrolActProcess classCode="CACT" noodCode="EWN">
P— NWHINZZZTESTPATIENT <code code="PREA TE2013060V02" codeSysten="2.16.840.1.113883.1.6"/>

UL S H PntextConductionlnd="false" typeCode="SUBJ" xmlns:hl7="urn:hl7-org:v3"
birthdate 1/1/1981 H TegistrationEvent classCode="REG" moodCode="EVN"

ender M ’ SAled
J H @ meCode="SUBJ" xnlng:hl7="urn:hlT-orq:v3">
address 1100 Test Street H <registrationEvent classCode="REG" noodCode="EVN">
city Helena i dhiert>
. AL H JpeCode:"SUBJ“ xnlng:hl7="uen:hl7-org:v3">

H Cregistrationkvent classCode="REG" noodCode="EWN">

postal code | 35080 ,\A_ﬂUbﬁL_/WN\J

25



eHeadlth Exchange

26

Suggested Next Steps

- Determine if your gateway
technology supports this standards-
based feature

— Use the new eHealth Exchange test
harness to assess your system’s
compatibility with Aggregated XCPD
responses

« Work with eHealth Exchange staff to

— Understand the impact if your
technology platform does not
support aggregated XCPD
responses

— Create an action plan

Image licensed from iStockPhoto
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eXchange Purpose Codes

Directory v SAML Correlations
SAML NPI attribute and/or TIN attribute
Individual’s Member ID and/or Subscriber ID, if known

Messaging requirements for T-TRTMNT (level 2 required response) and T-
TREAT (level 1 optional response).



Individual Access Services Providers

eHedadlth Exchange



eHeadlth Exchange

Summary of Individual Access Services Providers
Requirements for eHealth Exchange TEFCA Participants
* |If functioning as an Individual Access Service Provider

* |ASP-01 Delete Individual Data Upon Request

* |ASP-02 Export Individual Data Upon Request

* |ASP-02 Export Individual Data

- |ASP-03 Additional Security Requirements

* |ASP-04 Credential Service Provider Certified by the RCE

« |ASP-05 Patient Identity Verification Requirement

* |ASP-06 Evidence of Individual Identity Proofing

- |ASP-07 Validated Attribute Codes in the Message

+ |ASP-08 Historical Demographic Codes in the Message
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Summary of Individual Access Services Providers
Requirements for eHealth Exchange TEFCA Participants
* |If functioning as an Individual Access Service Provider

* |ASP-09 Error Processing if Missing SAML Values

* |[ASP-10 CSP Token May be Provided

* |ASP-11 Use of Proven Demographics is Mandated

+ |ASP-12 Required Response if Patient Match

« Other Legal and Protocol Considerations
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-01 [If functioning as an Individual Access Service Provider]| Delete Individual
Data: IAS Providers MUST implement the technology and processes to delete an
individual's data upon request (with audit log exceptions). Note the text "unless
such deletion is prohibited by Applicable Law" exclusion which may apply to medical

records retention.

©Copyright eHealth Exchange. All Rights Reserved.
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eHealth Exchange Summary of Individual Access Serviées

Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-02 [If functioning as an Individual Access Service Provider] Export Individual
Data: IAS Providers MUST implement the technology and processes to export an

individual's data upon request.

¥ 33 ©Copyright eHealth Exchange. All Rights Reserved.
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eHealth Exchange Summary of Individual Access Serviées

Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-03 [If functioning as an Individual Access Service Provider] Additional Security
Requirements: IAS Providers MUST implement the technology and processes to

— a) secure all IAS Provider Individual data as if it were Trusted Information (TI),
— b) encrypt all Individual data at rest or in transit,

— ¢) implement security incident notifications and procedures.

3 34 ©Copyright eHealth Exchange. All Rights Reserved.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-04 [If functioning as an Individual Access Service Provider] Credential Service
Provider: IAS Providers are required to use an RCE-approved Credential Service
Provider (CSP).

* The CSPs MUST identity proof Individuals to NIST 800-63A Identity Assurance Level 2
(IAL2) including following prescriptive procedures for evidence collection, validation
and verification for remote or in-person identity proofing.

* See NIST 800-63A for more information.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-05 [If functioning as an Individual Access Service Provider] Identity Verification
Requirement: IAS Providers are required to verify the identities of Individuals via a
CSP prior to the Individual’s first use of Connectivity Services, and then again after
credentials expire.

— a) Verification MUST include: First Name, Last Name, Date of Birth, Address, City,
State, ZIP.

— b) Verification SHOULD include: Sex, Middle Name, Middle Initial, Suffix, Email
Address, Mobile Phone Number, SSN, SSN last 4 digits, ZIP+4, Medical Record

Number, and other identifiers.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-06 [If functioning as an Individual Access Service Provider] Evidence of
Individual Identity Proofing: IAS Providers are required to demonstrate that all
Individuals are identity proofed to NIST IAL2. The proof of identity verification is
included in the QHIN Query or QHIN Message Delivery request SAML via a
<saml:AttributeStatement> tag set which includes:

— i) <saml:Attribute name="csp" NameFormat=""> comprising the Business Name

or URL of the CSP and,

— ii) saml:Attribute name="validated attributes" NameFormat=""> with a comma
or space separated list of the user demographics and identifiers that have been

verified by the CSP.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-07 [If functioning as an Individual Access Service Provider]| Validated Attribute
Codes: IAS Providers MUST use the following demographic codes for any validated
demographics supplied: First Name 'fname’, Last Name 'Iname’, Middle Name
'mname’, Middle Initial 'minitial’, Suffix 'suffix', Date of Birth 'dob’, Sex 'sex', Address
'address', City 'city', State 'state', ZIP/ZIP+4 'zip', Phone Number 'phone', Email
Address 'email’, Social Security Number 'ssn’, SSN last 4 digits 'ssn4', Medical Record

Number 'mrn’, Identifier 'identifier".
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eHealth Exchange Summary of Individual Access Services

Providers Requirements for eHealth Exchange TEFCA

Participants

* |ASP-08 [If functioning as an Individual Access Service Provider] Historical
Demographic Codes: |AS Providers supplying validated historical demographic codes

MUST prepend the code name with a "h". Secondary historical demographic code
names must be appended by a mononically increasing integer starting with "2".

* Example first historical Iname would be "hlname", and the second historical Iname
would be "hlname2".
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-09 [If functioning as an Individual Access Service Provider] Error Processing: IAS
Requests without the validated attribute SAML codes must result in a SOAP fault

code of urn:oasis:names:tc:SAML:2.0:status:AuthnFailed.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-10 [If functioning as an Individual Access Service Provider] CSP Token: An IAS
Provider MAY include in its QHIN Query or QHIN Message Delivery a token provided
by the CSP asserting IAL2 verification of the Individual has been completed.
However, this token format is not yet formally defined by the RCE.

* The eHealth Exchange has confirmed that the CSP Token is optional at this time and
will likely be similar to the recently defined Carequality CSP JSON Token.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-11 [If functioning as an Individual Access Service Provider] Use of Proven
Demographics: IAS Providers MUST submit queries only using CSP IAL2 validated
demographics.

— a) Historical demographics MAY be included if CSP IAL2 validated.

— b) Historical demographics must be marked as historical as per section 3.3.d.
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eHealth Exchange Summary of Individual Access Serviées
Providers Requirements for eHealth Exchange TEFCA
Participants

* |ASP-12 [If functioning as an Individual Access Service Provider]| Response: |IAS
qgueries received MUST be responded to provided the requirements in section 3 are
met and an acceptable match quality is made.

* Responders are not allowed to require more than the demographics in section 3.2
unless required by applicable law.
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eHeadlth Exchange

Updated Post Webinar

+ RPT-02 Quarterly Detailed Reporting: eHealth Exchange QHIN Participants

4545

must submit the following data, to eHealth Exchange QHIN support staff, via
administrator@ehealthexchange.org, no later than four (4) weeks post the
end of the calendar quarter for the previous quarter (January — March, due
April 30; April — June, due July 31; July — September, due October 31,

October — December, due January 31):
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Updated Post Webinar

- RPT-02a Total number of member organizations and/or facilities connecting
as or through your organization, including all levels of Subparticipant
organizations, with counts for each hospital, clinic, mental health centers,
post-acute/long-term care facilities, public health entities, payer organizations,
and an aggregate count of any other member organizations and/or facilities
not matching these categories.

 This requirement, which is likely significant, will entirely flow down to
Participants and their Subparticipants.
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Updated Post Webinar

- RPT-02b Total number of individual clinicians connecting through your
organization, including all levels of Subparticipant organizations.

 This requirement, which is likely significant, will entirely flow down to
Participants and their Sub-Participants.
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Updated Post Webinar

* RPT-02c Total number of consumers/patients participating in Individual
Access Services through your organization, including all levels of
Subparticipant organizations.

 This requirement, which is likely significant, will entirely flow down to
Participants and their Sub-Participants.
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Year 2024 Wrap Up

*  Final TEFCA Technical Webinar of 2024
* Annual Meeting — Please Join Us!

* Register here:
* https://ehealthexchange.org/2024-annual-meeting/
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low might | obtain additional information?

Apr
09

Apr
n

1. Visit eHealth
Exchange Web Site

2. Monthly
Participant Web

Meetings

3. Monthly TEFCA
Technical Call

4. Email

5. Monthly TEFCA
Office Hours (Q&A)

54

Any time

Typically, the 3rd
Thursday of Each Month
at 1 pm ET

See web site

Any time if you have a
specific question

See web site

https://ehealthexchange.org/what-we-do/tefca-

and-ehealth-exchange

https://ehealthexchange.org/events

https://ehealthexchange.org/events

administrator@ehealthexchange.org

https://ehealthexchange.org/events
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Major Technical Differences eHealth Exchange QHIN
Participants Must Support

» Adopt USDCI v1 data classes and elements

* Adhere to Project US@ patient addressing

» Adopt IHE ITI Technical Framework Revisions 17.0 (versus Revision 8.0)
+ Accept aggregated XCPD responses

* New PurposeOfUse values

* Various requirements such different consent attribute structure, sub-
participant directory entries and detailed reporting, onboarding log
submissions, specific test patients, and quarterly reporting.



Next Steps

1. Review the published policy documents (not discussed today)

2. Review the TEFCA Readiness Checklist

3. Let the eHealth Exchange staff know of your organization’s intentions (if you
haven’t already)

email: administrator@ehealthexchange.org
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