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Updates TEFCA Governance 
SOP

Pat Russell



The TEFCA Governance SOP Updates

Applies to: QHINs, Participants and Subparticipants                
https://rce.sequoiaproject.org/wp-content/uploads/2025/01/TEFCA-Governance-SOP-
2024-1.10.25-final-508.pdf 

Purpose: The SOP provides the specifics for the formation, composition, 
responsibilities and terms of the Governing Council, QHIN Caucus, and 
Participant/Subparticipant Caucus, and sets out the way in which Advisory Groups will 
be established and the general rules that govern the activity of an Advisory Group

Current: Transitioning to Permanent Governance

January 2024 – Transitional Council was formed as per the Common Agreement

 The Transitional Council was to be in place for 1 year

February 2025 – Governing Council expected to be formed
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TEFCA Governance Roles and Voting Responsibilities
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Image from TEFCA RCE Monthly Informational Call materials, Jan. 21, 2025



Policies Establishing Governance
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TEFCA Governance SOP – New Definitions

Affiliated With: an individual is affiliated with a QHIN, Participant, or 

Subparticipant if such individual is an owner, director, officer, employee, 

contractor, or agent of such QHIN, Participant, or Subparticipant

Governance Body(ies): The Governing Council, the QHIN Caucus, and/or the 

Participant/Subparticipant Caucus.
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Composition of each Governing Body
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Appointment to each Governing Body
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Advisory Groups

Purpose: Common Agreement (v2.1), Section 3.5, states:

The RCE, in consultation with the Transitional or Governing Council (as applicable) 

and ONC, may establish Advisory Groups for purposes of seeking input from distinct 

groups of stakeholders that are parties to or affected by TEFCA Exchange activities to 

better inform the governance process, provide input on certain topics, and promote 

inclusivity.  The process for establishing Advisory Groups and selecting members is set 

forth in the applicable SOP.

Composition: Section 4.12.3 of the TEFCA Governance SOP, in part, states:

The RCE shall work with the Governing Council to identify the appropriate composition 

of an Advisory Group, which will vary depending upon the exact issue(s) that the 

Advisory Group is expected to address. The group is to be diverse, have the 

appropriate expertise, availability and be objective.
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Additional Elements of the SOP

Includes procedures for:
✓ Quorum and Voting

✓ Terms of Governing Body Representatives

✓ Suspension and Removal

✓ Vacancies
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Updates to Exchange 
Purposes (XPs) SOP 4.0

Pat Russell



Updates to XP SOP 4.0

Applies to:  QHINs, Participants, Subparticipants

https://rce.sequoiaproject.org/wp-content/uploads/2025/01/SOP-Exchange-Purposes_CA-v2_v4-508.pdf 

Purpose: The Common Agreement permits QHINs, Participants, and Subparticipants to utilize TEFCA 

Exchange only for authorized XPs.  This SOP defines the authorized XPs and identifies any XPs for which 

a Response is required pursuant to the Common Agreement, as well as when fees are prohibited or 

permitted.  More information on implementation of each XP may be found in an XP implementation SOP, 

as applicable.

The Purpose of the Update: Provide greater flexibility for QHINs and other TEFCA connected entities to 

use XPs that are currently optional for response, such as Health Care Operations, Payment or 

Government Benefits Determination.  All other requirements are maintained.  Added new Section 4.7.  
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Updates to XP SOP 4.0, continued

New Section 4.7:

✓ For all XP codes that require a Response pursuant to the Exchange Purposes SOP, the non-discrimination 

provisions in Section 6.2.2 of the Common Agreement and Section 2.2.2 of the Participant/Subparticipant 

Terms of Participation (ToP) shall apply.

✓ For each Non-Required XP Code, Section 6.2.2 of the Common Agreement and Section 2.2.2 of the ToP shall 

not apply to TEFCA Exchange conducted for such Non-Required XP Code.  For these Non-Required XP 

Codes, QHINs, Participants, and Subparticipants MAY determine their own exchange partners.  For the 

avoidance of doubt, TEFCA Exchange conducted for any Non-Required XP Code remains subject to all other 

applicable provisions of the Framework Agreements, SOPs, and QTF.
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NEW TEFCA SOP

QHIN, Participant, and 
Subparticipant Additional Security 
Requirements

Eric Heflin



NEW TEFCA SOP - QHIN, Participant, and Subparticipant 

Additional Security Requirements

Applies to:  QHINs, Participants, Subparticipants

https://rce.sequoiaproject.org/wp-

content/uploads/2025/01/SOP-QHIN-Participant-

and-Subparticipant-Additional-Security-

Requirements-508.pdf 

Dated: Jan 17, 2025

Purpose: “This SOP establishes additional 

security requirements that QHINs, Participants, 

and Subparticipants must implement to help 

protect the security of TEFCA Information (TI).”
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New Component of a Suite of Related Security Requirements

• Directly references:

– QHINs security requirements in Section 12 of the Common Agreement and in 

the QHIN Security Requirements for the Protection of TEFCA Information SOP

– General security requirements for Participants and Subparticipants are 

contained in Section 8 of the Participant/Subparticipant Terms of Participation 

(ToP).

– Additional technical security requirements applicable to QHINs and Participants 

(where specified) are contained in the QTF.

– Security requirements specific to Individual Access Services (IAS) Providers are 

contained in the ToP and in the Individual Access Services (IAS) Implementation 

SOP.

– See: SOP: QHIN, Participant, and Subparticipant Additional Security 

Requirements, p. 3



Terms

• Introduces no new defined terms

• Cites the following existing terms:



Assigned Security Official



Base Standards

• NIST SP 800-63-3 (final release)

– Identify Assurance Levels

– Authorization Assurance Levels

– https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf

• NIST SP 800-63b-R4 (second public draft)

– https://pages.nist.gov/800-63-4/sp800-63b.html#aal2reauth

• NIST SP 800-63c (final release)

– Federated Assurance Levels

– https://pages.nist.gov/800-63-3/sp800-63c.html#fal

• Other NIST Defined Terms

– Remote Access https://csrc.nist.gov/glossary/term/remote_access

– Privileged User https://csrc.nist.gov/glossary/term/privileged_user

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
https://pages.nist.gov/800-63-4/sp800-63b.html#aal2reauth
https://pages.nist.gov/800-63-3/sp800-63c.html#fal
https://csrc.nist.gov/glossary/term/remote_access
https://csrc.nist.gov/glossary/term/privileged_user


Background (from NIST)

• NIST SP 800-63-3 Defines:



Identity Assurance Levels



Authentication Assurance Levels



Federation Assurance Levels



Authentication



Remote and Privileged Access



Authentication Assurance Level Examples

• Example 1: A medical practitioner consulting with patients while on-site within 

their provider organization’s facility would not be required by this SOP to 

authenticate to AAL2 standards for each access. This is because their access 

is not Remote Access and their user account is not a Privileged User account.

• Example 2: A medical practitioner accessing an externally hosted Electronic 

Health Record (EHR) system from within their organization’s facility to query 

for health information should be authenticated to AAL2 standards under this 

SOP. This is because their EHR system is controlled by an external third 

party. 



Authentication Assurance Level Examples

• Example 3: A system administrator accessing a server used for TEFCA 

Exchange who logs in with an administrator account should be required to 

authenticate to AAL2 standards for such access. This is because the access 

is using a Privileged User account.

• Example 4: A medical practitioner working from home who logs into their 

organization’s network or directly accesses their organization's EHR system 

to query for information should authenticate to AAL2 standards. This is 

because their access is Remote Access.

• Example 5: A patient accessing their patient portal for the purposes of 

viewing their own health information would not be required by this SOP to be 

authenticated to AAL2 standards. This is because AAL2 standards in this 

SOP are not mandatory.



Individual Access

• Note: An Individual accessing their health information through a portal or app 

that initiates an IAS request is required to authenticate to AAL2 standards as 

specified in Exchange Purpose (XP) Implementation SOP: Individual Access 

Services (IAS).



Re-Authentication



Federated Authentication



Audit Requirements



Secure Channel (TLS)



HHS Cybersecurity Performance Goals

See also: https://hhscyber.hhs.gov/performance-goals.html

https://hhscyber.hhs.gov/performance-goals.html




Questions?



ehealthexchange.org
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